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January 13, 2025

California Privacy Protection Agency
2101 Arena Blvd.
Sacramento, CA 95834

Dear California Privacy Protection Agency Board Members and Staff,

The undersigned business associations and chambers of commerce remain in opposition to the
California Privacy Protection Agency’s (“Agency” or “CPPA”) moving forward with the proposed
regulations regarding Automated Decision-making Technology (“ADMT”), risk assessments, and
cybersecurity. The proposed regulations will impose unnecessary burdens and costs on CA
businesses that don't advance consumer privacy and exceed the mandate given to the CPPA.
We strongly urge the CPPA to withdraw the proposed regulations and work with Governor
Newsom and the Legislature to develop more effective and less costly ADMT, risk assessment,
and cybersecurity policies.

The CPPA's proposed regulations will significantly increase costs for business owners and
consumers and will reduce state revenues that fund high priority programs. The Standardized

Regulatory Impact Assessment (SRIA) prepared in conjunction with the proposed regulations
reveals that more than 52,000 California businesses will be required to comply with regulations
that will have a $3.5 billion impact on the economy. Business costs will also grow amid our
current inflation as small operations will need to hire legal and compliance staff to help unpack
the new rules, further impacting consumer concerns about the cost of living.

The SRIA concludes that the regulation will result in employment losses in early years, peaking
at 126,000 in 2030 and annual state revenue losses peaking at $2.8 billion in 2028. The SRIA
also speculates that those costs will be offset in the future by savings but the business
community has heard that prediction many times and the savings rarely materialize. At a time
when the state “faces double-digit operating deficits in the years to come” according to the
LAQO’s CA Fiscal Outlook, these additional revenue losses will devastate California.

The proposed regulations are beyond the scope of the PA and Al rules should be developed
by the Legislature and the Newsom Administration where the full range of costs and benefits,
including budget impact, can be fully debated and decided by democratic process. At the
November 8 Agency meeting, Board member and author the California Privacy Rights Act
Alastair Mactaggart rightly voiced concerns that the scope of the proposed rules exceeds the
intent of the California Consumer Privacy Act, and diverse speakers from the state’s business
community echoed fears that the rules would result in significant costs to state businesses, tens
of thousands of jobs lost and reduced capital for investment and innovation.

Instead of proceeding with the proposed regulations, the CPPA should work with Governor
Newsom and the Legislature to provide input on how to reduce the unnecessary burdens on



business and adopt a risk-based approach that focuses on business activities that pose
meaningful risks to consumers.

The proposed requlations will stifle innovation and advancements that are already providing
benefits to _consumers and business. They will impose significant burdens to California

consumers, innovators and businesses. For example, the proposed rules around ADMT
pop-ups will create significant burdens for those wishing to conduct research or transact
business over the internet. In addition to separate notifications regarding consent for cookies
and promotional communications, users will now face further pop-ups, one for receiving
information on ADMT, and a second regarding the use of ADMT for delivering advertising based
on prior activity. California consumers should not be impeded at each step of an online
transaction. The value of individualized privacy notices of specific practices diminishes each
time a new specialized notice is required and the list of such notices gets longer — it is
unrealistic to think that consumers will carefully review multiple pop-ups preventing them from
accomplishing their purposes for being online. The Agency needs to review the notice
requirements in the proposed regulations and eliminate individualized notices for anything other
than true high risk activities that expose consumers to privacy harms. Consumers benefit most
from a notice regime that successfully draws their attention to important information about
privacy practices. Simplifying notice requirements benefits consumer privacy and reduces costs
to businesses. Likewise, cybersecurity audit and risk assessment regulations are far more
burdensome than necessary to achieve their goals. There are many expert-developed and
internationally recognized risk management frameworks and standards that are better suited to
guiding these processes and provide the additional benefit of harmonizing compliance
requirements across jurisdictions, lowering business costs while protecting consumers.

The proposed regulations will unduly interfere with consumer use of the internet and result in
frustrated consumers leaving a site before completing a transaction, or leaving before the
business could share important information with users. This unintended consequence is
especially pronounced for small and local businesses who depend on online commerce to
supplement their limited physical presence and businesses that exist solely online. Restrictions
on the use of ADMT and Al could harm small businesses by limiting their ability to use digital
tools to reach consumers, share offerings and conduct transactions. Because the proposed
regulations impose substantial burdens on low risk uses of ADMT rather than focusing on
consequential decisions with legal or similar impact on consumers, such as by treating
advertising as though it is on par with hiring and mortgage loan decisions, businesses are
discouraged from using Al in ways that can bring increased efficiency, productivity, growth and
expansion. The Al opportunities lost are not captured by the SRIA.

The CPPA should withdraw the proposed regulations and coordinate their requlatory efforts with
Governor Newsom and the Legislature. While we understand and agree that having consumer

protection guardrails is important as technology evolves, it is essential that such rules be the
product of a robust and deliberative process. We are concerned that the Agency is developing a
framework for regulating Al without providing sufficient opportunity to receive or consider
feedback from all stakeholders. A process of this scope should be led by the Legislature, where
the matters under consideration can be publicly-debated and determined first by elected




officials. Additionally, the Agency finds itself out-of-step with the Governor’s Executive Order on
Al that directs state agencies to consider how to deploy Al for the benefit of Californians, while
avoiding an incongruous patchwork of agencies issuing their own discordant technology rules.
Despite Agency efforts at stakeholder engagement, there has been no meaningful debate
among stakeholders and the Agency has not taken on board any of the feedback provided.

California is the global leader in Al research, development and deployment. The industry
undergirds our Innovation Economy and the small businesses that benefit from the online tools
and services it provides. Rushing to regulation harms California consumers, small businesses
and our state economy. The high upfront costs of the proposed regulations will siphon resources
away from innovation, depriving Californians from the benefits of new and refined
commercialized technologies and greatly exacerbating the state’s budget deficit. Considering
the range of state-funded programs, services, and benefits that will need to be cut as a result of
the rules, the voters should be represented in making these decisions. In sum, California
workers, residents and businesses cannot afford the proposed rules.

Thank you for the opportunity to comment on the proposed regulations.

Sincerely,

Silicon Valley Leadership Group

Los Angeles County Business Federation

California African American Chamber of Commerce
California Asian Chamber of Commerce

California Black Chamber of Commerce

California Hispanic Chambers of Commerce
National Federation of Independent Business
California Restaurant Association

EcomBack

California Attractions and Parks Association
Acclamation Insurance Management Services (AIMS)
Allied Managed Care (AMC)

Flasher Barricade Association (FBA)

Coalition of Small and Disabled Veteran Businesses
MultiCultural Business Alliance

San Mateo County Economic Development Association
Los Angeles Area Chamber of Commerce

Bay Area Council

Santa Barbara South Coast Chamber of Commerce
San Juan Capistrano Chamber of Commerce
Coalition of California Chamber - Orange County
Chamber San Mateo County

Orange County Business Council

San Diego Regional Chamber of Commerce



TechCA

Family Business Association of California
Chamber of Progress

United Chambers of Commerce of the San Fernando Valley
California Automotive Business Coalition
California Fuels & Convenience Alliance

Latin Business Association

Valley Industry & Commerce Association

DTLA Chamber of Commerce

Asian Industry B2B

Greater Arden Chamber of Commerce

San José Chamber of Commerce

Chatsworth Porter Ranch Chamber of Commerce
Beach Real Estate Group

American Hotel & Lodging Association
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be clearly limited to the processing of personal information using ADMT for the purposes set forth in §
7200, consistent with the design of the proposed rules.

c. The Agency Should Ensure Robust Exemptions for Fraud and Security Incidents
and Compliance Processes.

The Agency rightfully recognizes the importance of fraud prevention through the partial security,
fraud prevention, and safety exemptions in the rules. However, the Agency’s proposed exceptions must
be revised in order to enable banking organizations and other industry participants in the U.S. banking
system to protect consumers. For example:

e The exemption does not clearly cover fraud prevention activities conducted by banking
organizations, which are often on behalf of third parties and not seeking to prevent fraud
“directed at” only the business. For example, for payment card transaction processing, ADMT is
most widely used to limit fraud, information security, and other risks for cardholders, merchants,
and other financial institutions. The exemption similarly does not clearly protect banks’ use of
ADMT to resist illegal actions, such as money laundering and sanctions violations, that are
“directed at” entities other than the bank (e.g., the federal government). While these exceptions
do not, of course, limit the availability of the statutory exemption for compliance with laws, the
creation of a partial exemption seems inconsistent with the underlying statutory exemption and
warrants revision.

e Moreover, the exemption does not apply to the use of data for training ADMT models, despite the
use of fraudsters’ data being particularly essential to train models that are designed to catch
subsequent fraudsters. Fraud models will become less effective over time when ingesting less
information, particularly when the opt-outs may come in disproportionate numbers from
fraudsters with an interest in undermining these processes.

o Even beyond the opt-out requirements, the notice and access requirements in 8§ 7220 and § 7222
are problematic as applied to fraudsters, who could use information received to hone their fraud
evasion strategies. For example, § 7222(b)(4) seems to contemplate that a banking organization
would provide detailed information about how its algorithm identified the fraud, with a similarly
inadequate fraud exemption in place. In addition, § 7222(k) would seemingly require that
financial institutions inform fraudsters of their access right when denying a financial or lending
service due to strong fraud signals, even where honoring that right could create serious issues for
fraud prevention activities.

d. The Agency Should Provide A 24-Month Compliance Ramp Up Period.

Even if the above changes are implemented, these regulations will impose a substantial
compliance burden. Businesses will have to assess the full universe of their existing ADMT technologies,
collate extensive details about these technologies, and then build mechanisms to operationalize the new
access and opt-out rights. Moreover, banking organizations will also have to consider how they can best
comply in conjunction with federal regulation and supervision.

on monitoring of a publicly accessible place on a large scale (in alignment with General Data Protection Regulation
(“GDPR”) requirements for risk assessments); should not focus on work profiling, which is already covered by the
triggers addressing significant work decisions; and to scope any requirements related to advertising to the
advertising activity that the CCPA contemplates will be particularly regulated: cross-context behavioral advertising.
See, e.¢., Regulation (EU) 2016/679, Arts. 22 and 35.
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use for many years, rather than conducting thoughtful assessments for activities that present a
genuine significant risk to consumer privacy.

The requirements for risk assessments in § 7152(a) should also be adjusted to be less prescriptive.
Comparable regimes require a weighing of benefits and risks (as mitigated by safeguards) without
imposing requirements to record details that may or may not be relevant to a particular data
processing activity. In contrast, the more prescriptive requirements in the rules — such as the
requirement in § 7152(a)(1) to avoid generic terms in describing the purpose of processing and
the various ADMT-specific requirements — will be resource intensive without corresponding
benefits. Indeed, these types of requirements could require reworking of existing risk assessment
frameworks with a track record of effectiveness and decrease consistency with historical risk
assessments.

The Agency should also clarify that risk assessments are required only for new or genuinely
materially different processing activities. As an initial matter, the requirement in § 7155(c) to
conduct risk assessments for all historical activity that would be covered by the rules imposes an
enormous compliance burden on businesses without any corresponding consumer benefit. For
example, for banking organizations, longstanding Bank Secrecy Act (“BSA”), Anti-Money
Laundering (“AML”), and Know Your Customer (“KYC”) programs, small business lending,
cybersecurity, and anti-fraud programs all require the processing of sensitive information and
have been actively risk assessed, audited and examined for decades. Banking organizations will
be forced to conduct a massive audit of all these data processing activities and to re-do their risk
assessments even for activities that have been in place for many years without negative impacts to
consumer privacy. This is not feasible within a 24-month period, let alone a desirable use of
privacy resources.

Looking forward, the requirement in § 7155(a)(3) to “immediately” update risk assessments
where there is a “material change” is similarly unrealistic, given that a proper risk assessment
requires careful collection and assessment of information. Moreover, the examples of material
changes in the draft rules (presumably inadvertently) risk suggesting that even non-material
changes to individual aspects or safeguards could require an updated risk assessment (e.g., there
is a non-material change to one “purpose of the processing”).

Conclusion

To sum, the Agency’s proposed rules risk interfering with core banking activities that are

essential to the safety and soundness of the banking system, disrupting fraud prevention activities that
benefit consumers and merchants, and undermining other important public policy goals that federal and
state prudential regulators have spent years addressing. At a minimum, the Agency must revise its rules to
avoid overstepping its authority by regulating data that is subject to GLBA or by regulating activities over
which the CCPA does not grant it rulemaking authority (e.g., artificial intelligence). The Agency should
also consider creating exemptions from these rules for banking organizations to most cleanly avoid these
issues and infringement on federal primacy. In the absence of such exemptions, BPI has identified
additional needed changes to all three sets of rules, including to allow for existing cybersecurity audits
and risk assessments that are substantially similar to satisfy the requirements of the draft rules, ensure
harmonization with the frameworks with which banking organizations already comply, and ensure robust
exceptions for fraud, security, and other compliance activities.

* * *
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Appendix: Recommendations

Below we have set out several recommendations corresponding to each of the listed sections below. Sometimes we recommend revising
one provision in several ways. For purposes of clarifying the reasons for each edit, we have organized recommendations by topic area rather than
by provision. Nevertheless, we recommend that the Agency implement each edit to the relevant provision (e.g., we recommend that #7 and #24
both be implemented for § 7120(b)).

Section I1l.a. The Proposed Rules Overstep the Agency’s Rulemaking Authority

Recommendation | Recommended Recommended Text
Number Change
#1 Deletion or The reference to “extensive profiling” in § 7150(b)(3) and the entirety of § 7150(b)(3)(B) should be
revision of § deleted, but if it is retained it should be revised, including as follows:
7150(b)(3)(B)
“For purposes of this Article, “extensive profiling” means any of the following to the extent the relevant
observation or profiling involves systematic use of information that is not subject to the exceptions set
forth in Civil Code sections 1798.145, subdivisions (c)-(q), or 1798.146, subdivisions (a)(1), (4), and
(8)”
#2 Deletion or 8§ 7150(b)(4) should be deleted in its entirety, but if it is retained it should be revised, including as
revision of § follows:
7150(b)(4)
“Processing the personal information of consumers to train automated decisionmaking technology or
artificial intelligence that-is-capable-of-being that is designed to be used for any of the following (but
excluding the processing of personal information that is subject to, or the training of automated
decisionmaking that is designed to be used with personal information that is subject to, one or more
exceptions set forth in Civil Code sections 1798.145, subdivisions (c)-(q), or 1798.146, subdivisions
(a)(1), (4), and (5)):”
#3 Revision of § “A business that uses automated decisionmaking technology in any of the following ways must comply
7200(a) with the requirements of this Article, provided that this Article shall not apply to use of automated

decisionmaking technology in contexts in which data collected would be subject to the exceptions set
forth in Civil Code sections 1798.145, subdivisions (c)-(q), or 1798.146, subdivisions (a)(1), (4), and

(5):...”
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#4 Deletion or 8 7200(a)(2) should be deleted in its entirety, but if it is retained it should be revised, including as
revision of § follows:
7200(a)(2)
“For extensive profiling of a consumer. For purposes of this Article, “extensive profiling” means any of
the following to the extent the relevant observation or profiling involves systematic use of information
that is not subject to the exceptions set forth in Civil Code sections 1798.145, subdivisions (c)-(g), or
1798.146, subdivisions (a)(1), (4), and (5):”
#5 Deletion or 8 7200(a)(3) should be deleted in its entirety, but if it is retained it should be revised, including as
revision of § follows:
7200(a)(3)

i iston ich-arepProcessing consumers’ personal
mformatlon to tram automated deC|S|onmak|ng technology thaHsoapabl&et—bemg that is designed to be
used for any of the following (but excluding the processing of personal information that is subject to, or
the training of automated decisionmaking that is designed to be used with personal information that is
subject to, one or more exceptions set forth in Civil Code sections 1798.145, subdivisions (¢)-(g), or
1798.146, subdivisions (a)(1), (4), and (5)):”

Section I1l.c. The Agency Can Avoid These Questions Through Targeted Exemptions For Banking Organizations Subject To Extensive

Regulation

Recommendation | Recommended Recommended Text

Number Change

#6 Addition of 88 “This Article [9, 10, or 11] does not apply to financial institutions that are subject to examination or
7120(c), 7150(d), | supervision by a federal prudential regulator and their affiliates as defined under the Bank Holding
and 7200(b) Company Act, 12 U.S.C. § 1841(k).”

#7 In the alternative, | “A business’s processing of consumers’ personal information presents a significant risk to consumers’
revision of § security if the business is not subject to examination or supervision by a federal prudential regulator
7120(b) with respect to cybersecurity and any of the following is true:”

#8 In the alternative, | “Each business that is required to complete a cybersecurity audit pursuant to this Article must submit to
revision of § the Agency every calendar year a written certification that the business completed the cybersecurity
7124(a) and § audit as set forth in this Article_unless the business is subject to examination or supervision by a federal
7157(b)(4) prudential requlator with respect to cybersecurity.”
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“A business is not required to submit a risk assessment to the Agency if the business does not initiate the
processing activity subject to the risk assessment or if a risk assessment is undertaken in a manner that is
subject to examination or supervision by a federal prudential regulator.”

#9 In the alternative, | “This [§ 7124][§ 7157] does not apply to financial institutions that are subject to examination or
addition of § supervision by a federal prudential regulator and their affiliates.”
7124(d) and 8
7157(e)

#10 In the alternative, | “Each of the following processing activities presents a significant risk to consumers except to the extent
revision of 8 undertaken in a manner that is subject to examination or supervision by a federal prudential requlator:”
7150(b)

#11 In the alternative, | “A business that uses automated decisionmaking technology in any of the following ways must comply
revision of 8 with the requirements of this Article except as set forth in subsection (b) below:”
7200(a) and

addition of new §
7200(b)

In addition, a new § 7200(b) would be added as follows: “Automated decisionmaking technologies that
are subject to examination or supervision by a federal prudential regulator are not subject to the
requirements of this Article.”

Section 1V.b. The Agency Should Appropriately Scope the ADMT Definition and Regulations to Avoid Capturing Commonplace Uses of
Automation and Software That Do Not Involve Decisionmaking

Recommendation | Recommended Recommended Text

Number Change

#12 Revision of § “‘ Automated decisionmaking technology’ or ‘ADMT’ means any technology-thatprocesses solely
7001(f), including | automated processing of personal information and-uses-cemputation to execute a decision which
deletion of produces legal or similarly significant effects erreplace-human-decisionmakingorsubstantially

7001(f)(1)-(4)

facHHate-human-decisionmaking.”

or, in the alternative:

“‘ Automated decisionmaking technology’ or ‘ADMT’ means any techrelogy-thatprocesses solely
automated processing of personal information &Hd—HSGS—GGm—BH-‘:’&t—I-GH to execute a decision or replace

human decisionmaking;-ersubstantially-facilitate-human-decisionmaking.”
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In addition, the defined term “artificial intelligence” should be deleted in § 7001(c).

#13 In the alternative, )
;%\gi'(%n(z; § deeisqenmakmg web hqsting, domain registration, netvyork!ng, caching, vv_ebsite-loading, data storage,
firewalls, anti-virus, anti-malware, spam-and robocall-filtering, spellchecking, calculators, databases,
spreadsheets, or similar technologies. A business must not use these technologies to circumvent the
requirements for automated decisionmaking technology set forth in these regulations. For example,-a
eontrast, a manager’s use of a spreadsheet to input junior employees’ performance evaluation scores
from their managers and colleagues, and then calculate each employee’s final score that the manager
will use to determine which of them will be promoted is not a use of automated decisionmaking
technology, because the manager is using the spreadsheet merely to organize human decisionmakers’
evaluations.”
#14 Deletion of 8 These provisions should be deleted in their entirety.
7150(b)(3)(B), §
7150(b)(4), §
7200(a)(2), and §
7200(a)(3), as
well as the
reference to
“extensive
profiling” in §
7150(b)(3)
#15 Revision of § The following revision should be made to definitively ensure that the rules do not create any ambiguity
7200(a) that they apply to automation in relation to business customers, as opposed to consumers:

“A business that uses automated decisionmaking technology to make decisions about natural persons
who are California residents in any of the following ways must comply with the requirements of this
Article: ...”
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#16 Addition of § “Businesses shall not be required to audit individual employees’ activities for whether they are using
7200(b) or (c) ADMT for the purposes listed in § 7200(a).”
#17 Revision of §8 “If the consumer submits a request to opt-out of ADMT before the business has initiated that processing,

7221(m) and (n),
including deletion
of 7221(n)(2)

the business must not initiate processing of the consumer’s personal information for the purposes set
forth in section 7200, subsection (a) using that automated decisionmaking technology.”

“If the consumer did not opt-out in response to the Pre-use Notice, and submitted a request to opt-out of
ADMT after the business initiated the processing, the business must comply with the consumer’s opt-out
request by:

(1) Ceasing to process the consumer’s personal information for the purposes set forth in section 7200,
subsection (a) using that automated decisionmaking technology as soon as feasibly possible, but no later
than 15 busmess days from the date the busmess recelves the request Fer—pe#senal—m#e#maﬂen

Section 1V.c. The Agency Should Ensure Robust Exemptions for Fraud and Security Incidents and Compliance Processes

Recommendation | Recommended Recommended Text
Number Change
i “A business is not required to comply with this Article 11 where such compliance would (a)
#18 Addition of § o - i X -
compromise its use of automated decisionmaking technology for security, fraud prevention, or safety
7220(b) : . . . . .
purposes or (b) compromise processes used to comply with laws to which the business is subject.
#19 Revision of § atljt[é);zltrézsz éz |rsl|0(;[ r:re;](gll(llrred ::Ctr)];(;\;;de consumers with the ability to opt-out of a business’s use of
7221(b)(1) J Oy forasignificant decision-concerning a-consumer as set Forth 1 0. ok

%@—Mpubhepmﬂmgasseﬁeﬁh%weeﬂen%@@—wbseeﬂen{% in the followmg

circumstances:

(1) The business’s use of that automated decisionmaking technology is for recessary-to-achieveand-s
used-selely-forthe security, fraud prevention, or safety purposes, including but not limited to the

purposes listed below (“security, fraud prevention, and safety exception”): (A) To prevent, detect, and
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investigate security incidents that compromise the availability, authenticity, integrity, or confidentiality
of stored or transmitted personal information or the availability, integrity, or confidentiality of
information systems, or otherwise help ensure security and integrity of personal information or
information systems; (B) To resist malicious, deceptive, fraudulent, or illegal actions directed-at-the
business and to prosecute those responsible for those actions; e (C) To ensure the physical safety of
natural persons; (D) To otherwise ensure security and integrity; or (E) To comply with laws, including
any regulation or guidance implementing such laws.”

Note that “security and integrity” is already defined in the CCPA. In addition, conforming changes
should be made elsewhere, including striking references to “direct at the business” in §§ 7027(m)(3)
and 7157(b)(2)(D). In addition, comparable changes should be made to similar language in the
regulations, such as § 7157(b)(2)(D).

The Agency should also consider more appropriately scoping the other exemptions in its ADMT rule:

#20 Revision of §
71221(b)(3) “For admission, acceptance, or hiring decisions as set forth in section 7200, subsections (a)(1)(A)(i),
@) (2)(B)(i), if the following are true:
(A) The automated decisionmaking technology is for recessary-to-achieveandis-used-selehyfor; the
business’s assessment of the consumer’s ability to perform at work or in an educational program to
determine whether to admit, accept, or hire them; and . . . *
Corresponding revisions should be made to § 7221(b)(4) and (b)(5).
421 Revision of § Deletion of this provision
7221(b)(6) or
“The exceptions in this subsection do not apply to proﬁhng for behav10ral advertlsmg as set forth in
section 7200, subsection (a)(2)(C) ,
forth-in-section 7200, subsection-{a}(3}. A busmess must prowde the ablllty to opt out of these uses of
automated decisionmaking technology in all circumstances.”
.- The Agency must revise this provision to avoid forcing businesses to provide information to bad actors
#22 Revision of § o
7221(g) that they can use to further fraudulent activities:
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“If a business has a good-faith, reasonable, and documented belief that a request to opt-out of ADMT is
fraudulent, the business may deny the request. The business must inform the requestor that it will not
comply with the request and-must-provide-to-the-reguestor-an-explanation-why-it- believesthe request-i

Section 1V.d. The Agency Should Provide A 24-Month Compliance Ramp Up Period

Recommendation | Recommended Recommended Text

Number Change

#23 Addition of § “For any use of automated decisionmaking technology identified in section 7200(a) that the business
7200 initiated prior to the effective date of these regulations and that continues after the effective date of these

regulations, the business must comply with the requirements of this Article 11 within 24 months of the
effective date of these regulations.”

Section V.a. Cyber Audit Requirements Should Be Harmonized With Existing Risk and Audit Frameworks

Recommendation | Recommended Recommended Text
Number Change
#24 Revision of § “(2) The business meets the threshold set forth in Civil Code section 1798.140, subdivision (d)(1)(A);
7120(b)(2) and
(A) Processed the personal information of 500,000 256,808 or more consumers or households in the
preceding calendar year; or
(B) Processed the sensitive personal information of 250,000 590,000 or more consumers in the preceding
calendar year.”
#25 Revision of § After the business completes its first cybersecurity audit pursuant to subsection (a), its subsequent
7121(b) cybersecurity audits must be completed regularly, such as at least once every calendar year-and-there

Conforming changes should be made elsewhere where “annual” is referenced, including to § 7124 to
require that the written certification describe the period covered by the most recent audit.
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#26

Revision of §
7123(a)

“The cybersecurity audit must assess and document how the business’s cybersecurity program protects
personal information from unauthorized access, destruction, use, modification, or disclosure; and
protects against unauthorized activity resulting in the loss of availability of personal information. This
audit may be conducted using multiple audits, provided that the below requirements are satisfied across
these audits.”

#27

Revision of §
7123(b)(2)

“The cybersecurity audit must specifically identify, address, and document . . . Each of the following
components of the business’s cybersecurity program, as applicable and appropriate to the business’s size
and complexity and the nature and scope of its processing activities. If not applicable, the cybersecurity
audit must document and explaln any comnarable components relevant to the busmess s protectlon of
personal mformatlon why e ; e A ;

In addition, the Agency should undertake a careful review of the listed components in order to revise
them to be more general and thus more future proofed. For example, the requirement in § 7123(b)(2)(A)
should be limited to “authentication” as opposed to specific mechanisms for authentication (e.g., strong
unique passwords which are already becoming out-of-date).

#28

Revision of §
7123(b)(3)

“For each of the applicable components set forth in subsections (b)(1)—(2), including the safeguards the
business identifies in its policies and procedures, the cybersecurity audit must describe how the business
implements and enforces compliance with them. This description may be either general or specific to
each of the requirements.”

#29

Addition of §
7123(9)

“If a business identifies and documents that there have been no material changes to the components
outlined in § 7123(c) for a given entity or line of business during a period, then the business shall not be
required to complete a cybersecurity audit that meets all of the requirements of § 7123 in that period,
provided that the business must conduct a cybersecurity audit that meets all of the requirements of §
7123 for that entity or line of business at least once every three years.”

#30

Addition of §
7120(c) and §
7120(d)

“A business will be deemed to be in full compliance with this Article 9 if it completes a cybersecurity
audit, assessment, or evaluation that complies with the requirements of the Federal Financial Institutions
Examination Council’s IT Examination Handbook, the Gramm-Leach-Bliley Act, or the New York
Department of Financial Services’ Cybersecurity Regulation.”

and
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“Any cybersecurity audit, assessment, or evaluation conducted against any list of approved frameworks
promulgated by the California Privacy Protection Agency shall be considered to meet the requirements
of this Article 9. The approved frameworks shall include: the National Institute of Standards and
Technology’s (“NIST”) Cybersecurity Framework and successor frameworks released by NIST, the
Cyber Risk Institute Profile and successor frameworks, and those audits, evaluations, and examinations
conducted by or under the supervision of federal prudential regulators.”

V.b. Cyber Audit Requirements Shou

Id Provide Greater Flexibility To Use an Internal Auditor

Recommendation
Number

Recommended
Change

Recommended Text

#31

Revisions to §
7122(a),
including deletion
of § 7122(a)(1)
and (2)

“Every business required to complete a cybersecurity audit pursuant to this Article must do so using a
qualified, objective, independent professional (“auditor”) using procedures and standards generally
accepted in the profession of auditing. The auditor may be internal or external to the business but shall
be independent and objective. The business’s audit committee or board of directors shall be responsible
for the effectiveness of the internal audit systems and shall receive regular reports on internal
cybersecurity audit issues.”

VI. Risk Assessment Rules Should Avoid Duplication and Ensure Interoperability with Other Frameworks

Recommendation | Recommended Recommended Text

Number Change

#32 Revision of § “The business must conduct a risk assessment to determine whether the risks to consumers’ privacy

7152(a) from the processing of personal information outweigh the benefits to the consumer, the business, other

stakeholders, and the public from that same processing. The business must conduct and document the
risk assessment as in accordance with the requirements set forth below, in each case where relevant to
the identified significant risk to consumers’ privacy and security: . . .”

#33 Revisions to §

7152(a)(1),
7152(a)(2), and
7152(a)(6)
(among other
revisions to
decrease the

“The business must specifically identify its purpose for processing consumers’ personal information.

“The business must identify the categories of personal information to be processed and whether they
include sensitive personal information. This must include discussion of the following, as applicable:”
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prescriptive
nature of the
regulations)

... The business must identify the safeguards that it plans to implement to address the negative
impacts identified in subsection (a)(5). The business must specifically identify how these safeguards
collectively address the negative impacts identified in subsection (a)(5), including to what extent they
eliminate or reduce the negative impacts; and identify any safeguards the business will implement to
maintain knowledge of emergent risks and countermeasures.”

#34

Revision of §
7155(a)(3)

“Notwithstanding subsection (a)(2) of this section, a business must #nmediately update a risk
assessment whenever there is a material change relating to the processing activity. A change relating to
the processing activity is material if it diminishes the benefits of the processing activity as set forth in
section 7152, subsection (a)(4), creates new negative impacts or increases the magnitude or likelihood of
previously identified negative impacts as set forth in section 7152, subsection (a)(5), or diminishes the
effectiveness of the safeguards as set forth in section 7152, subsection (a)(6), in each case as material to
the benefits, impacts, or effectiveness of the safeguards.

Material changes may include, for example, material changes to the purpose of the processing; material
changes to the minimum personal information necessary to achieve the purpose of the processing; or
material changes to the risks to consumers’ privacy faised-by-consumers{e-g—Rumerous-constmers

O kd avda’ o -l
pro 0

#35

Revision of §
7155(c)

“For any processing activity identified in section 7150, subsection (b), that the business initiated prior to
the effective date of these regulations and that continues after the effective date of these regulations, the
business must conduct and document a risk assessment in accordance with the requirements of this

Avrticle where there is a material change to the data processing within-24-menths-of the-effective date-of

#36

Revision of §
7156(b)

“If the business has conducted and documented a risk assessment for the purpose of complying with
another law or regulation that reasonably meets al the requirements of this Article, the business is not
required to conduct a duplicative risk assessment. If the risk assessment conducted and documented for
the purpose of compliance with another law or regulation does not reasonably meet aH-of the
requirements of this Article, the business may must supplement the risk assessment with any additional
information reguired to meet al-ef-the requirements of this Article.”

#37

Addition of §
7157(e)

The Agency should (consistent with the grant of rulemaking authority in the CCPA) expressly clarify
that the regulations do not require businesses to divulge trade secrets:

“Nothing in this Article 10 shall require a business to divulge trade secrets.”
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From: Chris Micheli <cmicheli@snodgrassmicheli.com>

Sent: Friday, January 10, 2025 9:26 AM
To: Regulations@CPPA

Subject: FW: CPPA letter due Jan 14
Attachments: CPPA Letter.docx

This Message Is From an External Sender

WARNING:This email originated from outside of the organization! Do not click links, open attachments, or reply, unless
you recognize the sender's email.

Report Suspicious

Chris Micheli

Snodgrass & Micheli, LLC

1121 L Street, Suite 807
Sacramento, CA 95814

(916) 743-6802
cmicheli@snodgrassmicheli.com

From: Esabella De La Caridad Rojas <ERojas@lachamber.com>
Sent: Thursday, January 9, 2025 4:51 PM

To: Chris Micheli <cmicheli@snodgrassmicheli.com>

Subject: CPPA letter

Hi Chris,

Here is the letter for the CPPA hearing January 14.
Thanks,

Esabella

Esabella Rojas | Public Policy Manager
LOS ANGELES AREA CHAMBER OF COMMERCE
350 S. Bixel St. | Los Angeles, CA 90017

P:213.580.7518
erojas@lachamber.com | www.lachamber.com

A THRIVING REGION FOR ALL
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CHAMBER OF COMMERCE



@ LOS ANGELES AREA

CHAMBER OF COMMERCE

January 7, 2025
To: California Privacy Protection Agency

RE: Los Angeles Area Chamber of Commerce Opposition to Proposed Automated Decision Making Technology
(ADMT) Regulations

To Whom It May Concern:

On behalf of the Los Angeles Area Chamber of Commerce, representing a broad spectrum of small and large
businesses in the Los Angeles region, we are writing to express our strong opposition to the proposed automated
decision making technology (ADMT) regulations. While the Chamber shares the agency's goal of strengthening
consumer privacy, these regulations as written are overly broad, extend beyond the agency’s privacy mandate, and
would impose substantial burdens on businesses that are out of proportion to any corresponding gains in
consumer privacy. The agency should revise these rules to focus on the kinds of specific, meaningful privacy risks
that motivated California voters to create the agency, rather than creating sweeping requirements that would
regulate and hamper a swath of routine business operations across California.

At a high level, these regulations extend far beyond the reason voters, through Proposition 24, created the agency:
to be an “independent watchdog whose mission is to protect consumer privacy.” Instead, they would create an
expansive new regulatory framework that would capture and regulate even basic, decades-old technologies that
businesses large and small use every day, even if these systems pose no meaningful (let alone significant) privacy
risks. The proposed rules are so broad, and seek to regulate such a wide range of activities and policy areas, that
they would be unrecognizable to the Californians who supported Proposition 24. The result is that, according to
the agency's own analysis, these regulations could cost businesses $3.5 billion - and even this substantial figure
likely understates the true economic impact.

The proposed regulations define automated decision-making technology so broadly that they would capture
routine business tools like spreadsheets, basic database operations, and standard workplace monitoring systems,
regardless of whether these tools meaningfully threaten consumers’ privacy. The proposed regulations say they do
not mean to regulate those kinds of very basic technologies. But, in an exception that swallows that rule, the
regulations go on to say that, in fact, everyday software like spreadsheets and databases are covered if they're
used to help a human make a decision, or even just “execute a decision” a human has already made. For example,
the rules say that if a manager uses Excel to analyze employee performance data to factor that into routine pay or
promotion decisions, these mundane operations would suddenly be subject to burdensome new auditing,
disclosure, and opt-out requirements, no matter the fact that this kind of everyday activity poses no meaningful
consumer privacy risks.

Additionally, the proposed regulations seek to regulate how businesses across the state use technology to help
them make decisions across a wide range of topics, including lending, housing, education, employment,
healthcare, and various consumer goods, without sufficiently connecting those regulations to the agency’s privacy
mandate. The agency is a privacy regulator, not a housing regulator or an employment regulator (or even an
automated-technology regulator), so the agency’s regulations must be narrowed to focus on business activities
that carry genuine consumer-privacy risks.

Even though these regulations supposedly are focused on “automated decisionmaking” technologies,” they are not
limited to the kinds of Al and other cutting-edge technology capable of making truly “automated” decisions
without human oversight. Instead, they would apply to mainstream technologies that have been used safely and
effectively for decades. The rules would require extensive documentation, risk assessments, and opt-out
mechanisms even for basic softwares that simply help humans make decisions, rather than truly replace human
judgment. This approach is dramatically out of step with other regulatory frameworks, which appropriately focus
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on truly automated systems that make decisions without meaningful human oversight, and this approach would
impose major new burdens on systems that are already subject to human oversight and control.

The proposed rules would create significant competitive disadvantages for California businesses. The requirement
to publicly disclose the "logic" and "key parameters" of a wide range of business systems could force companies to
reveal trade secrets and proprietary information, despite the fact that the agency’s governing laws specifically say
that trade secrets should be protected. These disclosures also could provide bad actors with roadmaps to game or
manipulate systems, potentially increasing fraud and harming all the rest of the consumers who are acting in good
faith.

the regulations would severely restrict businesses' ability to engage in routine first-party advertising to their own
customers. Currently, businesses can tailor their advertising and promotions based on customers' past purchases —
like a grocery store sending coupons for baby food specifically to customers who have bought baby supplies in the
past. These regulations would require any business engaging in this common practice to implement complex opt-
out systems for personalized advertising. For many businesses, especially smaller ones, developing and
maintaining such systems would be technically infeasible. Unlike existing regulations that focus on controversial
third-party tracking across different websites, these rules would restrict how businesses communicate with their
own customers about products and services they've already shown interest in purchasing. This would be an
unnecessary expansion of privacy regulations into routine business practices that consumers generally find helpful,
not harmful.

We strongly urge the agency to substantially revise these proposed regulations to focus on meaningful privacy
risks while avoiding unnecessary burdens on California's business community. The current approach would create
significant costs and complications while failing to effectively address the privacy concerns that motivated
California voters to give the agency its mandate to adopt these rules. Please feel free to contact Esabella Rojas at
erojas@lachamber.com, if you have any questions.

Sincerely,

Maria S. Salinas
President & CEO






regulations would cause notice fatigue. This would serve to erode the trust people
have in privacy notices generally, and without trust there cannot be a meaningful
privacy dialogue.

The Disproportionate Impact on Small Businesses

Even worse, the proposal would pile on top of completed rulemakings, including the Delete
Act regulations. The unprecedented increase in data broker registration fees in that
rulemaking from $400 to $6,600 amounts to a staggering 1,550% increase.

| am deeply concerned about the disproportionate financial burden this fee places on small
businesses like mine. Unlike larger corporations, for whom $6,600 is a negligible expense, this
dramatic increase presents a significant hurdle to our ability to operate, innovate, and

grow. Similarly, the expansion of the definition of a "data broker" to include businesses that
sell information collected indirectly from consumers, even those with whom a "direct
relationship" exists, further complicates compliance.

By broadening the scope of what constitutes a data broker while simultaneously implementing
an astronomical fee increase, the Delete Act regulations will create a regulatory environment
that unfairly penalizes small businesses while allowing larger companies to absorb these costs
with ease.

It is in this context that the ADMT and risk assessment proposals appear and only exacerbate
already untenable compliance costs for small businesses.

| urge the CPPA to:

1. Withdraw all of the proposed regulations relating specifically to ADMTs and instead
address the ADMT requirements as part of broader requirements that relate to privacy.

2. Reverse the Delete Act regulations that increase filing fees and unnecessarily expand
the “data broker” and “direct relationship” definitions.

3. Engage more closely with small businesses during the regulatory process to ensure that
our voices are heard, and our challenges are addressed.

Thank you for your time to read my concerns and consideration. | hope the agency considers
the needs of small businesses like mine. It is imperative that CCPA’s requirements strike a
more realistic balance between privacy and consumer protection for companies doing
business in California.

Sincerely,
Anthony Licon
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creates a significant risk not just of over-regulation, but of inadvertent consequences that
will arise from extending the proposed regulations well beyond their intended scope.

Second, the definition of ADMT is not aligned with the term’s focus on automated
technologies. ADMT is defined to include technologies that process personal information
and use computation to “execute a decision, replace human decisionmaking, or
substantially facilitate human decisionmaking.” Including ADMTs that “execute a decision”
creates an extremely vague and low threshold, because it's unclear what it means for an
ADMT to “execute” a decision. Without further clarity, the proposed regulations could be
interpreted to include ADMTs that simply carry out a decision made by a human. But the
regulations should not extend to these scenarios, like using an email system to inform a
housing applicant that their rental has been approved. Additionally, the definition’s focus on
ADMTs that “execute a decision” or “substantially facilitate human decisionmaking” detract
from the term’s focus on automated technologies, which implies technologies that make
decisions with no human oversight.

Third, the definition of ADMT creates an unclear threshold for the extent to which ADMTs
must influence human decisionmaking to be in scope. The proposed regulations’ meaning
of “substantially facilitate human decisionmaking” uses several undefined phrases, like “key
factor” and “primary factor,” to describe the extent to which ADMTs must influence human
decisionmaking to be encompassed by the definition. Such phrases could be defined to
create an objective and tailored threshold for which types of ADMTs are in scope of the
proposed regulations. One way to clarify this aspect of the definition is to focus on terms
such as principal basis or controlling factor; these terms have been used in other contexts
and can help create a targeted threshold for the scope of the proposed regulations.

Recommendation: Section 7001(f)’s definition of ADMT should be revised to:

e Exclude “execute a decision”and “substantially facilitates human decisionmaking”
from the definition of ADMT. Paragraph (f) should define ADMT as “technology that
processes personal information and uses computation to replace human
decisionmaking.” If “substantially facilitates human decisionmaking” is retained in the
definition of ADMT, we recommend clarifying “key factor” and “primary factor” to
create a clear and tailored threshold for the types of decisions in scope, such as
focusing on terms such as principal basis or controlling factor.

o Define covered “technologies” as Al. Paragraph 7001(f)(1) should state: “For the
purposes of this definition, ‘technology’ means artificial intelligence.”

Second: The definition of significant decision should be clarified.

The proposed regulations impose requirements when ADMTs are used “for a significant
decision concerning a consumer.” It is important that this term create a clear threshold, to
help companies identify when these new regulations apply. We appreciate that the
proposed regulations focus on decisions that result in “the provision or denial of’ important
benefits and services, which is a practical threshold that can help companies apply these
new protections. However, the clarity of that threshold is undermined by including decisions
that result in “access to” important benefits and services, a vague term that may sweep in
an unintentionally broad set of activities.

Several examples illustrate the potential for confusion. For instance, a property
management company may use its customer data platform to decide which contacts to
email about an open house for a new apartment building. Even though the property
management company is not using that platform to make decisions about whether

200 Massachusetts Avenue, NW P 202-872-5500
Suite 310 W bsa.org
Washington, DC 20001
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particular individuals should be approved or denied for a specific apartment, it may be
construed as using a software-based program that invites individuals to “access” housing.
In healthcare, doctors offices may let their patients use websites or mobile applications to
schedule appointments — thereby enabling a patient to “access” healthcare. Those
scheduling functions are not the types of important life opportunities that should be the
focus of the proposed regulations, but they may be unintentionally swept in by including
“access” in this definition.

Further, the defintion of signifiant decision includes employment or independent contracting
opportunities or compensation — and identifies three types of opportunities, including
allocation or assignment of work. This part of the defintion may also sweep more broadly
than intended. For example, an ADMT used to schedule shifts for hourly workers should not
be subject to the same requirements as a tool that accepts or rejects an applicant from the
hiring process.

Recommendation: Section 7200(a)(1) should be revised to: (1) remove “access” from the
definition of “significant decision” and, (2) clarify that significant decisions are those with
material, legal, or similarly significant effects on a consumer.

e The definition should state: “For the purposes of this Article, ‘significant decision’
means a decision that has a material, legal, or similarly significant effect on a
consumer’s eligibility for and results in the provision or denial of financial or lending
services, housing, insurance, education or enrollment opportunity, criminal justice
(e.g., posting of bail bonds), employment or independent contracting opportunities or
compensation, healthcare services, or essential goods or services (e.g., groceries,
medicine, hygiene products, or fuel).

o Employment or independent contracting opportunities or compensation should not be
defined to include allocation or assignment of work.

Third: The provisions on training should be reconsidered, or, at the very least,
narrowed.

The proposed regulations also impose requirements for certain instances of training ADMT
or Al, including obligations to: (1) conduct risk assessments (under Sections 7150(b)(4))
and 7153), (2) provide pre-use notices (under Section 7220), (3) and honor opt-out rights
(under Section 7221). At the outset, the proposed regulations assume that training ADMT
or Al for certain purposes is inherently problematic and should be constrained. This
assumption is misguided and risks over-regulating companies’ ability to train their Al
systems. In actuality, thoroughly training Al systems on diverse sets of data produces more
accurate and more fair outputs and can help reduce risks of algorithmic discrimination.

The proposed regulations impose requirements on businesses that use ADMT for “training
uses” of ADMT, which are “processing consumers’ personal information to train automated
decisionmaking technology that is capable of being used for any of the following: (A) For a
significant decision concerning a consumer; (B) To establish individual identity; (C) For
physical or biological identification or profiling; or (D) For the generation of a deepfake.” By
focusing on ADMTs that are capable of performing certain uses, the proposed regulations
will encompass a staggering range of ADMTs, a concern compounded by the broad
definition of ADMT. Further, such a threshold conflates the roles of different actors along the
Al value chain. For example, a company may develop an ADMT that is general in nature
and could be used for hundreds, if not thousands, of different uses. Another company may
then modify that general-use ADMT so that it can perform one of the specific uses
encompassed by the proposed regulations. Because both companies train ADMTs that are
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use notifications, including the logic used in the ADMT, the key parameters that affect the
output of the ADMT, and how the business plans to use the outputs of the ADMT and the
role of any human involvement. Such sensitive details about the controls a business places
on an ADMT and how a business uses an ADMT may include competitive or other
confidential information. Since the proposed regulations do not include any protections for
trade secret, intellectual property, or other confidential information, the proposed
regulations may require businesses to disclose sensitive information in the pre-use
notifications. Further, providing information regarding the logic behind individual
consequential decisions may pose technical implementation challenges, is unduly
burdensome, and will create significant impacts to companies’ operations in gathering and
dispersing such detailed and sensitive information.

Third, several exceptions to the proposed regulations’ opt-out right rely on businesses
reviewing another company’s evaluation of the ADMT, which fundamentally distorts the
roles and responsibilities of different types of companies and may implicate companies’
frade secrets. In today’s technology ecosystem, ADMTs are often developed by one
company and deployed by another. Each company should be responsible for mitigating
certain risks arising from the development or use of ADMTs. Such obligations, however,
must be based on each company’s distinct role to be workable in practice. Businesses
using an ADMT will have access to information about the specific context in which an
ADMT is used that is not available to the company that developed the ADMT, meaning risks
specific to a particular ADMT’s use may be unaccounted for if a business only relies on
another company’s evaluation and does not conduct its own assessment. Further,
businesses may have obligations under existing state and federal laws to assess and
mitigate risks of unlawful discrimination when using ADMTs in certain circumstances.
Additionally, evaluating ADMTs will likely require companies to consider relevant trade
secrets, intellectual property, and other confidential information in connection with the
ADMT. Such information could not be reviewed by another company without creating
practical and competitive concerns.

Fourth, the proposed regulations include opt-out requirements that could apply more
broadly than simply allowing consumers to opt out of uses of ADMT. The proposed
regulations allow consumers to opt out of certain uses of ADMT (e.g., a business does not
use an ADMT with respect to the requesting consumer and instead applies a manual
process), and then requires a business request that all its service providers remove a
consumer from ADMT processing within a specified timeframe. Service providers’
processing of opt-outs is significantly more onerous and technically challenging in the
ADMT context, because ADMTs rely on a wide range of data that blends anonymized,
pseudonymized, de-identified, and aggregated data about consumers. The proposed
regulations should be clarified to solely require opt-outs of the uses of ADMT encompassed
by the proposed regulations, which is relatively more workable and consistent with Article
11’s general focus on regulating the use of ADMT with respect to consumers.

Recommendation: We encourage the CPPA to address practical concerns with
requirements for pre-use notices, opt-outs of ADMT, and requests to access ADMT,
including to:
o Narrow the circumstances when pre-use notices are required, by revising the
definitions of significant decision, training, and ADMT.
o Clearly state that the draft regulations do not require disclosure of a business’s
confidential information and trade secrets.
e Adjust the opt-out exemptions to ensure they do not distort the roles and
responsibilities of entities within the Al value chain.
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o Clarify that consumers’ requests to opt out of ADMT apply only to the uses of ADMT
specified in the proposed regulations.

Fifth: The proposed regulations should be harmonized with other legislative and
regulatory efforts to create clarity for businesses and consumers.

Today’s technology ecosystem is global, and companies are developing strong compliance
programs that can be leveraged across jurisdictions to support the responsible
development and use of Al systems. As the CPPA addresses these issues, we strongly
encourage you to account for the global context surrounding the draft regulations.

Even within California, legislators and other state regulators are seeking to advance
proposals to regulate the use of Al tools in circumstances likely to have the most significant
impact on consumers’ lives. BSA is concerned that the efforts by the legislature, CPPA, and
California Civil Rights Council (CCRC) risk imposing three different sets of rules on certain
uses of automated tools, particularly in employment contexts — in just one state. The
potential for different regulatory frameworks governing a vast range of different automated
tools and services creates significant concerns and practical challenges, including for
companies designing compliance programs to implement new consumer rights and
protections. Unless the legislature, CPPA, and CCRC harmonize their disparate efforts to
regulate the use of certain automated tools, businesses seeking to comply with their
obligations will face a labyrinth of overlapping and potentially contradictory requirements
and consumers will be confused regarding their rights and remedies.

Indeed, the broader context of Al regulation also counsels in favor of reading the CPPA’s
statutory authority to issue regulations on ADMT narrowly. Under the California Privacy
Rights Act (CPRA), new regulations are to govern “access and opt-out rights with respect to
business’s use of automated decisionmaking technology, including profiling.” This authority
is phrased narrowly, to focus on the use of automated decisionmaking technology in the
context of the access and opt-out rights already included in CPRA. The draft regulations
appear to address issues beyond this statutory mandate, in areas where other regulators
and lawmakers are actively proposing and adopting policies.

Recommendation: The CPPA should work with its counterparts in the legislature and at
the CCRC to help ensure consistency in proposed frameworks governing the use of certain
automated tools, which will help create clarity for businesses and consumers. The CPPA
should also read its statutory mandate to issue regulations on ADMT narrowly, to decrease
opportunities for potential conflicts in regulatory frameworks.

Il Cybersecurity Audits

BSA recognizes that data security is integral to protecting personal information and privacy.
As the CPPA considers refinements to the proposed regulations, we encourage the agency
to leverage existing standards and best practices for cybersecurity risk management, as
well as established methods for demonstrating the use of practices consistent with leading
security standards and frameworks.

We highlight four recommendations to integrate leading frameworks, standards, and best
practices in the cybersecurity audit rules.
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We agree that boards of directors play an important role in managing a business’s
cybersecurity risk management, particularly by building and implementing a cybersecurity
risk management strategy. However, a one-size-fits-all approach requiring reporting of
cybersecurity audits directly to a business’s board is not practical. While the intent behind
these provisions appears to be an interest in promoting greater board accountability and
oversight over a business’s cybersecurity program, corporate boards already have
significant visibility into the cybersecurity risks facing their organization. Businesses
regularly incorporate cybersecurity risks into enterprise and cybersecurity risk management
practices. Senior leaders within a business play an integral role in cybersecurity risk
management by establishing the organization’s risk tolerance and ensuring alignment on
how to manage risk across the business. In this way, the strong cybersecurity management
practices that businesses have developed allow corporate boards to support, manage, and
communicate the prioritization of cyber risks.

Many companies have also started to form cybersecurity committees on their boards of
directors, providing executives with more detailed insight and reporting on cyber risks.
These committees promote greater communication between the board and senior leaders
overseeing the business’s security program, which helps ensure that cybersecurity risks
are prioritized for an improved security posture.

Requiring an auditor to report cybersecurity audit issues to the board is also problematic,
because board members are not themselves risk management experts and should not be
expected to perform this function. Instead, the board should be able to rely on the expertise
and resources of personnel with cybersecurity expertise for reporting and communication
about cybersecurity risks.

Recommendations:

o Modify §7122(a)(2) to state: If a business uses an internal auditor, the auditor shall report
regardmg cybersecunty audlt issues directly to the besmesss—beard—etﬂd#eeter&er

audﬁeeshat#reperktethebusmess S hlghest—ranklng executlve that does not have dlrect

respon3|b|I|ty for the busmess S cybersecurlty program An employeelhepasmesss

- e that does not have direct
respon3|b|I|ty for the busmess s cybersecurlty program shall conduct the auditor’s
performance evaluation and determine the auditor's compensation.

) Modlfy §7122(h) to state: The cybersecunty audit shall be reported to the busmess s

hlghest ranklng executlve in the busmess respon3|ble for the busmess S cybersecurlty
program.

o Modify §7122(i) to state: The cybersecurity aud|t must mclude a statement that is S|gned
and dated by a

beody-exists; the busmess S hlghest-ranklng executlve Wlth authorlty to certlfy on behalf of
the business and who is responsible for the business'’s cybersecurity program.
o Modify §7123(c)(5) to state: Include the date that the cybersecurity program and any

evaluat|ons thereof were presented to the busmesss—beard—e#d#eeter&er—gevermng
he highest-ranking

executlve of the busmess responS|bIe for the busmess s cybersecurlty program.
° Modlfy §7124( ) to state The wrltten certification must be S|gned and dated by a-member
the
busmess s hlghest ranklng executlve W|th authorlty to certlfy on behalf of the business
and who is responsible for oversight of the business’s cybersecurity-audit compliance.

200 Massachusetts Avenue, NW P 202-872-5500
Suite 310 W bsa.org
Washington, DC 20001
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From: Mark Sanchez <MSanchez@resecon.com>

Sent: Tuesday, January 14, 2025 12:15 PM

To: Reqgulations@CPPA

Cc: Victoria Lipnic; Paul White

Subject: Public Comment on California Consumer Privacy Act (CCPA) Updates, Cyber, Risk,
ADMT, and Insurance Regulations

Attachments: Resolution Economics Public Comments on CCPA Regulatory Updates.pdf

This Message Is From an Untrusted Sender
Warning: This email originated from outside of the organization! Do not click links, open attachments, or reply, unless you
recognize the sender's email.

Report Suspicious

Attached, please find comments from Resolution Economics, LLC.

Mark Sanchez

Resolution Economics, LLC
1155 Connecticut Ave., NW
Suite 900

Washington, D.C. 20036





https://irp.cdn-website.com/b44ff977/files/uploaded/AI-TAC%20Report%20













Grenda, Rianna@CPPA

From: Jesse Lieberfeld <jlieberfeld@ccianet.org>

Sent: Monday, January 13, 2025 10:53 PM

To: Reqgulations@CPPA

Subject: Public Comment on CCPA Updates, Cyber, Risk, ADMT, and Insurance Regulations
Attachments: CPPA Regulation Comments for submission 1-14-2025.pdf

This Message Is From an Untrusted Sender

Warning: This email originated from outside of the organization! Do not click links, open attachments, or reply, unless you
recognize the sender's email.

Report Suspicious

January 13, 2025

California Privacy Protection Agency

Attn: Legal Division — Regulations Public Comment
2101 Arena Blvd.

Sacramento, CA 95834

The Computer & Communications Industry Association (CCIA) is pleased to respond to the California Privacy
Protection Agency’s Notice of Proposed Rulemaking on the proposed CCPA Updates, Cyber, Risk, ADMT, and
Insurance Regulations. As CPPA weighs potential modifications to the proposed Rules, CCIA offers the
following proposals to guide deliberation. Attached please find our comments. Thank you for your time and
consideration.

Best,

Jesse Lieberfeld
Policy Counsel
jlieberfeld@ccianet.org

o: 202-517-1536  m: |

sz COmputer & Communications
Industry Association

ccianet.org @CCIAnet
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