CALIFORNIA PRIVACY PROTECTION AGENCY

TITLE 11. LAW
DIVISION 6. CALIFORNIA PRIVACY PROTECTION AGENCY
CHAPTER 1. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS

NOTICE OF MODIFICATIONS TO TEXT OF PROPOSED REGULATIONS
AND ADDITIONAL MATERIALS RELIED UPON
Notice Date — May 9, 2025

Subject Matter of Proposed Regulations: Updates to existing CCPA regulations; Cybersecurity
Audits; Risk Assessments; Automated Decisionmaking Technology, and Insurance Companies.
(CCPA Updates, Cyber, Risk, ADMT, and Insurance Regulations)

Sections Affected: California Code of Regulations (CCR), Title 11, sections 7001, 7002, 7004,
7010, 7011, 7013, 7014, 7020, 7022, 7023, 7024, 7026, 7027, 7050, 7051, 7060, 7121, 7122,
7123, 7124, 7150, 7151, 7152, 7153, 7154, 7155, 7156, 7157, 7200, 7201, 7220, 7221, 7222,
and 7271.

Pursuant to the requirements of Government Code section 11346.8, subdivision (c), and section
44 of title 1 of the California Code of Regulations, the California Privacy Protection Agency
(Agency) hereby provides notice of modifications made to the proposed regulation sections
listed above which were the subject of public hearing on January 14, 2025, and February 19,
2025. The text of the regulations with proposed modifications, which appear either in purple
double-underline for proposed additions and etarge-deublestrikethreush for proposed
deletions, are available here.

Pursuant to the requirements of Government Code sections 11346.8, subdivision (d), 11346.9,
subdivision (a)(1), and 11347.1, the Agency is also providing notice that documents and other
information that the Agency has relied upon in adopting the proposed regulations have been
added to the rulemaking file and are available for public inspection and comment. The
documents and information added to the rulemaking file are as follows:

1. Civil Rights Council, Final Unmodified Text of Proposed Employment Regulations
Regarding Automated-Decision Systems, California Code of Regulations, title 2, Division
4.1, Chapter 5, Subchapter 2 (version 3/17/2025)

2. Colorado Department of Law, Consumer Protection Section, Colorado Privacy Act Rules,
4 CCR 904-3 (effective 1/30/2025)

3. Final Decision and Order, Marriott International, Inc., FTC Docket No. C-4807 (2025)
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4. Judgment of 27 February 2025, CK Magistrat der Stadt Wien v Dun & Bradstreet Austria
GmBH, C-203/22, EU:C:2025:117

5. Karen L. Boyd and Nazanin Andalibi, Automated Emotion Recognition in the Workplace:
How Proposed Technologies Reveal Potential Futures of Work, in Proceedings of the
ACM on Human-Computer Interaction, Vol. 7, CSCW1, Article 95 (April 2023)

6. National Institute of Standards and Technology (Feb. 2019), NIST Privacy Risk
Assessment Methodology, Catalog of Problematic Data Actions and Problems

7. United Kingdom Information Commissioner’s Office, Sample DPIA template, 20180209
v0.3

8. United States Government Accountability Office, Report to Congressional Requesters,
Facial Recognition Technology, Privacy and Accuracy Issues Related to Commercial Uses,
GAO-20-522 (July 2020)

WRITTEN COMMENT PERIOD

Any interested person, or their authorized representative, may submit written comments
relevant to the proposed regulatory action. Please limit written comments to modifications to
the text after the initial comment period, which appear either in purple double-underline for
proposed additions and : i =gk for proposed deletions.

The Agency will accept written comments on the proposed changes from May 9, 2025, to
June 2, 2025, at 5:00 p.m. Pacific Time. Only written comments received by 5:00 p.m. Pacific
Time on June 2, 2025, will be considered.

Please include “Public Comment on CCPA Updates, Cyber, Risk, ADMT, and Insurance
Regulations” in the subject line of your comment.

Please submit written comments to:

EMAIL: regulations@cppa.ca.gov

MAIL: California Privacy Protection Agency
Attn: Legal Division — Regulations Public Comment
400 R Street, Suite 350
Sacramento, CA 95811

Written comments, attachments, and associated contact information (e.g., address, phone,
email, etc.) become part of the public record and will be posted on our public website:
https://cppa.ca.gov/regulations/ccpa updates.html
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All timely comments received that pertain to the modifications to the proposed regulations or
the new materials added to the rulemaking file will be reviewed and responded to by the

Agency in the Final Statement of Reasons.

CONTACT PERSONS

Inquiries concerning the proposed administrative action may be directed to:

Candice Sanders

California Privacy Protection Agency, Legal Division
400 R Street, Suite 350

Sacramento, CA 95811

(916) 642-7558

regulations@cppa.ca.gov

In the event the contact person is unavailable, inquiries regarding the proposed action may be

directed to the following backup contact person:

Rianna Grenda

California Privacy Protection Agency, Legal Division
400 R Street, Suite 350

Sacramento, CA 95811

(279) 400-3449

Rianna.Grenda@cppa.ca.gov

AVAILABILITY OF DOCUMENTS ON THE INTERNET

The originally proposed regulation, this Notice, the proposed modifications, a comparison of

the text as originally proposed with the proposed modifications, and other documents related
to this rulemaking, including those referenced above, are available on the Agency’s website at
https://cppa.ca.gov/regulations/ccpa updates.html. The entire rulemaking file is also available

to the public upon a request to the Agency using the contact information above.
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