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* PROCEEDI NGS*

CHAI R URBAN: Good afternoon. Welcone to
the California Privacy Protection Agency's
I nformati onal Board Session and Board Meeting. W
wi |l be holding these over the course of today,
August 6, 2026, and tonorrow, August 7, 2026.

W are neeting in San Francisco and in a
hybrid format. So as you can see, three of ny fell ow
board nmenbers are here in person along with nenbers
of the Agency staff. And Board Menber Alistair
Mactaggart will likely join us renotely for part of
the neeting, but is not here right now. So welcone
everyone. And |I'm pleased to be here with everyone
I n person and the many of you joining us on Zoom

Before we get started with the program |
have a few rem nders. Please nake sure your
m crophone is muted when you're not speaking. |If
you're here in person at the CPUC, please silence
your cell phone to avoid any interruption. And
| nportantly, please do you note that this neeting is
bei ng recorded.

CPU staff are al so present in person, and
we continue to offer the public the opportunity to

wat ch and participate today -- in today's neeting
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virtually.

Both days of the -- this neeting of the
Board will follow the Bagl ey- Keene Open Meeting Act
as required by law. Al of the agenda and al
supporting materials are available here in San
Franci sco and al so on the CPPA website. You may
noti ce board nmenbers accessing devices such as
| apt ops or tablets or other devices during the
nmeeting. They are using these devices solely to
access board neeting materials.

The Board wel cones public comment, and |
will call for it this afternoon at the end of our
I nformational program and after other agenda itens as
we nove through the agenda | ater today and tonorrow.

Pl ease do note the general rules for
public comment. Each speaker will have up to three
m nutes to make their coments. Under the Bagl ey- Keene
Open Meeting Act, both board nenbers and nenbers of
the public may only discuss itens that are |listed on
the agenda. And for this afternoon's program that
means that public coment should relate to the topics
di scussed in the programand be limted to the topic
on which | have called for public comment. Menbers
of the public will have the opportunity to conmmrent

either in person or via Zoom | wll provide nore
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detai|l about participation when we reach the tinme for
public coments at the end of the speaker program
t oday.

Pl ease note that the hybrid format does
create sone technical conplexities. And please bear
wth us if we experience any technical issues. If we
do, we will pause the neeting to address them as
needed. |f you're attending renotely and you
experience an issue |like the audi o dropping, please
| et us know by emailing us at info@PPA. CA gov. That
I's I ndia, Novenber, Foxtrot, GOscar, at CPPA, for
California Privacy Protection Agency, dot CA, dot
gov. That inbox will be nonitored throughout the
meeting, and we w || address any technical issues
that arise. W wll pause the neeting if it is
affecting the Zoom participation.

W' || take breaks as needed. | wll
t hough be noving things along, as we have a very rich
programtoday. M nmany thanks to the Board nenbers
for their service and everyone hel ping to nmake
today's neeting possible. M special thanks to
Executive Director Tom Kenp and Phillip Laird, our
general counsel, who are serving in their capacities
with us today, and to all of our speakers who will be

providing this with -- edifying information at our
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I nf or mati onal session.

Again, we are at the California public
utilities comm ssion in San Francisco, and we greatly
appreciate the CPC teamfor their hospitality and not
only allowng us to use their auditorium but
provi di ng assistance -- technical assistance with the
AV system t oday.

|'"d like to thank and wel cone our
noderator, Ms. Serena Carwile, and ask her to pl ease
conduct the roll call.

CARW LE: Board Menber Haner?
HAMER:  Present.

CARW LE: Board Menber Liebert?

LI EBERT: Present.

CARW LE: Board Menber Mactaggart?
Board Menmber Ozer?

M5. (ZER: Present.

M5. CARWLE: Chair Urban?

CHAI R URBAN: Present.

M5. CARWLE: Madam Chair, we have four

5 3D D

present and one absent board nenber.

CHAI R URBAN. Thank you, Ms. Carw | e.
The Board has established a quorum

Bef ore we begin the substance of today's

meeting, |'ll take a nonment to explain the format for
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the informati onal session. The objective of this
format is to allow the Board and the public to | earn
about topics that are relevant to the Agency's worKk.
This afternoon's informational session is an overview
of the history, |laws, and technol ogy between opt - out
preference signals.

| want to enphasize that the views
expressed by our guest speakers are their own. They
shoul d not be taken as the views of the Agency or the
Board. And | will introduce each speaker with a
brief biography before their presentation. Speaker
bi ogr aphi es and any slides are posted on our website
and are also available here in San Francisco at the
back of the room

W'l | give approximately 20 m nutes for
each speaker and take about ten mnutes for the Board
to ask questions. Once we've noved through all four
speakers, | will also open it up for public comrent.
And just so you know, sone of the east coast speakers
may not be able to stay the whole tine, so please be
aware of that. W wll now proceed to the first
I nformati onal session of the day.

Qur first presenter is Sebastian Zi mreck,
who' s an Associ ate Professor of Conputer Science at

Wesl eyan University. And he'll be speaking on the
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background and devel opnent of the d obal Privacy
Control. Dr. Zinmeck is an Associ ate Professor of
Conput er Science, in where he directs the privacy
tech ab. H's research focuses on the intersection
of information privacy, security, and |law, |everaging
Al and program anal ysis techniques to bridge the gap
bet ween system behavi or and | egal requirenents.

He's a cofounder of the 3 obal Privacy
Control of Web standard, and Dr. Zi mreck | eads the
technical alignnment efforts, assuring that software
systens are structurally conpliant with applicable
| aws. He holds a PhD and an M5 in Conputer Science
from Colunbia University and a JD and PhD in Law from
the University of Kiel in Germany. His perspective
Is informed by his background as a fornmer attorney at
Fresh Field and a Google research fellow at the
Berkel ey Center for Law and Technol ogy. Dr. Zi nreck
advi ses governnent regulators and technol ogy
compani es.

Wl come, Dr. Zimreck, and | will turn
t hi ngs over to you.

DR ZI MMECK: Yeah. Thank you so nuch
for the invitation. |It's a pleasure to be here. And
| have prepared sone slides, so | wll share ny

screen. And then | wll talk for about 20 m nutes,
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and then there should be a ten-mnutes Q and A So
let's get started. Ckay.

So I'lIl be tal king about the background
and devel opment of d obal Privacy Control, what it
s, howit works, how it has evol ved.

And, you know, to start out, okay, we
have a problemw th opting out. And, you know, one
of the things that actually helped us tackle this
problemis the California Consuner Privacy Protection
Act. And, you know, here, you see sone of, you know,

the different banners that people, you know, saw over

the |l ast couple of years and are still seeing. So
here, you see, you know, as a user, | need to | ook at
the GDPR, US state law, Switzerland. | see here a

privacy notice with 1,255 technol ogy partners to
share ny data with. And this is just too nuch.

So we want to have a sinpler way of
exercising your right to opt-out under the CPPA. And
the 3 obal Privacy Control is that sinpler way. It
I s the nmechani smso that people can exercise their
opt-out right under the CCPA. Imagine it as alittle
robot that is, you know, automatically pushing the
opt-out button when you visit a website. So instead
of clicking a link or clicking a banner, you just

visit the website you have. Before you do that, set
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your browser to send a GPC signal, and then that
happens automatically. You can opt-out for all sites
or just sone.

This is also not only for websites, but
also for nobile ads, for |Ol, basically for every
system where the web is the underlying comrunication
platform So the nobile ads that you see, that you
use, also have ads, and those are al so web based.
And so peopl e should al so be able to opt-out on
nobi | e ads.

Now, maybe sone of you will think, "Well,
wait a mnute. Don't browsers have 'do not track'
al ready?" And so what |'m show ng here is a
screenshot of the |atest Google Chrone. And it's
very small at the bottom there is actually sent a
"do not track" request. And so we have this new
signal that | just nentioned, dobal Privacy Control.
And then we have still this "do not track" setting.

So what's the difference? The difference
Is that "do not track" was based on an ol der | aw
It's called the California Online Privacy Protection
Act. And if you | ook here under nunber five, the
third paragraph, it requires to disclose how the
operator responds to web browsers' "do not track"

signals. | say it again. It says, "disclose how the
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operator responds.” So it actually does not say that
you have to conply. You just have to discl ose what
you do. And that's a pretty dramatic difference to
the CCPA that actually requires conpliance. And so
that's the difference to "do not track."

And so in 2020, with ny coll aborators, |
started working on G obal Privacy Control. And
that's also a standard at the Wrld Wde Wb
Consortium O nore specifically, it is a draft
standard. It's not yet finalized, but, you know,
we're on good -- we're maki ng good progress there.
And it is also supported by the National Science
Foundati on. And coincidentally, | can say just
yesterday, | received, you know, the official
approval that the National Science Foundation wll
continue to support GPC until 2030. So we have a new
grant, and |I'm happy to, you know, continue this
wor K.

And as you can see here, howdid it all
start out? It started out with the attorney general
tweeting that GPC is the nechanismthat is required
to be respected for the opt-out right under the CCPA.
Sonme people at the time called it regulation by
t weet .

It is now nore el aborate, this
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regulation. So we have now the official regul ations
here that you can find on the CPPA website. And here
in this section, for exanple, it talks specifically
about the opt-out preference signals. And the third
par agraph here, as you can see, it says, "The
busi ness shall treat the opt-out preference signal as
a valid request to opt-out of sale/sharing submtted
pursuant to" this civil code section.

And we have seen enforcenent actions.
Her e, agai nst Sephora for not respecting GPC signals.
We al so have seen actions fromthe CPPA here just
earlier this year against youth sports nmedi a conpany,
Pl ayOn Sports, that did not respect GPC signals. And
so this is very good. Wthout enforcenent, you know,
it wouldn't work so well. And the regul atory
authorities in California are really at the forefront
of enforcing this.

They often work together with two ot her
states, ny home state, Connecticut, and al so
Col orado. And we have actually also recently seen
many nore states joining these investigative sweeps.
So | think we wll see much nore in the next nonth
and years. There is the California Consuner Privacy
Act, the Colorado Privacy Act, the Connecticut Data
Privacy Act, New Jersey Privacy Act, and the O egon
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Consuner Privacy Act for which it is explicit that
GPCis required. There nmay be nore | aws where it is
required, but these, definitely GPC appli es.

And there are different approaches that
the states take. So in California, we have a
statute. W have the CCPA, and then we have
regul ations that spell out in nore detail howto
respect privacy preference signals.

| n Col orado, we al so have a statute and
regul ations. And then we have a Universal Opt-Qut
List. So that is sort of -- you know, you can apply.
You have a signal. And then if it satisfies the
requi rements of the regulations, you know, it wll be
on this opt-out list and will also be required. And
GPCis, at the nonment, the only signal. But |
renmenber when the opt-out |ist canme out, we actually
submtted al so the app, you know, tracking franmework
of Apple. W took the liberty to do it on behal f of
Apple, but it was not recognized at the tine.

And then we have a Connecticut with --
whi ch has a statute and then informal guidance how to
respect GPC. So for exanple, on websites of the
state, frequently asked questions, and so on and so
forth. So there are these different ways of how, you

know, states conveyed this information and how they
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approached this.

Now, |'mtal king about states here. One
I nportant thing to note is that, you know, these are
state laws. W have local laws. W don't have a
federal |law, and we also don't have an international
| aw. And so, what does the GPC signal nean in the
di fferent, you know, geographies? And you know, the
answer is it neans what the specific regul ator says
It nmeans. So we have just one setting. It wll be
required in all browsers starting next year,
according to a California | aw, an anendnent of the
CCPA. And this setting is the same everywhere unl ess
browser nmakes a specific California browser,
Connecti cut browser, and so on and so forth, which |
-- but then the neaning of that signal will be
di fferent dependi ng on where people live, where are
t he people, you know, using that browser, which | aw
applies to them And so while we don't expect it to
be dramatically different in the different states in
the US, it can be, you know, slightly different. It
can have slightly different nuances.

|"mal so working with regulators in the
EU  Wth the EU conm ssion, for exanple, to bring
GPC to the EU.  And so there, we need to do the sane

mapping that | just said here. And so under EU | aw,
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it could nean, for exanple, wthdrawi ng consent for
behavi oral advertising, plus objecting to processing
If the legal basis for the processing is legitinmate
interest. There is a neweffort inthe EU, it's
called the digital omibus, to nake the EU nore --
you know, nodernize it. And so there is an article
t hat changes the CGDPR that al so has privacy
preference signals, but it's not clear whether it
wi Il becone aw or not. And for the EU, this is also
about sol ving the cookie banner problem

Now, let's talk about that for a nonent.
Cooki e banners and privacy preference signals.
What's the difference? Are they the sanme? You know,
what's their connection? And when | talk here about
cookies, | don't only nean technically HTTP cooki es,
but | nmean all the tracking nechanisns that are being
used, you know, for advertising. And so, you know,
i f you look at a different, you know, website, for
exanpl e, what you see is here. For exanple, oh, your
browser's d obal Privacy Control is enabled.
Nonessenti al cooki es have been automatically
disabled. So this is, you know, sonething that |
have seen websites doing. And | don't have a
systematic study on that, but the point here is that

when you enabl e your GPC signal, then websites often
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will at |east disable targeting cookies for
advertising, or as in this case here, disable all

non- necessary cookies. And so that's the connection
bet ween, you know, the privacy preference signals and
t he cookies that -- you know, there is this overlap
of cookies that are used for advertising that could
al so be a sale or sharing of personal information
under the CCPA. And so at a mninmum that woul d need
to be turned off. And so in that sense, it m ght

al so reduce cooki e banners.

W have sone neasurenments. W do
measurenents ourselves. |I'mciting here also
sonething froma colleague. Enabling GPCinitially
reduces the nunber of intractable cookies by 30% on
average, wth a further 32% reducti on possible on
subsequent visits by rejecting the banners.

W have adoption and various browsers and
browser extensions. So if you use the Brave,

Fi refox, or DuckDuckGo browser, for exanple, there is
already in the setting of the browser a d obal
Privacy Control setting. Also, if you use a
different browser, you can use a browser extension to
get that GPC setting. O starting next year,
according to the California up -- neat act, all

browsers are required to have a setting for GPC. And

323.393.3768 Depo
www.iDepoReporters.com


http://www.ideporeporters.com

© 00 N o o B~ W N P

N N N N NN P P P PP PP PR
g b W N P O © 0 N O U M W N P+ O

AUDIO TRANSCRIPTION, on 08/06/2026 Page 17
CALIFORNIA PRIVACY PROTECTION AGENCY BOARD MEETING

we have seen in beta versions of, for exanple, the
Appl e Safari browser that there is already a GPC
setting in there.

Then for the website, they often use what

Is called consent managenent platforns to receive

that signal. So we're also working with, you know,
nost of these -- | think probably all of them
actually. | nmean, the nmmjor ones at least. And then

there are the sites that, you know, respect the
signals. Here just showi ng you sone -- at | east
385,000 sites at the nonent respect GPC. But that's
| ower bound. It is likely nore. These are only the
ones that advertise it, you know, that they do it.
VW work with privacy and consuner
organi zations. So consuner reports, for exanple, is
a maj or contributor here to G obal Privacy Contr ol
and then also with regulators. So with yourself here
in California, but also with Col orado and
Connecticut, for exanple. Here, you just see sone
sites. You can go to this website that |I'm show ng
here, and, you know, that's what | was referring to.
You know, these are the sites that positively
I ndicate that they respect GPC. And, you know, just
to say alittle bit about the technicalities here.

So if you go, for exanple, to the Washi ngton Post and
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you go to this URL, .well-known/ GPC. json, then there
is a file that says, we respect GPC. This is
according to the specification that | nentioned
earlier. And, you know, here is the specification.
We're working on that. And the idea is that we want
to build privacy into the structure of the web. So
this should not be tagged on as, you know -- and, you
know, optional possibility, but rather, it should be
I nherent in the web. And that's the reason why we do
this specification effort at the WBC.

GPC works in two ways. As | said, you
know, | imagine this little robot that is sending the
signal, and that is technically an HITP header. So
every tinme you send the request to see, for exanple,
the New York Tines website, you transmt also this
GPC signal. The recipient does not need to keep
track of this because with every request that you
make, you receive the sane signal again. And once
you have done that, then there is sonething called
the DOM property, which essentially, you can inmagine
as a storage in your browser that keeps track on --
okay, this browser is opted out. This browser has
turned on GPC. And that can al so be requested by
advertisers.

As a side note, many advertising networks

323.393.3768 Depo
www.iDepoReporters.com


http://www.ideporeporters.com

© 00 N o o B~ W N P

N N N N NN P P P PP PP PR
g b W N P O © 0 N O U M W N P+ O

AUDIO TRANSCRIPTION, on 08/06/2026 Page 19
CALIFORNIA PRIVACY PROTECTION AGENCY BOARD MEETING

that are integrated on site prefer to get a G°C
signal via the DOM property because it is alittle
bit quicker. They want to know as soon as possi bl e,
can | tailor the advertising here to this user, or do
| show a generic or contextual ad.

A very smal |l background. Again, GPC
integrates into the current ad ecosystem which, you
know, isn't perfect. | would say, you know, it could
be substantially inproved. But, you know, the idea
is the followng: The GPC signal will be sent to all
first party websites, for exanple, you know, a
publ i sher Iike the New York Tines or, you know,
Netflix, or sonething like that. And those have, for
ad purposes, integrated ad networks, sonetines al so
data brokers or social networks. And then the GPC
signal will be transfornmed into, for exanple, the
| ABUS privacy streamor the Google restricted data
processing. And that is, you know, what these third
parties are |l ooking for. And then they opt-out the
user. There's no reason why, you know, these third
parties could al so, you know, not listen to the GPC
signal directly because they receive that as well.
But, you know, this is one of the shortcom ngs of the
current ad ecosystem that, you know, we have to kind

of translate the GPC signal into these privacy fl ags.
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And that's the job of the first party websites.

What we see in general is that there is
an increasing conpliance over time. So what this
graph is intended to showis that for California, the
nunber of nonconpliance site is slightly decreasing
over tinme. That is, you know, what we're observing.
And that is also, you know, what we continue to
measure over the next couple of years. And | think
that's interesting for two purposes. First, to see
where enforcenent efforts are necessary, and
secondly, if enforcenent efforts are effective. So
I f we nmeasure that over tine, we can answer these two
guesti ons.

Smal |l note on what we will also do is we
al so neasure what | call here statistical ads. And
so that neans, for exanple, instead of these privacy
flag propagati on, we al so check, for exanple -- okay,
we go to a realtine website and then, you know, put
the shirt here in the checkout cart. And then we go
to a different news website and see, okay, are we
getting an ad for that sane shirt? And if that's the
case, then, you know, that's the sign that we were
not opted out despite sending the GPC signal.

A few points on the future. Wat wl|

GPC nean in the Agentic Web? So when you use Chat GPT
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or Google, Gemni, or sone other artificial
intelligence, how do you opt-out there? That's the
guestion we will address in the next couple of years.
I deally, we want to mnim ze data fromthe begi nni ng.
So the signal propagation, oh sonebody has opted out.
Now, | cannot use their data, but still sending the
signal is not good. But that's the current setup of
t he ecosystemat the nonent. But we really want this
data shouldn't be shared in the first place. So
that's -- | think what we can al so nmake actually
happening in the Agentic \Web.

The final word, keep it sinple. So keep
it sinple for people to exercise their right, but
also keep it sinple for inplenenters. | talk a |ot
wi th, you know, website owners, and it is often that
they want to be conpliant. And when you contact
them they say, "Well, you know, thank you. W
actual ly, you know, didn't know howto do it." And
-- but, you know, with GPC, we can actually, you
know, keep it sinple. It is, you know, as one of ny
col l aborators say, just one line of code that you
need to inplement. And so | think a big part of it

Is keeping it sinple for everyone invol ved.

kay. That's all | have. |If there are
any questions, |I'm happy to answer those.
323.393.3768 Bepo
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CHAI R URBAN:. Thank you nuch -- thank you
very much, Dr. Zi mreck.

Are there questions fromthe Board for
Dr. Zinmreck? ay. | have Board Menber Ozer and
t hen Board Menber Liebert. Yes. Al right.

Pl ease go ahead, Board Menber Qzer.

M5. OZER: Dr. Zinmeck, | just wondered,
what are sone of sort of the big picture questions
you may be thinking about in terns of GPC in the
Agentic Web.

CHAIR URBAN:. |'Il just double down and
say that was nmy question as well. And I'malso
interested in any sort of general technical
background you can give us to say how you're thinking
about that problem

DR ZI MMECK: Yeah. | would Iike to say
|"man optimst, and that the opportunity that we
have in this new web is actually one where we can
| nprove privacy. And the reason | think that is
because if people nove nore and nore to interacting
with their Chat GPT, with their Google Gemini, wth,
you know, their other Al agent, then this Al agent
actually can be a privacy proxy for the people
browsi ng the web. And this agent can actually be

smart about not disclosing data when it's not
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necessary. And so ny hope is to develop GPC not only
into just a signal, but actually into a mechani smfor
data m ni m zati on.

Because currently, how the ad ecosystem
Is set up -- and that's, you know, that's because it
has devel oped organically -- is that when you
opt-out, you are still sending your data to third
parties. |In many cases, it's just -- it conmes wth
an op out, you know, wth a privacy preference signal
telling the third party to not use that data, to
delete it when it is incomng. And so in this new
world in the Agentic Wb where people, you know,
browse the web through their agent, we actually have
the opportunity now that the agent says, "Well, |
don't actually need to disclose, you know, your emil
address or even your cookie identifier. | can omt
t hat . "

And on the technical way, how to nake
t hat happen, the current idea that we are at the
nmonment followng is that there are Agentic protocols.
So just like there is -- you know, | told you about
the GPC specification on the web, there is a protocol
for agents -- for Al agents. One is, for exanple,
call ed the nodel context protocol. And if we can

build the data m nim zati on mechanisminto this nodel
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context protocol, for exanple, | think that woul d be,
you know, a good outcone for the people using the
agents.

CHAI R URBAN: Thank you. Did that answer
your question, Board Menber Ozer? Al right.
Wonder f ul .

Board Menber Liebert, please go ahead.

MR. LI EBERT: Thank you so nuch. G eat
presentation, Dr. Zimreck. | really appreciate it
and absolutely |ove your optimism W don't often
get to hear that in the privacy context, to say the
| east. So pl ease keep com ng back and getting on the
phone and doi ng everything to keep us optimstic. It
seens to ne that the Al agent revolution is also
going to conpletely revolutionize the whole ad
mar keti ng system right? And as part of your
optimsm is that based on -- ultimately, it appears
that it's going to be these huge Al agent conpanies
that need to be regulated on the use of our private
I nformation. And does that |lowering -- constricting
of that actually lead to a potentially easier way to
determ ne whether or not our private information is
bei ng protected?

DR. ZI MMECK: Yeah. That's a good point.

So et nme preface that by saying that | think we wll
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have also ads in the future. So |I think, you know,
we already see that. So | saw from Chat GPT, from
open Al, as well as from M crosoft Co-pilot, that

t hey have decided they will have ads. And |I'm not
principally against that. | think there is space for
ads because, yeah, this has to be financed, you know.
And -- but it has to be done in a privacy preserving
way .

And | think I -- what you're saying,
that's something | think too, that, you know, if
there is sonehow nore, let's say, concentration that
users browsed through these Al agents, then | think
that could be potentially easier to regul ate, indeed.
Because then, yeah, at the nonment, you know, it is
very nontransparent. You know, if you go to website,
as | showed you, there were -- | forgot, 1,255 --
what was it called -- partners or sonething on there;
right? And so that is very, you know, hard to grasp
environnent. But | think it mght be nore
streamined if we go through this new agentic worl d.
And so | think that that is probably true. But |
woul d al so say in addition, it is also true that
there is an opportunity to be actually systematic
about it.

So the, the current ad ecosystem has sort
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of evolved very, let's say, positively, naturally.
But now we actually have the opportunity to regul ate
it positively how that should work in the Agentic
Web. And | think that's another big opportunity.
Yeah, absol utely.

CHAI R URBAN. Thank you, Dr. Zi nmeck.
This is Jennifer Urban. Again, | was hoping to
foll ow up on Board Menber Liebert's question by
har ki ng back to the observation you nade about signal
propagation versus data flows, which we've been
tal king about in terns of the Agentic Web. | would
| i ke to hear your thoughts about the top two or three
things that you think we would need to do in order to
have consunmers be able to express their preference in
this seam ess way across different kinds of devices
and networks. Wiat are we m ssing?

So in California, as you said, we have
the new law that is requiring an opt-out preference
signal to be in browsers. And so that is obviously
really inmportant. Are there any sort of, | guess |
woul d call theminformation paths, that go m ssing
that you haven't nentioned already in response to
Board Menber Liebert's observation about the ad tech
syst enf

DR. ZI MMECK: Yeah. | think one of the

323.393.3768 Depo
www.iDepoReporters.com


http://www.ideporeporters.com

© 00 N o o B~ W N P

N N N N NN P P P PP PP PR
g b W N P O © 0 N O U M W N P+ O

AUDIO TRANSCRIPTION, on 08/06/2026 Page 27
CALIFORNIA PRIVACY PROTECTION AGENCY BOARD MEETING

points, if I"'mcorrectly inforned, it's the way that
in California, if, for exanple, soneone is |logged in
with their account, you know, then the opt-out
applies to also the nobile app, if they're I ogged in
on the website, for exanple; right? So | think if
that is known, then | think that would be good, you
know, to apply to, you know, these different, you
know, contexts. And | nean, if that's not the case,
then | do think -- and | mean, there was the earlier
effort on amending the CCPA with the nobile opt-out
setting; right? And so at the nonent, what we have
Is -- we have the -- you know, if you use an Android
or an Apple phone, for exanple, you have a way to
di sabl e the advertising ID. And so that is basically
this idea that you -- as a devel oper of an app, you
agree wth Google or Apple that you say, | -- when
sonebody on their phone nakes this ad ID setting, |
w1l not track them

But that does not have the force under
the law. This is just a purely, you know,
contractual obligation that an app devel oper has
towards the conpanies. And so what we suggest is
that actually, this setting -- you know, this ad ID
setting should be actually rel evant under the |aw.

You are actually declaring you opt-out under the |aw
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when you nmake that setting. Because at the nonent,
you have these two parallel tracks. You have the ad
| D opt-out, which has no neaning under the law. And
t hen you have the, you know, opting out under the
CCPA, for exanple, which is a separate interface
I nside the app, which, by the way, half of all apps
do not have. And so, so | think ny view, an urgent
problemis the opting out on nobile apps. | think
that is currently happening insufficiently. And
al so, the situation is confusing for users because
you have these two up out systens that don't align
w th each other.

CHAI R URBAN:. Thank you. That's very
hel pful. Thank you very nuch.

Are there additional questions from board

menbers? If not, well, thank you again, Dr. Zi mreck,
for that really enlightening presentation. It was
very helpful. | invite you to stay and |isten. But

i f you can't, we understand. And any public
comments, we will have recorded in transcripts and in
video in case that is of interest. So thank you
again very nmuch. And we appreciate it.

DR ZI MMECK: Yeah. Thank you. Also, I
want to say thank you to you. You know, it's such a

great thing that you do your work. And |'m al ways
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happy to see the news, you know, com ng out of
California. So thank you.

CHAIR URBAN. Well, we have a | ot of
brilliant and extrenely hard working people in the
CPPA who absol utely deserve that. Thanks. And I'm
sure they appreciate it. So thank you.

Wth that, we will nove to our next
presenter, M. Daniel Goldberg. He is attorney and
chair of the data strategy, privacy and security
group at Frankfurt Kurnit Klein and Sel z.

M. ol dberg advi ses conpani es on conpliance wth the
CCPA and other state privacy laws, with a focus on
advertising technol ogy, online tracking, opt-out

ri ghts, and data governance. He also represents
clients in privacy regulatory investigations and
enforcenent matters. |In 2025, the California Lawers
Associ ation naned him California Privacy Lawer of
the Year. Congratulations, it's a big honor.

M. CGol dberg's presentation today will provide a
practitioner's perspective on opt-out preference
signal s under the CCPA and explain the role of
pseudonynous profiles in the advertising technol ogy
system and practical conpliance considerations that
busi nesses face.

So, welcone M. (ol dberg, and pl ease do
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begi n when you're ready. Do you have slides?

MR. GOLDBERG | do not have any slides.

CHAIR URBAN. Oh, that's --

MR. GOLDBERG  Just going to be speaking
to the Board.

CHAIR URBAN. kay. That's absolutely
fine. 1 just wanted to be sure you had everything
you needed.

MR. GOLDBERG | have everything here.
You can hear ne fine?

CHAI R URBAN:  Yes.

MR GOLDBERG Ckay.

CHAI R URBAN:. Go ahead.

MR GOLDBERG  Excellent. Good afternoon
Chair U ban and nenbers of the Board. Thank you for
inviting me here to participate today. | chair the
data strategy, privacy, and security group at
Frankfurt Kurnit Klein and Selz. | advise businesses
on CCPA conpliance, including the inplenmentation of
opt-out preference signals, and | do a significant
amount of work in advertising technol ogy.

| amhere to offer a practitioner's
perspective on opt-out preference signals,
specifically the role of pseudonynous profiles in the

advertising ecosystem and the practical conpliance
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consi derations that businesses face when honoring
these signals. And |I'm speaking today in ny

I ndi vi dual capacity, based on ny own experience
advising clients as a |lawer, and not on behal f of
the firmor on behalf of any specific client. | have
to put that out there.

So let ne start by | ooking at the CCPA
rule itself that we're tal king about. Wen a
busi ness receives an opt-out preference signal, the
regul ation requires the business to treat that signal
as an opt-out at three levels. The first level, the
busi ness, mnust apply the opt-out to the specific
browser or device. The second |evel, the business
must apply the opt-out to any consuner profile
associated with that browser or device, including a
pseudonynous profile. And third, the business nust
apply the opt-out where the consuner is known to the
busi ness.

So for this |last exanple, the
known-t o-t he-busi ness, the attorney general's
settlenment earlier this year illustrates this known
consuner case. And Stacy's going to be talking --
|"msure -- about this a little bit later. |In that
case, the attorney general alleged that D sney

of fered a single account through which consuners
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coul d access Disney+, Hulu, and ESPN+ on tel evisions,
phones, tablets, and conputers. According to the
conpl aint, D sney used data associated with those
accounts for advertising across its services, but it
did not fully apply consunmer opt-outs across the
devi ces and services connected to those accounts.
The conpl ai nt expl ai ned how t he attorney
general applied the regulation to those facts. And
to quote the conplaint, "If a business can associate
a consuner's devices wth the consuner for
advertising purposes, it can and it nust use those
devices with the consuner for purposes of honoring
the consuner's opt-out rights." Put another way, if
a business relies on an association to obtain the
benefits of advertising across devices, it nust also
account for that association when applying the
consuner's opt-out. So Disney is a relatively
strai ghtforward application of that rule. Through
t he consuner's account, Disney already had a way to
connect consuner activity across devices and
services. But the harder question arises when there
IS no known consuner and no account connecting that
activity. 1In that situation, the regulation stil
requires the business to apply the signal to any

associ ated consuner profile, including a pseudonynous
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profile, which I'"mnow going to tal k about.

And to understand why the D sney
princi ple becones harder to apply in that setting, it
hel ps to understand and | ook at how adverti sing
systens work. At a high level, the advertising
ecosystem connects publishers that have ad space with
advertisers that want to reach rel evant audi ences.
Various ad tech conpani es may sel ect the
advertisenent, deliver it, provide audi ence
i nformation, or neasure the results.

Much of online advertising does not
depend on knowi ng a consuner's nane. |nstead,
advertising systens recogni ze a browser or device
t hrough what the CCPA calls a unique identifier,
whi ch includes identifiers such as cookie IDs, nobile
ad | Ds, |IP addresses, and other device identifiers.
For exanpl e, an advertising conpany nmay assign a
browser an identifier such as ABCl23. That
identifier allows the conpany to recogni ze the
browser, but not on its own identify the specific
consuner using it. It therefore functions as what |
woul d call a pseudonynous identifier. Over tine, the
conmpany may record activity under that identifier.
For exanple, when a browser visits a web page,

recei ves an advertisenent, or conpletes a purchase,

323.393.3768 Depo
www.iDepoReporters.com


http://www.ideporeporters.com

© 00 N o o B~ W N P

N N N N NN P P P PP PP PR
g b W N P O © 0 N O U M W N P+ O

AUDIO TRANSCRIPTION, on 08/06/2026
CALIFORNIA PRIVACY PROTECTION AGENCY BOARD MEETING

t he conpany may store that event in its systens using
the identifier. This allows the conpany to collect

i nformation such as browsing activity, inferred

I nterest, ads shown, audi ence segnents, or purchase
activity, to the sane identifier.

Now, advertising systens nmay connect
identifiers and activity in nore than one way. Sone
connections are direct, where one identifier is
directly mapped to another identifier. O her
connections are inferred frompatterns or signals
wi th varying degrees of confidence. And each conpany
often uses its own proprietary identifier. So a
publ i sher's web page may include advertising
t echnol ogi es from several conpanies, each of which
pl aces its own cookie and assigns its own browser and
identifier, which is proprietary. So cookie syncing
is a nethod, it's a direct nmethod, of Iinking these
different identifiers, and is a useful one for us to
wal k through right now

| n cookie syncing, two conpanies assign a
uni que identifier to the sane browser. For exanple,
conpany A may assign the browser the identifier
ABC123, while conmpany B independently assigns that
sane browser XYZ987. Because each conpany cannot

directly read the identifiers stored in the other
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conmpany's cookie, neither initially knows that the
two identifiers relate to the same browser. Wen the
browser | oads a page involving both conpanies'

t echnol ogi es, one conpany nmay direct the browser to
send a request to the other that includes the

I dentifier, so the receiving conpany can then match
the identifier to its own and store the rel ationship.
So ABCl123 maps to XYZ987 for that browser. That
mappi ng al |l ows conpanies to recognize that their
different identifiers refer to the sane browser and
use the information connected to those identifiers
for advertising activities. So this brings us right
to the practical conpliance considerations businesses
face when getting opt-out preference signals and

| ooki ng at the regs.

So when you | ook at the regs, the regs
tal k about pseudonynous profiles, but they don't
define it and they don't explain what it neans for a
profile to be associated with a device or a browser.
When counseling clients, | think of a pseudonynous
profile as a pseudonynous identifier together with
the information collected wth it. So the identifier
functions as the key through which the business
recogni zes and retrieves the information under the

profile. The harder question is, what nmakes that
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profile associated with the browser or device that
sends the signal ?

In the cookie sync exanple, the
connection is direct. One identifier is directly
mapped to another identifier used for that sane
browser. However, not every association is based on
a direct identifier match. The CCPA recogni zes the
concept of an inferred association through its
definition of a probabilistic identifier, which is an
identifier that identifies a consuner or device to a
degree of certainty that is nore probable than not.
That definition does not necessarily determ ne what
"associated with" neans, but it does suggest that an
I nferred association requires nore than a possible or
specul ati ve connection. For businesses, the
practical difficulty is determ ning when an inferred
connection is sufficiently reliable to be treated as
an association for purposes of applying the signal.

Now, this reliability of an association
can change over tine, including an association
originally established through a direct match.

Cooki es expire or may be deleted. |P addresses can
change or be reassigned. Mobile ad IDs may be reset
or becone unavail abl e, and patterns of activity nmay

becone stale. As those underlying identifiers and
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si gnal s change, an association that was once reliable
may no |onger reflect the sane consunmer or device.

In that context, businesses therefore have to
translate the regulation's | anguage into practi cal
guestions. Wat profile does the business actually
mai ntai n? Wat connects that profile to the browser
or device sending the signal? How reliable and
current is the association? And does the business
actually use or rely on that association for
adverti si ng purposes?

Now once a business has identified the
rel evant profile and association, it still faces the
difficult task of actually operationalizing the
opt-out across its systens. The first challenge is
detecting the signal and translating it into an
actionabl e preference within the business's systens.
Most busi nesses rely on a consent nanagenent
platform or CMP, or another outside vendor to
performthat function. Now, these products can be
expensive and their capabilities vary considerably.
Many consent managenent platforns were originally
designed to address the opt-out at the browser or
device |l evel only, for exanple, by detecting the
signal on a particular website and preventing

sel ected advertising technol ogies from operating
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there. But that does not necessarily nean that the
platformcan apply the opt-out to every consuner
profile associated with that browser or device, or to
a known consuner. And although these products are
often marketed as tools for CCPA conpliance, broader
functionality may require a higher-priced tier, an
addi ti onal nodul e, custom configuration, separate
engi neeri ng work, or another vendor altogether. Even
then, the platformmy only pass the preference to
systens that have specifically been integrated with
it. And even when the preference is successfully
captured, the business still has to route it to the
rel evant profile and data uses that exist.

That can be difficult because businesses
often operate through fragnented technol ogy
environnents. They nmay use different adverti sing
pl atfornms, separate accounts and audi ence systens,
| egacy dat abases, systens inherited through
acquisitions, or different technol ogies across brands
and business units. Sone of those systens may
communi cate through a shared dat abase or vendor, and
others may use different identifiers or not
communi cate at all. So, as you can see, there's a
| ot going on here, and that requires the business to

ask practical questions about its systens and work
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t hrough the operations. Does one systemrecognize
the identifier used by another? |Is there an account,
shared dat abase, common vendor, or other existing

rel ati onship that connects then? O would the

busi ness actually have to go and create a new

I dentity resolution process solely to establish this
connection? Those questions point to an inportant

di stinction between honoring an association the

busi ness al ready maintains and requiring the business
to create an association that does not otherw se
exist inits systens.

So consistent with both the regs and the
Di sney case, the obligation should really extend to
connections that the business actually uses and
relies on. So if it uses a connection for
advertising, it nust account for that same connection
when applying the opt-out. But if it does not
mai ntain or rely on that connection, it should not
have to create a new identity resolution process
solely to expand the signal's reach.

So, one way the Board can provide
practical guidance on honoring opt-out preference
signal s for pseudonynous profiles would be through an
exanpl e, such as a cookie sync exanple. Returning to

our earlier exanple, let's assune busi ness Wuses the
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uni que identifier ABCL23 for a browser, and business
X uses the identifier XYZ987 for that sanme browser.
Busi ness Ws website facilitates a cookie sync in
whi ch ABC123 is transmitted to business X Business X
then directly maps ABCl23 to XYZ987. That mappi ng
creates a direct association between the browser
i dentified by ABC123 and t he pseudonynous profile
consi sting of XYZ987 and the information connected to
it. A consuner visits Ws website, now using a
browser that has an opt-out preference signal
enabled. |f business Wreceives the signal before
t he cooki e sync occurs and can prevent the
transm ssion, it should not initiate the sync with
business X. |If the cookie sync has already occurred,
busi ness Wwoul d need to stop further transm ssion of
ABCl123 to business X or comrunicate the preference to
busi ness X

An exanpl e coul d al so address how t he
reliability of an association nmay change over tine.
As | nentioned, a cookie may expire or be deleted, an
| P address may be reassigned, a device may change
hands, or a probabilistic |ink my becone stale. The
hi storical association nmay remain stored, but it may
no longer reliably connect the browser or device to

t he sane pseudonynous profile. Additional guidance
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woul d be hel pful on how the opt-out applies when the
association is no |longer sufficiently reliable or
current. This would give businesses practical
gui dance wthout requiring the regs to adopt a
conprehensive definition of pseudonynous profile or
"associated with."

So in closing, ny hope was to give the
Board a practical overview of how busi nesses think
about operationalizing opt-out preference signals and
the conplexities with it. And | really do think that
Di sney provides a useful guiding principle. If a
busi ness relies on an association for advertising, it
must al so account for that association when applying
the opt-out. At the sane tine, as this discussion of
pseudonynous profiles shows, translating that
principle into practice is difficult. A concrete
cooki e exanple could help illustrate how the rule
applies when a browser is directly associated with a
pseudonynous profile. And additional guidance would
al so be hel pful on how the opt-out applies where an
association is no longer sufficiently reliable or
current, and on the distinction between honoring an
exi sting connection and requiring the business to
create a new identity resolution process.

So, thank you very nmuch. | know I've
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said a lot, and |I'm happy and wel cone to answer any
guestions the Board may have.
CHAI R URBAN:. Thank you very nuch,
M. Col dberg.
Questions fromthe Board?
Go ahead pl ease, Board Menber Liebert.
MR. LI EBERT: Wonderful presentation,

Daniel. | want to go a little bit higher than the
weeds that you' ve been in about pseudonynous -- if |
can pronounce it -- profiles in about 30,000 feet, as

you're one of the State's honored privacy | awers.
Have you becone a |luddite now that you know so nuch
about what's happening in -- with our personal
information in these ads? You don't have to answer
t hat .

Ckay. Here's ny question. The ad tech
wor |l d has obviously been brilliant in finding ways to
di scover who we are for purposes so -- of selling
things to us. |'mwondering what you tell your
friends and famly as to whether it's actually
possi bl e now given that there are dossiers on all of
us as to who we are. | nean, years have gone by,

right, where all of this information has been scooped

up. Is it too late, or do you feel |like there are
things that we can still do and that we're all trying
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here in this Agency so strongly to really start
shutting off that spigot in a way that will protect
California' s consuners?

MR. GOLDBERG. So one interesting things
about the advertising ecosystem and especially on the
| egal side -- I'Il speak on that -- is | find that
especially the | awers who think about this in the
advertising ecosystemare really sophisticated and
dig into these issues. And |I'mpart of several trade
organi zations, and they're really wonderful about
t hi nki ng about these issues. | do not think it is
too late to be thinking about this at all. | also
t hi nk trenmendous strides have been taken with respect
to things. | nean, a good exanple is what's going on
with the Delete Act, right, and data broker
obligations as well, which has an inpact on all this
stuff that's going on. So no. And that's why |I'm
saying that | think thoughtful interpretation of what
the regs requires is really inportant where it's not
|ike a one size fits all rule. It's really I ooking
into the specific facts of what's goi ng on.

CHAI R URBAN: Thank you.

Board Menber Haner, please?

M5. HAMER Yeah. So | think | was

foll ow ng everything you said w thout slides.
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Page 44

MR GOLDBERG | knowit's a lot. Yeah.

M5. HAMER Yeah. No. |'mjust curious
how what you're describing is different or nore
conplicated than the data governance and data
cl eansi ng and data managenent issues that al
busi nesses who are subject to CCPA have to go
t hrough, for exanple, when they get a deletion
request. Because you've got last nane first, first
name | ast, sonme dots. So you've got the sane kind
| ssue, and everybody seens to be able to do it. So
hel p me under st and.

MR GOLDBERG So -- and this kind of
goes back to the known consumer point that | was
saying. That if you have an account on a known
consuner and you receive a deletion request, right
soit's Jill Harmer, first name, |ast nane, or enuil
address, it's not that difficult to go into your
system potentially and purge that. And | think
that's really |ike the intent of everything we're
| ooki ng at. \Wen you're | ooking at these identifie
and these pseudonynous profiles, they're not always

directly connected to that level. And as | was

how connected they are with the | evels of

association. And so it becones a very technical

mentioning, they have different |evels of, you know,

of

rs
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process. And in ny experience, the conpanies |'ve
worked with really do try to conply with this. They
work very diligently to delete data or to opt-out
fromtheir systens. But not all systens talk to each
other. You're working wth a ot of different
vendors, for exanple, and you may have two different
identifiers that are conpletely unrelated. And so
that's kind of the question is, how do you think
about that, operationalizing it when it's not a known
consuner? And that -- right? Like, when it's not
directly connected to this individual. And the |aw
says there are still responsibilities around that
data set.

CHAIR URBAN. |'d like to follow this up
by pressing you a little bit. [I'mquite synpathetic
to the nmessiness of the situation for businesses, and
| certainly hear what you're saying about the
probabilistic connection and that there is a point
where the probabilities becone pretty |oose. |
understand the practicality, and it nakes sense to ne
that it -- and | wll say at a mnimum if the
busi ness understands or relies on that, that is an
identifier that counts. Wat | need help with is
what is your line for when it doesn't count. And if

you have an exanple, that would be great. And it's
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simlar to Board Menber Hamer's questi on.

Busi nesses, you know -- well, so that's one question.
And then relatedly, 1'd like to
understand why this is nore difficult for businesses

than the current situation where, for exanple, if |
trash all ny cookies and | trash all ny trackers, |
know | have to start over. As a consumer, | know
that the browser is going to go to the site. The
site's not going to know who | am anynore, and |I'm
going to have to start over. And so that seens to be
built into the ecosystem that kind of understanding,
at least at that level. | recognize once you have
t hese many, nmany transacti ons between many, nmany
parties, it gets exponentially or at |east maybe
sonet hi ng bet ween nonotonically and geonetrically.
-- sorry to be a nerd -- nore conplicated very
qui ckly.

But I'm-- what I'mtrying to understand
I's, where do you think is the reasonable |ine of
connection probablistically? Because |I'mjust not
quite with "if the business understands and relies
on," because that changes dynamcally over tinme. And
| think what | would like to | ook for is something
that is inplenentable by businesses and al so neshes

W th consuner expectations. And to the extent that
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requi res businesses to keep track of how their
systens are operating and to change the way they are
treating these pseudonynous identifiers when they' ve
updated the systemin sone way so that the
probability changes. | would like themto do that,
because that nmesses nore closely with consuner
expectations. And that is nore privacy protective,
which is what the lawis really asking businesses to
do.

So if you can give ne a sense of what you
think is reasonable, like what's too | oose a
connection, probablistically, what's reasonabl e.
And, you know, where is the line, | guess, on what
busi nesses responsi bility should be?

MR. GOLDBERG. So those are great
guestions. And it's what makes it difficult to

answer that easily is that ad tech is really conpl ex.

And every conpany, | know that it's generalization,
but --

CHAIR URBAN: No, no. I'msorry. |
didn't nean to talk over you. It is. It is

exceptional ly conpl ex.
MR. GOLDBERG It is exceptionally
conplex. And so every conpany has its different

nmet hods of how it connects identifiers, howit
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crosses it. And as | nentioned when | was speaking
bef ore about probabilistic identifier, again, that is
actually in the CCPA underlying text.

CHAIR URBAN. Right. | know. And even
t hough that it's not defined, we don't know how --

MR. GOLDBERG  Well, probabilistic --
sorry.

CHAIR URBAN. -- needs to be -- right.
What |'masking is, if the regulations don't give
sufficient guidance on how cl ose the connection
becones, what gui dance should we give?

MR GOLDBERG | think it's, it's one
t hat probably exanples would help. | think it's
really hard to give a specific clear line of here is
what the answer is or not. That's just, you know,
the reality of the situation. And there has to be
sone | evel of roomthere that, you know, our goal --
and | agree with you conpletely -- is to facilitate
the protection of consuners, but also in a way that
actual ly, you know, businesses can conply with. And
so what | think -- you don't want to have sonething
that is so stringent that no one can conply with it.

CHAI R URBAN. So can you give ne an
exanpl e of when a business can not conply? Maybe

let's start there.
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MR. GOLDBERG Yeah. So a good exanple
woul d be that you have, you know, maybe a systemin
pl ace where you have two systens that, |ike, don't
talk to each other at all, and they're both w ngs of
t he busi ness that engage in advertising practices.

So what I'msaying is that if those are not connected
and the business is not getting the benefit of that
data to reidentify. And to connect those two systens
conpletely is areally difficult task. And |
actually think, you know, within the confines of the
law, the way | read it, it would require a |lot on
behal f of the business.

CHAIR URBAN. So sorry, just to pause to
make sure | understand. So let's say we have two
divisions or we actually have two -- we have two
subsidiaries and --

MR GOLDBERG  Yeah.

CHAIR URBAN. -- do different things.

And a consuner opts out or sends a preference signal
to one subsidiary. And the other subsidiary over
here al so has sone kind of pseudonynous identifier
that would go with that person's device or nmaybe with
t he person thensel ves, and then asking themto find
that match --

MR GOLDBERG To find that match.
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CHAIR URBAN. -- would be difficult. So

how does this connect to Board Menber Haner's
guesti on about data governance, generally. Should we
not expect busi nesses to have this kind of

communi cation, because this is a known person.

MR. GOLDBERG No, of course. And so
data governance, right, is the concept of saying that
you have to have -- |like, you have to be thinking at
a high level, what you're | ooking at and how you're
addressi ng privacy conpliance. But | think that
requiring that affirmative connection when there is
not a connection, can be sonething that is al nost
| npossi ble for a business to do it, unless they had
like a simlar vendor that was connecting, you know,
the two processes there --

CHAI R URBAN:  Ckay.

MR GOLDBERG -- between the
I dentifiers.

CHAIR URBAN:. | thought you were going to
go to relationshi ps outside of one business entity to
another entity. So now|l'msorry. This is not --
you have ny academ c antenna up.

MR. GOLDBERG No, no. O course.

CHAIR URBAN. So how then woul d you
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eval uate the same subsidiary but with nmultiple

di visions that have sort of different
responsibilities and they attract sone set of -- two
sets of custonmers with an overlap, but they're not
all the sanme custoners. Should they be able to --
should they -- do they have enough information and
reliance in order for that to be --

MR. GOLDBERG  Yeah.

CHAI R URBAN:. -- actionable?

MR. GOLDBERG  Absolute. So if it's
relating to the known consuner; right? So | think,
agai n, going back to the Disney exanple, there's a
login. If it is connected in that way between these
parts of the organization, that you can associ ate
everything, | do think so. But | think if you have
two separate systens and you get -- you know, you get
the signal, let's say, the GPC signal comng in, and
it's relating to a specific identifier. And that
identifier is connected to one data set, but not the
other, there's no way for the business necessarily to
associate that wwth the other side of it. That's
what |' m sayi ng.

CHAI R URBAN. And then when you add the
probabilistic profiling in the mddle, so that

there's sone information, you know, you can't do the
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one-to-one if you -- | think it was ABC 123. And
BB --

MR. GOLDBERG  Yeah, yeah, yeah.

CHAIR URBAN: It's not one-to-one, but
there's a probabilistic cloud of sone sort. How
should we treat that, going beyond if the business
relies on it and has understanding. What's the --
how -- what is the probability or the reliability
that you woul d think was reasonabl e?

MR GOLDBERG So in -- when | go back to
the definition, it says nore probable than not. So
that's how | would be | ooking at it.

CHAIR URBAN. Ckay. All right. So that
itself is not too challenging in the regul ations, but
exanpl es woul d be hel pful.

MR. GOLDBERG  Exactly.

CHAI R URBAN. Ckay. Thank you very much.

M5. HAMER  Ckay.

CHAI R URBAN: Yes.

M5. HAMER I'mstill a little confused.
Because you were tal king about a busi ness having two
different systens that don't talk to each other,
which seens a little archaic to nme given the other
privacy rights that are going on. Like, what woul d

you --
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MR. GOLDBERG You'd be shocked.

M5. HAMER No, | actually wouldn't. But
| -- you know, | shouldn't be. W've been around for
a while. And businesses have had plenty of notice to
get their data managenent and data governnent stuff
together. So what woul d you advi se the one conpany
that has two different systens that don't talk to
each other, but share sone client data?

MR. GOLDBERG | think that's the key --

M5. HAMER  Not ad data, but, you know,
data deletion. The data deletion is a basic request.

MR GOLDBERG | think -- by the way, |
want to be very clear. That's the key. It's the
fact that you're tal king about the sharing of the
data that connects it -- that allows for the
connecting of it, the association. |n that case,
you're getting the benefit of the data for the
advertising purposes. That's what |I'msaying is that
if it's -- you know, you're |ooking at |ike the
chain. |If the chain is connected, it's nmuch easier

to be able to facilitate that than if it's conpletely

separ at e.
M5. HAMER |I'mstill not sure --
MR. GOLDBERG  Yeah.
M5. HAMER -- that we're tal ki ng about
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t he sane thing.

MR GOLDBERG Ckay.

CHAIR URBAN:. | think process-wise, |I'm
not sure a Board Menber Haner is tal king about
exactly the sane thing as M. Goldberg. | also --
M. CGoldberg, tell nme if thisis wong. | got a
sense that you have practical pushback to the idea
that within the sane conpany, the systens really are
-- can reasonably, easily be connected to each ot her.

MR GOLDBERG  That is correct.

CHAIR URBAN. Yes. And with opt-out
preference signals, you often have pseudonynous --

MR, GOLDBERG  Yes.

CHAI R URBAN: Good heavens -- and so
forth, which is alittle bit different from other
ki nds of relationships with the business. This is
how | understand the essential problem space.

MR, GOLDBERG  Yes.

CHAI R URBAN. Ckay. Thank you. So |
think -- to Board Menmber Hamer and to all of us, one
thing we could think about certainly would be to cone
up with exanples, as M. Gol dberg suggests. And then
we woul d receive public comment that | hope would be
very concrete about how practical they are. And we

woul d hear from busi nesses, of course, but al so
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consuners in civil society groups about where they
think the opt-out breaks, when it should not. |[|'m
not asking anybody to agree with ne in the

I nformation session. |'mjust trying to repeat back
to you what | understood you to say the problemto be
and sone of the ways that we mght address it.

Any ot her conments or questions fromthe
Boar d?

Board Menber Ozer?

M5. OZER:. Thank you so nmuch. Yeah. |I'm
just trying to kind of zoomout a little bit as well,
and just sort of -- whose burden it is when there is
nore conpl exity? Because |'malso sort of hearing
this alittle bit, that, you know, consuners have
sonme rights or sone opportunities or sonme tools to
better protect their privacy. But then, of course,

t he conpani es want to continue to do advertising. So
t hen the system becones nore conplex in terns of sort
of finding ways that that profit can still happen,
even though there are sone reqgulations or laws in
place. And so I'mjust -- there's sort of specific
conpliance, and then there's obviously |like privacy
gui dance and sort of bigger picture governance.

So | amhearing you that there's a | ot of

conpl exity and, you know, as a | awer nyself, |
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understand that, you know, then you're kind of
hel pi ng your clients figure out how to then navi gate.
But | guess the question for nme is how nuch of this
conplexity is being created on the conpany's side in
order to continue to do things that maybe the intent
Is to try to address.

MR. GOLDBERG So first off, to be clear,
| nmean, | do think the burden should be on industry
and on conpanies. Like, I"'min no way disputing
that. And that's ny own personal belief. A lot of
the systenms were created with the concept in mnd
that the advertising industry did not necessarily
want to recogni ze the individual consuner. It was
nore focused on getting the right ad to the right
device. And a lot of it is using |ike |egacy
systens, as | was nentioning, where you'll have the
conmpany acquires anot her conpany, and the two systens
don't talk to each other, et cetera. And so that's
part of it, is that all, you know, what |'m sayi ng,
-- and | agree -- is that the business really needs
to look at this, and in no way can they disregard
what the obligations are. At the sane point, it's --
you know, it's the -- how specific it is and what the
regul ations are laying out. And these are the

different elenents that businesses are thinking about
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all the tinme and how they address it.

M5. OZER: | guess one of the questions
s just sort of a specific conpliance versus a system
approach. Qur goal here is actually to respect sort
of the privacy -- the expectations of the consuner
versus, okay, we have these really technical systens
and, you know, parsing of the |anguage in ternms of
specific conpliance. So I'mjust interested in sort
of when you see sonething |ike this kind of |egacy
system what is the kind of practical advice you
give? Are you giving nore like, well, let's | ook at
this systematically.

MR GOLDBERG \Well, we -- | nean,
always |l ook at it, to the extent you, you know,
really, you can be doing it, you should be doing it.
Li ke, that's a big part of this is recognizing that
peopl e have the right to their privacy and to be
protected. And | think when you | ook at the | aw
around the associ ati on | anguage that says, you know,
associ ated wth the pseudonynous profile, device
associ ated, that's what it hangs on, is what is that
association? And to Chair Urban's point, you know,
that's the question is, what triggers that? What
| evel of association is that? And that's a really

difficult thing for businesses to | ook at that.
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CHAIR URBAN:. It's possibly |ess
difficult for businesses if they are taking a systens
approach that is privacy first. Because then the
association will -- they, they won't need to split

hairs over how close the association is if they are

first considering whether or not that's the -- if
they're -- excuse ne -- if they're using privacy as a
defaul t.

MR. GOLDBERG O course. And again, if
t he associations are being used in a way for
advertising purposes where they're connected in that
way, | -- again, | conpletely agree.

CHAI R URBAN: Yeah. And | absolutely
t ake the point about the technical difficulty with a
specific conpliance as Board Menber Ozer put it. And
| "' m sure businesses want to feel confortable that
t hey are doing what they need to do, in case there's
an enforcenent attention fromthe Agency. And so
certainly, these questions aren't sinple, however you
|l ook at it. But | do agree with Board Menber QOzer
that the defaults do help as well.

But | really -- Board Menber Liebert, did
you have anot her question? And then | think we
really -- we're going to need to et M. GCol dberg go,

who' s been very patient with us.
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MR. LIEBERT: Let's keep himpatient. In

your practice, what percentage of fol ks are doing

consuners are so confused about how to -- even how
the systems work, how to protect their information.
We're making sone strides with the Delete Act now.
But | -- is this sonething that's actually very
preval ent that the conpanies are dealing wth?

MR. GOLDBERG. So as you are probably ar
awar e, conpanies have -- oftentines if you're a
publ i sher, advertiser, you have many tracking
t echnol ogi es on your website. And so that's why |
t hi nk, you know, the cookie sync is a good exanple,

that you may have two conpani es that have a

They don't really talk to each other. And then the
cooki e sync allows you to match that. So the answe
is it's really dependent on the website and the
conpany. There's a lot of this in the ecosystem
| ot of it is honestly even nuch nore basic, that it
just Iike we have trackers, and it | ooks at that
specific device. So it's really dependent on, on
ki nd of the conpany.

CHAI R URBAN:. Thank you, M. ol dberg.

It really was an absolutely stellar wal kt hrough of

t hese pseudonynous profiles? Because | think so many

t echnol ogy, and they each drop their own identifier.

e

r
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t he way the conmuni cati ons happen between the
different systens that you did for us. | found it
really hel pful and enlightening, and | see where the
seans are. | think that it has been extrenely

hel pful to hear where the seans are fromthe
perspective of your clients. And hopefully, that
will help us provide guidance that will be useful in
sone form So thank you very mnuch.

MR. GOLDBERG. Thank you to the Board for
your tinme today.

CHAI R URBAN. Does anybody need a qui ck
break, or shall we? Yes, no. GCkay. Al right. W
have our next presenter, | believe, is also renote.

I s our technical systemfor that in place, or should
we take a small break for technical checks. Ckay.
Wonderful . Thank you again to M. Col dberg.

Qur next presenter is Dr. Christo WI son,
professor in the Khoury Coll ege of Conputer Sciences
at Northeastern University. Dr. Wlson is a founding
menber of the Cybersecurity and Privacy Institute at
Nort heastern, and he serves as the associ ate dean for
under graduate prograns at Khoury College. His
research covers a wi de range of digital consuner
protection topics using neasurenent-driven

approaches. This includes areas like online tracking
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and privacy, deceptive dark-pattern user interfaces,
m sinformation and radicalization, fairness and bias
i n machi ne | earning, algorithmauditing, and
enpirical antitrust investigations of tech platforns.
Dr. Wlson is co-Pl of the National Internet
bservatory, which is a National Science Foundation
funded project gathering data about the online habits
of a large representative panel of US residents. The
observatory nakes this data available to qualified
researchers around the world. He will be speaking on
t he where and when of consent and GPC for
Californians, dobal Privacy Control. This session
wi Il highlight two technical issues regarding the
timng and anbiguity of consent signals and how

G obal Privacy Control hel ps publishers address these
chal | enges.

Vel come, Dr. WIlson. Thank you for
joining us and for offering us your expertise, and |
will turn things over to you.

DR WLSON:. Well, thank you very nuch.

It is ny pleasure and honor to be here. | do have
sone slides to share.

CHAI R URBAN:  Sur e.

DR. WLSON: Is that showi ng the correct

screen? |Is that thing presenter node? |'malso
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getting a |lot of echo.

CHAI R URBAN. They are in the control
booths. They are working on getting your slides into
presenter node. Bear with us.

DR. WLSON: | think I can fix this on ny
end. One nonent.

CHAI R URBAN. There we go. That | ooks
good.

DR. WLSON:. There we go. Al right.
Thank you very nuch.

CHAIR URBAN. Yeah. It |ooks great from
here. |If it |ooks good on your end, please go ahead,
Dr. WIson.

DR. WLSON:. | apologize for the hiccup,
and thank you again for having ne. It's a pleasure
to be here. So I've already been introduced. |'m
Christo. |'ma conputer scientist by training, and
ny research focuses on digital consunmer protection
| ssues.

Around 2021 is when | first got
I nterested in the CCPA because it was an incredibly
| nportant |andmark privacy lawin the United States.
So at the tinme, we were really interested in how
websites were conplying with the | aw, and our focus

was on the "do not sell ny personal information"
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| i nks that websites were supposed to include. So,
here's an exanple of one fromWst Elm right? The
I dea is that websites were supposed to have this
| i nk, people could click it, and in doing so activate
their privacy rights under the law. So we conducted
a large-scale study where we ran web crawl ers, we
tried to find these |inks on websites, and this |ed
to sone interesting findings | ooking at whet her those
| i nks were clear and conspi cuous as the |law requires.
One of the things we | ooked at is whether the sort of
size and font of those |inks was good enough, and it
turns out that around 50% of all those |links were
either too small or too faint to be reasonably
accessi bl e.

Anot her thing we | ooked at is where the
| i nks appeared on web pages. On the right, this
bl ack rectangle is a heat map show ng where |inks
were on web pages, and nost of it's black, but
there's this very hot area at the bottom You know,
unsurprisingly, it turns out that nost of the
websites that had adopted this [ink put themat the
very, very bottom in the footer of the page. So our
t akeaway fromthis study was that these |inks, when
t hey were being adopted, were not really clear and

conspi cuous enough. And so that brings ne to the
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topic of @obal Privacy Control. [I'mgrateful to
Prof essor Zinmreck for really introducing the concepts
her e.

So one thing 1'd like to start off by
saying is that GPC solves a |l ot of these usability
chal l enges that we saw with those |inks. Wen a user
adopts GPC and enables it in their browser, there's
no longer a need for themto hunt around on a website
for this little obscure link. There's potentially no
need for themto be interrupted by a big conpl ex
banner. And by elimnating these sort of roadbl ocks,
right, this reduces the opportunity for dark
patterns. So this is sonething we've seen a lot in
research when we | ook at these kind of consent banner
interfaces. Here's an exanple in the screenshot
where there's a big "Accept AIl" button that's very
prom nent, but to actually opt-out, there's no button
for that. You have to go to "Manage Cooki es" and go
t hrough a conpl ex, adversarial process; right? So
GPC is wonderful in that it helps alleviate a | ot of
t hose kind of user interface issues.

But what | want to spend nost of ny tine
tal king about is other ways that GPC hel ps,
specifically related to timng and anbi guity probl ens

that websites face. So |I'mgoing to be using one of
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ny favorite websites, Penny Arcade, as an exanple.
It's a web comc. And if you pay attention to this
screenshot, you'll see a couple of inportant things.
So Penny Arcade is ad-supported; right? There's a
bi g advertisenent on the right-hand side of the page.
But at the bottom as a good citizen trying to conply
with the law, they have a cookie banner. This one
doesn't have any dark patterns there's a button for
"allow," and there's a button for "use necessary
cookies only," which is presumably the way the user
I S supposed to opt-out. So in theory, the user, if
they want to opt-out, is supposed to click that
button, and then the publisher, in this case Penny
Arcade, is supposed to react. They're supposed to
stop selling and sharing data to third parties to
conply with the | aw

There's a couple of different ways they
can inplenent that. Option one is to sinply not do
it at all, maybe renove advertising and tracking from
the website entirely. Another option is to continue
using third parties, but don't sell or share data to
them This is nore of a data m nim zati on approach.
Or option three is that the website can continue
contacting third parties, it can even send sensitive

data to them but it can put theminto a restrictive
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service provider node. This is sort of a data-use
restriction approach. Al of these are fine and
woul d conply with the user's desire to opt-out.

So this all seens good in theory. User
clicks button, data is treated differently, but the
technical details really matter. And as it turns
out, there's a lot of ways that this can go wong and
the user's choice can not be honored. So this brings
us to sone of these issues with opt-out conpliance.
"Il go through an exanple of web page construction
in a mnute, but it's inportant to understand that a
website is not a nonolith. |It's actually conposed of
hundreds of different objects that |oad one by one in
order, and it's the sumtotal of those objects that
conpose a website.

W' ve al ready been introduced to the
concept of consent managenent platform or consent
managenent software. This is often one of these
conponents that gets downl oaded and inserted into web
pages while they're |oaded. And the idea behind the
consent managenent software is that it's supposed to
I npl ement a lot of this CCPA conpliance
functionality, so it's often what presents these
banners to the user. |f the user interacts wth the

banner, that consent manager is supposed to coll ect
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and store a consent signal, i.e. the user's choice to
opt-out, and then it's also then responsible for
acting on that consent signal, so stopping the
selling and sharing of data or restricting data
flows.

There's two particular problens with this
ki nd of overall approach that |I want to highlight.
So one is, when is the consent signal available, the
timng conponent? The second is, where is the
consent signal |ocated? This question of anbiguity.

So let's take it fromthe top. Wbsites
are not nonoliths, they're conposed of many snall
objects, and they load increnentally. So while it
may appear that the website is available in the blink
of an eye, inreality there's a process going on. So
what typically starts with -- if you go and visit a
website, the first thing you'll get is the HTM.
That gives you kind of the overall structure of the
page and a |lot of the content, like the text, but not
much el se. Then you mght start |oading different
| mages, right, maybe then sone other resources start
to load, like fonts, or third-party anal ytics, things
to track what you do on the site, |ook for bugs, that
kind of stuff. Then advertisenents m ght | oad.

So now your browser is contacting
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real -tinme bidding services, different ad networks,
ultimately contacting an advertiser, show ng an ad.
And then eventually nmaybe the consent nanagenent
pl atform | oads, and you get this cookie banner. So
eventual |y you have the whole website, but the timng
really matters here. And as you m ght have guessed,
|"ve constructed this exanple in a way to highlight a
particular issue. The third-party analytics and the
adverti senent got | oaded before the consent nmanager.
That is a problemthat is all too comon in reality.
So let's ook at this in terns of a
tineline. On the bottom here, we have tine going
fromleft to right. Your browser starts by
downl oadi ng the HTML of the web page. At sone point
down the road, the consent managenent software | oads.
Fromthat point on, the user is able to click a
button and nmake a choice. And fromthere on out,
this consent signal is available. So in theory, any
third-party software, |ike analytics or adverti sing,
that | oads after the signal is avail able can
potentially honor the user's opt-out request. The
data is there if they are able to get it, read it,
and act onit. But if all of that third-party
anal ytics and tracki ng and advertising code | oads

before the consent nmanager, it's actually very hard,
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I n some cases inpossible, for themto conply. The
i nformati on they need for conpliance just isn't
there. So this is a real problemfor users.

There's a nunber of different ways that
personal data gets shared and sold. As soon as your
browser starts sending HTTP requests to different
third parties, right off the bat, information that is
sensitive is alnost certainly getting shared wth
them Every one of those HTTP requests can include
cooki es that include pseudonynous identifiers. Oher
personal data can be included as well. Once your
browser has finished contacting those third parties,
they can start executing JavaScript in the browser,
they can read and set nore cookies, they can conpute
probabilistic fingerprints. They're also able to do
things |ike scrape personal data out of the web page.
So, increasingly, third parties will |ook for things
| i ke your email address or a phone nunber, and
they' Il use that to construct a pseudonynous
identifier that is stable.

The previ ous speaker was tal king about
things |ike identifier matching, cookie syncing.

That happens automatically as soon as the third
parties start to load. So it's not just one party,

but now nultiple parties who all get this information
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and are synchronizing it. | nean, basically, once
you have a third party |oaded in a scenario |ike
this, all bets are off. The data is shared and sol d.

So how does GPC help alleviate these
ki nds of timng problens? Because GPC exists in the
user agent itself, in your browser, it's available
I medi ately fromthe nonent the page begins to | oad.
By the tinme that your browser is getting HTM. and
parsing it, GPCis already available. [It's actually
al ready been sent to the publisher. |It's very easy
now for the publisher, in JavaScript, to check: Has
this person opted out via GPC? That is all the code
Is required to check to see if sonmeone has opted out.

From there on out, the publisher can act
accordingly. One option is to just not |oad ad tech
at all. Another viable option is to continue |oading
anal ytics and advertising, but to put it in a
restricted service provider node by sending specific
paraneters to them So GPCis very helpful in this
regard. There's no waiting around for this signal,
it's just there all the tine.

So the other problem | want to highlight
Is this question of signal anbiguity. Com ng back to
t he consent managenent software, you have a website,

it's show ng this banner, the user clicks the button,
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they say they want to opt-out. That information,

that the person opted out, has to be distributed to
third parties so that they can act on it
appropriately. You click, and that signal needs to
go out sonehow to everybody el se. The problemis how
to do that.

Different consent managers and different
| npl enentations try to distribute this consent
information in different ways. Sonetines it's placed
in a cookie or in sonething |like |ocal storage in the
browser, and the expectation is that third-party code
wWill just be able to find it and read it. Many of
t he consent managenent platforns have their own
bespoke APIs. And there's not just one consent
manager, there are many of them and their APIs are
different. The Interactive Advertising Bureau, they
have their owmn APIs that they've tried to standardize
across the industry. But they have at |east two, and
their APls are conplex and not particularly well
adopt ed.

So if you're a well-neaning third party,
you are in sort of a pickle. You' ve been |oaded into
a website. You would |ike to conply by reading the
consent information, but where is it? It could be

any of these places. So GPC also hel ps solve this
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problem GPCis one sinple standard API. There's no

need to go hunting around for cookies or weird
consent manager APIs. Every HITP request com ng out
of the browser should include the GPC header, so
you're being told explicitly GPCis enabled. O you
can | ook for the navigator object in the DOM in
JavaScript, and just check, has the user nade a
choi ce one API. No anbiguity.

So one of the things that we've been
doing lately is actually looking to see if third
parties are using the GPC APIs, and it turns out they
are. So we see at least 223 different third parties
calling the GPC APIs in the browser. 101 of themare
exclusively using the GPC API. W don't ever see
themtrying to contact the consent manager or use the
| AB APIs. They just go directly to GPC. The ot her
122 use GPC and other APlIs, so they're taking sort of
a multifaceted approach. But this is really nice to
see, that these third parties are already a little
bit ahead of the curve, in ny opinion, and trying to
conply proactively.

So just to wap up, it's nmy belief that

GPC is crucial for the success of the CCPA in

California. It aneliorates a |lot of these technical
problens. "Wlen is the signal available?" Well
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with GPCit's just available all the tine,

I medi ately. And "where is the signal?" Wll, GPC
just has the one sinple API, so there's not a | ot of
anbi gui ty.

"1l also highlight that | really believe
the browser, or the operating system is the right
place for this functionality to be built. Because
that is the right place to inplenent the user
interface. There's no need to find and navigate a
mllion banners. You can nake this choice once and
It becones avail abl e everywhere. Wth consent
banners, if you clear your cookies, all of a sudden
your choices are lost, but that's not true with
sonething like GPC. And of course, there's no dark
patterns here. Wen this is inplenmented by your
browser, there's no incentive to try to mani pul ate
users. So, there's just a lot to really Iike about
GPC.

Wth that, | will conclude. | thank the
Board very nuch, and | am happy to take questions.

CHAI R URBAN: Thank you very nuch,

Dr. Wlson. Again, areally edifying and hel pful

presentation, which I"msure | speak for everyone in

saying that we appreciate it greatly. | think we do
have sone questions for you, and we'll start with
323.393.3768 Bepo
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Board Menber Liebert.

MR. LI EBERT: Thank you for that great
presentation. How does the -- what appears to be the
evol ving world towards an agentic Al marketplace, if
you wll, in the ad context, how does that, if at
al I, change your thinking about this and how we can
be nbst successful ? Because it sure seens that's the
direction we're headed; correct?

DR. WLSON: Yeah. | nmean, so | think
GPC helps in this regard as well. You know, the fact
that it's easier for a person to manage their
preferences and distribute themalso nmakes it easier
for agents to distribute those preferences. | can
give the agent the preference and it can continue to
pronulgate it. You know, there have been studies
where people try to get agents to do things |ike
click on banners for them And it kind of works, but
it falls into the sane traps as a person trying to
Interact with those systens; right? Let's just
elimnate the anbiguity. You know, part of the
beauty of agents is that they automate things. GPC
I s al so about automation and standardi zation. So in
ny opinion, they work together really well.

CHAI R URBAN: Thank you.

O her questions?
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Board Menber Ozer, please.

M5. OZER: | just have a question about
both sort of the scope of where GPCis currently
avail able for use. And also froma techni cal
standpoint, howis GPC sort of different in howit
functions or howit's available fromsonething |ike
Privacy Badger or sort of other browser extensions.

DR. WLSON: Yeah. So I'll take that in
two parts. Thanks to the newlaw in California, GPC
shoul d be included in all major web browsers version.
So that is awesone. There is sonme anbiguity there,
and | don't know how the law or the regs are going to
deal with this. But it is often true that apps wll
enbed browsers, and this is often done to display
advertisenents. And this is kind of a weird
scenario. This is not Chrone or Brave or Firefox on
your desktop. This is now just an, an invisible
wi ndow within an app that's using browser technol ogy,
but wi thout any of the buttons, the nenus, the
Interface, none of that. So it is not entirely clear
to me how a user is supposed to express a GPC signal
I n an enbedded browser context |ike that.

This gets to kind of the second point,
which is nobile operating systens. | don't think

there's any requirenent yet that Android or | CS or
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any of the big nobile operating systens to adopt GPC
unilaterally. That is not good in ny opinion. |
mean, the vast mgjority of web browsing is now done
on nobile devices. So when a person is on their
phone in a web browser, they wll have this right.
But when they're on their phone in an app, they won't
necessarily be protected in the sane way. Sebastian
al so nentions this. You know, there are kind of self
regul atory reginmes around the ad IDs on the nobile
devices, but that is not a substitute for actual
regul ati on.

You know, the other context | wll
highlight is devices. So there's now a whol e bunch
of studies |ooking at, you know, voice assistants
| i ke Amazon, Alexis, smart TVs. W have a new study
comng out in a couple of nonths | ooking at connected
cars. They all include ad tech now But it's not
browser based. So none of those devices are
necessarily going to have GPC, but yet they are still
collecting this information. So trying to extend
this kind of uniformty and sinplicity of opt-out
Into the device space, | think it's going to be
really inportant.

CHAI R URBAN: Thank you. Board Menber

Ozer anticipated ny question a bit as well. This is
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Jennifer Uban. | was going to ask you to expand, if
you felt confortable and could, on the nention you
made near the very end of your presentation, of
operating systens and browsers. And then you spoke
of browsers. And | understand fromthe exanpl es that
you're giving now that in the nobile space, for
exanpl e, the browser may not be sufficient, in your
view. Do you have a view on signals and operating
systens nore generally? And could you expand on that
for us?

DR. WLSON: Yeah. So | do think it is
| nportant for operating systens to start adopting
uni versal opt-out technology. | nean, to a |l arge
extent, | think Apple has led the way on this. You
know, any app that wants to do tracking has to ask
for perm ssion. You know, that's largely enforced
either technically by preventing access to
identifiers by the OS, as well as by app store
policy. So if you continue to do things, and you
sell and share data, then you risk being delisted. |
think that's a pretty strong nodel. | would love to
see that turned into nore affirmative regulation for
all the operating -- in all the major operating
syst ens.

CHAI R URBAN: Thank you. Any additi onal
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questions or comments?

Gkay. Thank you so nuch, Dr. WI son.

And as wth the other speakers, you're nost wel cone
to say. Ms. Schesser is going to be speaking next,
and then we will have public coments. And of
course, if you can't stay, we conpletely understand.
And all of the public cormment will be available in
recording in a transcript for you. Thank you again
very much for that very hel pful presentation.

Pl ease bear with us for a few m nutes
while we get set up for our next speaker, and then |
wi || introduce her.

Al right. Qur final presenter for this
i nformation session is Ms. Stacy Schesser,
supervi sing deputy attorney general for the privacy
unit in the consuner protection section of the office
of the California Attorney General. Supervising
Deputy Attorney General Schesser |eads the teamthat
enforces the CCPA at the California Attorney
General's Ofice. She began her career at the
attorney general's office in 2007 in its crimnal
di vision and has worked in the privacy unit since its
i nception in 2012. In 2014, she was naned the
California privacy | awer of the year.

And in -- what. |'mjust reading what |
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got .
So in 2024, she was naned -- which |
was -- probably my typo. So we'll -- I'Il be honest.

She was naned California Privacy Lawer of the Year.
And in 2019, was recogni zed as one of the Recorder's
Wnen Leaders in Tech Law, the only public sector
recipient of this award. So we are just replete with
award wi nning attorneys fromwhomto | earn today.

Today, Ms. Schesser will highlight the
California Attorney Ceneral's enforcenent of the
CCPA' s opt-out preference signal requirenents,
focusing on | essons | earned fromrecent
I nvestigations. She wll also cover the Attorney
General's settlenents involving the G obal Privacy
Control, related agency enforcenent actions, and
coordi nated enforcenent efforts with other attorneys
general .

Vel come Ms. Schesser. And pl ease begin
when you' re ready.

M5. SCHESSER: Thank you. Good
afternoon, Chair Urban, Board Menbers Ozer, Haner,
and Liebert, Executive Drector Kenp, and the
outstanding staff of Cal Privacy, and nenbers of the
public. As Chair Urban said, ny nane is Stacy

Schesser. It's ny honor to be here to speak to you
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today. | have the privilege of |eading a team of
exceptional attorneys on the privacy enforcenent team
at DQJ, a role I've held since 2016. | am sharing ny
views only, and they should not be attributed to the
attorney general. M remarks are limted to our
public enforcenent actions, and | have to be m ndf ul
about the confidentiality of our current

I nvesti gati ons.

Wth that said, |'mhonored to speak to
you today about the hallmark of the CCPA, the
consuner's right to opt-out, and the expression of
that right via opt-out preference signal. This to ne
Is the nost inportant aspect of the CCPA and the
nost critical one to think about being intentional,
broad, and protective of the consuner's right to stop
the proliferation of their data in the online
ecosystem and mar ket pl ace.

The GPC -- as speakers here today have
been very inspiring and very conprehensive in how
they' ve explained it. GPC uses existing web
I nfrastructure and technol ogies to solve nmany of the
timng and technical challenges presented by ad tech
and the data industry that instantly and invisibly
sell and share consuners' personal information. It

Is an incredibly inportant tool that gives the
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consuner the power to automate privacy with the sane
force and pervasi veness as those seeking to nonetize
data. It also expresses one powerful sentinent:
Stop. Stop selling ny data. Stop sharing it for the
pur poses of cross-contextual behavioral advertising.
Stop trading it wwth third parties. Stop giving it
to data brokers. Stop tracking nme. Just stop

But | would like to provide sone
background as to when we first wote the initial
regul ati ons establishing a user-enabled d oba
Privacy Control. W wote the |anguage to be as
I ntentional as possible, with every word havi ng
meani ng. And these words include "the consuner if
known," and it was devel oped in consultation with our
| ong-standing brilliant contract technol ogi st Nat han
Good. It was solidified in our D sney enforcenment
action, recently filed in February 2026, which
M. ol dberg di scussed and |I'mgoing to discuss a
little bit nore at length in a few nonents.

We al so understood, and continue to
enforce, this right to be one that is broad,
I nvestigating its inplenentation and effectuation to
I ncl ude downstreamentities, and conceptualized it as
a persistent privacy choice. A consuner sets it and

forgets it, and even one that could be expressed by a
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consuner who chose a privacy product that built GPC
in by default. And finally, we wanted to nmandate
t hat user-enabl ed d obal Privacy Control is one
that's deeply protective of the right to opt-out.

Oiginally, a consuner would have to
click the "do not sell ny personal information" |ink
on every website, on every browser, and every device.
But wwth the regulations enshrining the right to
opt-out via a user-enabled d obal Privacy Control,
t he nmechani sm by which a user expresses this right
becane gl obal and persistent, all while reducing
burden on the consuner. When GPC was introduced, it
was supposed to be as easy, immediate, and pervasive
as ad tech. It's supposed to be a constant signal
that interrupts the systemof real-tine bidding an
aver age consuner has no idea happens in the
background and in m croseconds when they |and on a
website page. And while GPCis currently only
avai |l abl e on web browsers, the law requires that a
busi ness applies a consuner's opt-out to that
consuner, and thus to apps running on their phone, to
smart TVs, and other connected devices. Again
i ntentional, broad, protective.

Wiile the GPC is an amazing tool to

protect consuners, it succeeds because it has | egal
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teeth behind it. But even the best |aw on paper is
not hi ng wi t hout robust enforcenent. And it is
because of our offices, DQJ, and Cal Privacy's
consi stent and rigorous enforcenent of these
requi rements that GPC and consuners' CCPA rights have
meani ng and i npact. W take consuner privacy very
seriously.

And | also want to note that it went from
a concept that was in regulation, and infornmed nuch
to be the product based on input that was from
academ cs, nuch like today's session, to drive
enforcenent. And today, as |I'msitting here and
listening, | also want to say it's provided a good
deal of inspiration for future-|ooking enforcenent.
But today, |'mgoing to discuss three enforcenent
actions that cenment inportant takeaways that we want
busi nesses to understand for conpliance.

And so there's three major thenes that
" mgoing to discuss. Nunber one, that businesses
are required to accept and process the GPC. Nunber
two, that they are required to ensure that GPCis
technically inplenmented correctly. And nunber three,
t hat when you apply GPC requests, they are applied to
t he consuner, and not just the individual devices or

browsers where the signal is detected. Before I dive
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into these actions, | want to enphasize the
enforcenent of GPC is an ongoing priority for DQJ and
has been fromits inception. On the first day that
CCPA becane enforceable, July 1st, 2020, we sent
letters out. We hit the ground running hard. After
the regul ati ons becane final, GPC was referenced by
then Attorney General Xavier Becerra on Data Privacy
Day in 2021, when he said, and quote, "CCPA opened
t he door to developing a technical standard |ike the
GPC, which satisfies the | egal requirenent and
protects privacy."

W' ve al so conducted several sweeps that
I nvestigate how conpanies are conplying with CCPA's
requi renments, and we al ways doubl e check for the GPC
Now when we conduct sweeps, the regul ated conmunity
pays attention. They conformtheir practices so that
when we do conme knocking and take a | ook under the
hood, they are solid on sone of the areas that we
have swept in previous investigations. This is a
good thing. W want businesses to conply, and we
want to hear that when we find issues, they are on
It, and that they are on it quickly. That is the
type of response that we expect as enforcers and
consi der when exercising our discretion. But it is

our filed actions, and in particular our conplaints
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and judgnents, that has best communicated to the
I ndustry how we enforce GPC to ensure Californians’
maxi mum protection of their opt-out rights.

Qur first action involving GPC was in
August 2022 and invol ved Sephora, |ed by
now supervi sing Deputy Attorney Ceneral Ronnie
Ponerantz. Sephora cane about as part of a 2021
enforcenent sweep investigating how large retailers
sel|l personal information and how they are respondi ng
to a consuner signaling their opt-out via the GPC
We specifically articul ated how we tested whet her
traffic changed after enabling the GPC, finding that
I n Sephora's case, data continued to flowto
third-party conpanies, including advertising and
anal ytics providers. |In operating its online website
and selling products, Sephora collected and amassed
i nformati on about consunmers, including the products
t hat consuners view and purchase, their geol ocation
data, cookies, and other user identifiers, and
technical information about operating systens and
browser types.

At first blush, Sephora disclosed inits
privacy policy that it shared consuners' geol ocation
and internet or other electronic network activities

with third parties, including ad networks, business
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partners, data analytic providers, and others. But
it did not offer the right to opt-out, even though
Sephora nmade this data available to these conpanies
by installing or permtting the installation of
third-party tracking technol ogi es, including cookies,
pi xel s, SDKs, and other technol ogies, and they did so
in return for advertising or analytic services. In
return, Sephora knew that it would receive discounted
or higher-quality analytics and other services
derived fromthe data about consuners' online
activities, including the option to later target an
advertisenent to consuners that had nerely browsed
for their products online. Yet, when a California
consuner signaled their opt-out using the GPC,
not hi ng changed to block or flag the transm ssion of
personal information.

In short, they conpletely ignored the
GPC. After receiving a notice fromthe attorney
general alleging that it had sold consuner data
W thout offering the right to opt-out, Sephora failed
to cure these violations within 30 days, at the tine
when there was a cure period in effect. And in our
settlenment, we negotiated with the conpany that it
woul d be bound to conply with the | aw, and

specifically mandated that it process consuner
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requests to opt-outs signaled via a GPC.

| also want to highlight another case,
Heal thline, led by Deputy Attorney CGeneral M ke
Osgood. Healthline offers many takeaways to the
I ndustry, but it was an inportant opportunity that
the attorney general described why GPC is so
| nportant for consuners. Specifically, our conplaint
stated, "Because the online trackers used to
facilitate cross-contextual behavioral advertising
operate invisibly, ubiquitously, and nearly
| nstant aneously in the background of web pages, the
GPC neets this challenge by operating invisibly and
continually in the background to tell each business's
website that the consunmer is opting out." In
Heal t hl i ne, even for a consuner who had triple opted
out via a do-not-sell link, clicking reject in the
cooki e banner, and transmtting the GPC, Healthline
continued to sell personal information to third
parties for online advertising.

Unl i ke Sephora, Heal thline had
| npl enented a response to the GPC. But it had done
so incorrectly. Not properly configuring their
software tools to recogni ze GPC, not doing auditing
or testing, and continuing to do so, is an actionable

violation. And that's what Healthline inportantly
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stood for. \Wien busi nesses choose to inplenent
conpl ex technol ogies to sell and share consuner data,
it is the business's obligation to ensure GPC stops
selling. It is only a set-it-and-forget-it for
consuners, it is not for businesses. Because after
all, these are rights as determ ned by our

| egi slature and later affirmed by the el ectorate.

Finally, I want to wal k through our nost
recent enforcenent action, that we' ve al ready
di scussed a little bit today, in D sney, which was
filed in February 2026, |ed by Deputy Attorney
General Maneesh Sharma. As with each of our
enf orcenent actions, we sought to nmake sonet hi ng
crystal clear, and that is that opt-outs, including
by the GPC, apply to the person, not the devices. W
are, after all, enforcing the California Consuner
Privacy Act, not the California Device Privacy Act.
Qur investigation into Disney was part of an annual
Data Privacy Day investigative sweep during the year
that we focused on stream ng.

Di sney stream ng services required that a
consuner have an account and |og in before watching
content. This neant that each tinme a consuner
wat ched a novie, a show, or a sporting event, D sney

knew who was watchi ng, and the gadgets and gi znos
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aplenty that they used, whether it was a connected
TV, laptop, cell phone, or tablet. Disney |everaged
their ability to identify consuners across devices
into a profitable advertising business by touting its
ability to deliver targeted ads across services and
devices to the consuner. But while D sney and
simlar conpanies are able to instantly deliver
targeted ads to the many connected devi ces we use, we
found that they did not push out and inplenent a
consuner's opt-out across those sane devices. It
underscored that there's a di sconnect between how
I ndustry has approached privacy conpliance as opposed
to how they've built their data collection and
noneti zati on systens.

For decades, conpani es have been
I npl erenting and relying on a web-focused consent
nodel that relies on cookies and ot her non-persistent
tools that is often limted to a single device or
browser. As a result, consuners face a never-ending
story of consent pop-ups and cooki e banners, and are
even told that their opt-out requests wll have to be
resubmtted if they clear cookies. |In contrast, on
the data side, industry has nmassively invested in an
| dentity-based nodel that allows businesses to

qui ckly track, conbi ne, and noneti ze consuner data
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col l ected across various devices, and |ocate a
specific consuner on their specific device to show
thema perfectly targeted ad or nessage. And despi
t he busi ness community claimng commtnent to
privacy-by-desi gn principles, our enforcenent

I nvesti gations have shown that these identity-based
tools were not designed to properly integrate with
conpani es' existing privacy conpliance tools. Wth
our enforcenent action in Disney, we were able to
reinforce that the CCPA and privacy conpliance
entered a whole new world. That's the | ast one.

When busi nesses can associ ate a

and they nust associate those devices to honor that
consuner's opt-out. W were able to enphasize that
t he CCPA does not permt a business to limt the
GPC s reach to only web browsers where GPC is
currently available. Since CCPA went into effect,
and wwth the very first iteration of the CCPA

regul ations and in every rul emaki ng that foll owed,
our technol ogists and Cal Privacy experts have
recogni zed that businesses have nmultiple ways of

i dentifying consuners across the web, and require
that GPC be treated as a valid request to opt-out i

known and for the consuner. This requirenent neans

consuner's device for advertising purposes, they can

te

f
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t hat once a conpany has connected any device to a
consuner's identity, whether pseudonynous or not, the
business is obligated to opt-out that identity,
I ncluding all devices associated with the identity.
This requirenent is inportant to ensure that an
opt-out preference signal neets the goal of being a
sinple, single step to opt-out, whether across
mul ti pl e busi nesses or within one | arge busi ness.
Ensuring that the opt-out preference
signal applies to consuners is especially rel evant,
because consuners are constantly interacting with
busi nesses online through their conputers, but also
phones, tablets, and connected TVs, and we heard from
Dr. WIlson now their cars, where GPCis not currently
avail able. Notably, Disney is not unique in having
mul ti ple touch points with consuners, and in relying
on a privacy conpliance technol ogy that no | onger
mat ches how conpani es sell, share, and use consuner
data. We have heard over and over that off-the-shelf
vendor technol ogy is not keeping pace with the
requi renments of the CCPA, and that real conpliance
requi res custom zed sol utions. But businesses that
have the resources to update their data noneti zation
structure nust also invest in resources to match

privacy conpliance, so consuners can easily stop all
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sal es and sharing of their data without having to
i ndividually opt-out with nultiple businesses and
mul ti pl e devi ces.

In addition to Sephora, Healthline, and
Disney, and as |'msure you're well|l aware, GPCis
bei ng robustly enforced by Cal Privacy as ratified in
recent settlenents with Tractor Supply and Pl ayOn,
wher e busi nesses failed to recogni ze and honor
opt-out preference signals on their web properties.
And we applaud Cal Privacy's extensive enforcenent
work there as well. | would also like to point out
t hat even though ny remarks today are about conpanies
that did not conply with GPC, we are seeing conpanies
who are endeavoring towards conpliance. Conpanies
are integrating and updating their systens for GPC
even as we continue to maintain pressure through
enforcenment. W should continue to maintain that
pressure on devel oping GPC for nobile and
beyond- br owser integration.

| ndeed, it is exciting that we wll soon
enforce new requirenents set forth in AB566,
requiring conpanies to build in opt-out preference
signal functionality within their browser, thanks to
the Agency's stellar |egislative advocacy and the

wor k of Maureen Mahoney. Mbobile devices and the very
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sensitive data that cones along with themneed to
devel op better tools for consunmers and for opt-out
preference signals. Wile both Android and i Phone
provide controls to delete ad I Ds or request apps not
to track, ad tech conpanies regularly attenpt to
circunvent themto continue tracking users.
Consuners want and need robust and conprehensive
privacy solutions, and | say this with deep
appreciation that |'m speaking during the first week
I n which data brokers wll begin processing requests
vi a DROP.

Pl ease continue to keep opt-out
preference signals the robust tool that it is. |
caution the Board about considering adding nore
| anguage to the regulatory text, as it could all ow
conmpani es the opportunity to sonetines blur the |ine
for conpliance. Continued enforcenent wl |
effectively telegraph the requirenents of the |aw for
busi nesses that fail to fully effectuate a consuner's
ri ght under the CCPA

| want to close with noting that
California sets the standard for the rest of the
country. As forner Attorney General Kanmala Harris
said, "As California goes, so goes the nation." It

I s because of our innovation here, both |egal and
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t echnol ogi cal, that consuners enjoy robust privacy
protections. It is because of our standards and
demands for better privacy rights that states are now
following in our footsteps, wth many nore states
providing rights for their own constituents to
exercise their rights via opt-out preference signals.
| have found also, in review ng federal privacy |aws
and federal privacy bills, that Congress has incl uded
references to opt-out preference signals, but has
erroneously required further study or pausing its
| mredi ate effect | anguage that we should continue to
oppose. Because GPCis working, and it wll continue
to work in California, as it has for over six years
now. Please continue to support opt-out preference
signals as a robust tool for consuners, and | wll
continue to do nmy job to enforce the law so that this
tool only becones stronger, even nore protective,
i ntentional, and broad for consuners. Thank you.
CHAI R URBAN. Thank you. Thank you very
much, Ms. Schesser. And of course, the Board and the
Agency greatly appreciate all of the attorney
general's | eadership in this space as well. And we
have been very pleased to see the cooperation that
the two agenci es have undertaken with regards to

enforcenent. Wich is, as you say, nore gui dance for
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busi nesses. As we publish enforcenent actions. |
have -- I'mgoing to ask you if you have views that
you think would be hel pful to the Board when it cones
to regul ations or other guidance that woul d be
responsive to M. Col dberg's question?

So | heard you loud and clear. Privacy
protects people, not devices. And if sonebody is
known, even if they're pseudonynous, then the GPC
signal shoul d propagate and shoul d be respected. Do
you have views on the probabilistic identifier
chal l enge that M. CGoldberg identified for us or
described for us? |If there is a nushy mddle, or you
don't think there is a nushy mddle, or if there's a
mushy mddle, if there's sonething that you think
that we could do to nmake that easily actionabl e.

M5. SCHESSER: | don't have specific
views. And | heard the conplexity of that question
that you had asked M. Gol dberg, which | thought he
tried to answer as -- you know, as best as he coul d,
given the conplexity of the question. The only thing
| wll say is that when thinking about these things,
you know, | don't want to speak too nuch because this
may be sonething that could cone up in the context of
enforcenent. It could conme up in the context of an

I nvestigation, and it could be sonething that, based
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on how conpani es are responding to opt-outs, could
even go beyond CCPA and, you know, potentially becone
an unfair business practice, sonething that is
deceptive as well. And so | want to be very careful
about, you know, speaking specifically on potenti al
text or regulation that targets that, because it
could al so be sonething that we interpret through the
| ens of enforcenent.

CHAI R URBAN:. Absolutely. Yes. Al
right. Thank you very nuch.

Are there questions or coments from
ot her board menbers?

Board Menmber Hamer ?

M5. HAMER  Yeah. No. You actually said
what | was going to say, so thank you for that. But
t hank you for your work. It is a really interesting
overview. Appreciate it.

CHAI R URBAN:  Thank you.

Board menber Liebert?

MR. LIEBERT: Yes. You are a legend in
the privacy world. | thank you for all your great
work. It sure seens like we're on the precipice of a
true revolution in the ad tech world when it cones to
t he evolution now of Al and Al platformand what

they're signaling, that those two are going to be the
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means by which we are targeted wth advertisenents
and given advertisenents. And |I'mwondering to what
extent now the GPC world needs to evolve in that
regard because right now, of course, they're not, |
bel i eve, covered by the law in regards to that
process. So to what extent are, are we going to face
t hose issues?

M5. SCHESSER: | will just say that while
t he conversati on was happening, | was scribbling
notes and having different thoughts, and | would |ike
to just reserve the ability to continue to think
about that and how it would apply in the context of
CCPA.

CHAIR URBAN:. All right, Counsel. You
can reserve your tinme, and we'll bring you back for
anot her sessi on.

O her comments or questions fromthe
Boar d?

Thank you again, Ms. Schesser. Fantastic
presentation. | very nuch appreciate it.

That concludes the informational session
presentation to the Board. And | would like to
wel conme public comrents on any of the topics that we
have di scussed so far today through the presentation.

I f there's anyone here in person who would like to
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make public comment, please proceed to the podi um
and I wll call on you when ready.

And if there's anyone on Zoom who woul d
| i ke to make public conmment, please raise your hand
usi ng the raise your hand function in your Zoom
application, if you're using that. |If you are using
your phone to call into the Zoom | believe it is
star-six to raise your hand. And | amgoing to check
with Ms. Carwle to be sure | got that right.
Star-nine. | flipped it. Ckay. Apologies to
everybody on zoom by phone. [|f you would like to
make a public comment, please press star-nine. And
Ms. Carwle will call on Zoom partici pants when we
are ready and unnmute them And then she will nute
you agai n when you are done.

For folks in the room | wll ask you to
speak into the m crophone for purposes of the record.
And we will start with our first coment in the room
As a rem nder, you have three mnutes. Thank you
very much.

MR. KATHLACABE: Thank you. My nane is
M ke Kat hl acabe, and |I'm here in ny personal capacity
as a consuner in California.

So first, let ne say that I'mglad | |ive

in California where we have a California Privacy
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Protecti on Agency, and we have a California
Departnent of Justice that actually enforces the
rules. On the other hand, | see the efforts to
protect privacy relying on opt-out as kind of a gane
of wack-a-nole; right? Advertisers and the market of
surveillance capitalismis constantly trying to find
ways around the protections that we put in place. It
shoul dn't be incunbent on the consuner to opt-out of
all of the various things in order to protect their
privacy. It should be opt-in.

Now, | realize you're working with the
| aw as it exists and perhaps not as we would |ike.
So that's incunbent upon ne as a consuner and a voter
in California to try to change that aw. But one of
the things as a consuner and obtaining information
about nyself fromdata brokers is realizing that as
sonmeone who is very interested in privacy, | take all
of the neasures | can to protect ny privacy. And yet
when | get reports about nyself from data brokers,
am amazed that they are able to tie ny physical

credit card transactions to nmy online persona and

multiple email addresses. And again, like | said,

|"musing all the privacy browser settings. |'m

usi ng privacy add-ons. |'musing ad bl ockers, all of

those things. But even for ne -- and | consi der
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nyself relatively sophisticated when it cones to
protecting ny privacy -- it's a gane of wack-a-nole
for me, and I'mnot successful. Please keep this in
m nd in going forward.

And Departnent of Justice, keep on doing
your thing. It would be great if instead of settling
with some of these conpanies, we could actually cause
actual consequences for them | know you can't put a
conpany in jail yet, but just allowng themto pay
their way out of violating our privacy doesn't seem
| i ke an adequate solution. So once again, thank you
for this. | very nuch appreciate it. And good | uck,
because | think we all need it.

CHAI R URBAN: Thank you so nuch. W
real ly appreciate the public coments and you j oi ning
us today in person. Are there any other public
coments here or on Zoon?

M5. CARWLE: Yes, we do have sonebody on
zoom and that's Ben Tobin. ['mgoing to unnute you
at this tinme. You'll have three m nutes to nmake your
coments. So pl ease begin when you are ready.

MR TOBIN. On, | had to hit the button.
Good afternoon, Chair Urban, Board Menbers Haner,

Li ebert, Mactaggart, Ozer, and Executive D rector

Kenp. M nane is Ben Tobin. | run Surveil, a
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Cal i forni a conpany.

So what do we do? W search the index
I nternet, including data broker sites, to verify
whet her a person's information's exposed online. And
| do have a commrercial interest in this. No one has
sent nme, and | am speaking for nyself. [|'mhere to
address recommendati ons one and two. And | think
there's sonewhat of the same problem And I'll| start
Wi th sonmething in your own regul ation.

So specifically, Section 7022, that's
7022, says, "A business conplies with the request to
del ete by erasing the information or de-identifying
It or aggregating it." And this is kind of the
ki cker, the business gets to choose. And it only has
to notify the consunmer whether it conplied and not
which action it took. So let's say ne, the consuner,
asked to be deleted. I'mtold "yes,"” but | never
actually learn which of the three options were
execut ed.

And then | kind of want to drive hone on
the third one, aggregation in this kind of agentic Al
nodel buil ding space that we're dealing wth now
Aggregation is not technically a destruction. It's a
change of form The information is technically gone

as a record, but it's present as a training set. And
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a training set can still produce actionable insights

about the person that it cane from whether ever
needi ng that person's nane again. That is
recommendation to a profile that acts on soneone
wi t hout having to identify them The deletion is
real. The conpliance is real, and nothing really
about that person's exposure has changed.

Now, what we're doing is we're kind of
i ntroducing friction here through the CCPA. And in a
world with a fixed appetite where data brokers are
concerned, that would be appropriate. However, data
t hat beconmes a nodel never really decays, and it
doesn't have to be reacquired. It can basically just
sit around until it's used, these nodels, and then
produce results. And now, | do want to be careful
here. |'mnot saying anyone's actively doing this,
but what | amsaying is that your own rules do permt
It and nothing actively requires anyone to discl ose
it, and nothing technically would show it.

So the words | suggest should carry nore
wei ght. Opt-out should nean you do not get to watch
me and del ete ne should nean just that. Delete ne.
And on recomendati on one, your own rule already
knows this. Section 7025 prom ses a consuner can

opt-out with all businesses, but it then adds four
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words, "they interact wwth online.” Those four words
at the end of a sentence, nobody outside of this room
necessarily has read. The consuner hears all

busi nesses, but the rule nmeans the ones whose
websites they' ve opened.

M5. CARWLE: Thank you. That is three
m nut es.

MR. TOBIN. Have a good day. Thank you
for your tine.

M5. CARWLE: |If there are any ot her
menbers of the public who'd like to speak at this
tinme, please go ahead by using the raised hand
feature or by using star-nine if you're joining us by
phone. Again, this is for Agenda Item 2.

Madam Chair, |'m not seeing any other
hands raised at this tine.

CHAI R URBAN. Thank you very nmuch. And
t hank you for the public coment that we received on
Zoom as wel | .

Before we nove to the next agenda item
we are going to take a break of about 15 m nutes.
It's 10 or 15 mnutes. Let's cone back at 3:30. |Is
that sufficient for everybody's purposes? kay.
Wonderful. So we will cone back at 3:30, for those

of you on Zoom And thanks again to our speakers and
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to everyone for their attention, questions and
comment s.

(Wher eupon, a short recess was

t aken.)

CHAI R URBAN: Wl cone back, everyone.
Thank you for giving us sone tine to take a break.
W will nowturn to agenda Item Nunber 3, which is an
itemon prelimnary rul emaki ng update and
recommendati ons fromstaff on opt-out preference
signals. So we have been well|l prepared by the
di scussion that we just had. It will be presented by
Philip Laird, the general counsel of CPPA, Lisa Kim
seni or privacy counsel and advisor to the Agency, and
Ri anna Grenda, senior |egal analyst, CPPA. | wll
ask the teamto please go ahead when you're ready and
everyone to turn to the materials in your packet for
this agenda item

But | cannot let this nonent pass w thout
mentioning that we have yet another recipient of the
California Lawers Association Privacy Attorney of
the Year award in the formof M. Lisa Kim So we
really are being advised by the best, and we are very
grateful for it. Please go ahead.

MR. LAIRD: Thank you, Chair Urban, and
menbers of the Board. And actually, to start with
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that point, I'd love to note that, in fact, all four
recipients ever in the history of the Privacy Lawer
of the Year award are in this roomright now. So
we're very, very excited to have a full --

CHAIR URBAN. |'mgetting the [ ast one
t onorrow, so.

MR. LAIRD: Exactly. And furthernore, |
just want to take the opportunity to thank the
speakers this afternoon. W really appreciate them
to taking tinme out of their days to be with us to
present to the Board and staff and the public. |
found it very informative, and | hope you all did as
wel | .

CHAI R URBAN:. Actually, we're going to
break protocol for a nonment, because Board Menber
Li ebert would Iike to say sonething very quick.

MR. LIEBERT: Wow. Terrific program W
all, as a board, decided together to pursue these
I nformati onal hearings where you' re educating us
since you already understand all this. And thank you
so nuch. It was really a terrific program and
really, really appreciate how these are devel opi ng.
They' re excel l ent.

MR LAIRD: Well, thank you. And
conpl enents certainly go to the two to ny right, who
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were very nuch behind thinking through who woul d be
t he appropriate speakers to cover so nuch territory
and so nuch inportant work being done. So to begin,
as a rem nder, at our Novenber 2025 board neeting,
the Board directed staff to begin prelimnary
rul emaki ng on four topic areas. One was opt-out
preference signals, another was reducing friction in
the exercise of privacy rights, a third was notices
and di scl osures, and a fourth was enpl oyee dat a.
Just a few small topics.

Today we wll provide a prelimnary
rul emaki ng update, along with proposed rul emaki ng
reconmmendations related to the first topic, opt-out
preference signals. But to preview for the Board
today, we do plan to present updates to the Board on
our work on both reducing friction in the exercise of
privacy rights and notices and disclosures at the
Board's Novenber neeting of this year, and we are
t hen planned in February to present our prelimnary
rul emaki ng updates on enpl oyee data. So, the |egal
di vi sion has been hard at work carrying out the
direction of this Board, and |'m pl eased that we are
novi ng at a good pace, and plan to have these
presentations to you over the course of the next

several neetings.
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That said, if the Board has any concerns
regardi ng the schedule, we of course wel cone that
feedback. And with that all said, | wll nowturn to
the professionals to ny right, senior privacy counsel
and advi ser Lisa Kimand senior |egal analyst R anna
Grenda, who will wal k you through today's prelimnary
rul emaki ng update and proposed recomendati ons
related to opt-out preference signals.

M5. KIM Geat. Thank you so nuch. So
as nentioned, over the past 10 nonths our OOPS team
our opt-out preference signal team has been
diligently eval uating whether additional OOPS
regul ati ons are necessary and woul d be beneficial to
busi nesses and consuners. So we appreciate the
opportunity to present our recommendations to the
Board today.

This afternoon we're going to wal k you
through three itens. First, we'll provide sone
| evel -setting background on OOPS. Second, we'll
of fer an overview of the prelimnary rul emaki ng
activities our team has undertaken. And finally, we
w |l present our recommendations for the Board's
consideration. See if | can get our slide up.

That said, before we begin, | wanted to

acknowl edge a team nenber who wasn't able to join us
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today. Joe Brown, the Agency's forner fellow,
contributed neaningfully to this work before
conpleting his fell owship and then noving on to
permanent enploynent. So | want to just do a little
shout-out. Joe, if you're watching, we just want to
acknow edge and thank you for your efforts and the
support you provided during this process.

So, starting with the background on
opt-out preference signals. The informationa
session covered sone of this, but we believe it's
| nportant to understand the context of how OOPS cane
about, as we tal k about recommendations. As set
forth in the regulations, "The purpose of an opt-out
preference signal is to provide consuners with a
sinpl e and easy-to-use nethod by which consuners
i nteracting with businesses online can automatically
exercise the right to opt-out of sale and sharing.
And through an opt-out preference signal, a consuner
can opt-out of the sale and sharing of their personal
information with all businesses they interact with
online, wthout having to make individual requests
W th each business." So opt-out preference signals
align very well with our strategic goal of allow ng
consuners to exercise their rights at scale and in a

si npl e and easy way.
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Now, as Professor Zi meck previ ewed
earlier, opt-out preference signals were part of the
very first iteration of the CCPA regul ati ons wel |
before the CPRA cane out, and al so before the Agency
was created. In August 2020, the attorney general
adopted a forward-1ooking regulation to treat as a
valid request to opt-out a user-enabled d oba
Privacy Control, such as a browser plug-in or privacy
setting, device setting, or other nmechani smthat
comruni cates or signals the consuner's choi ce.

In response to that regul ation, a group
of privacy researchers, including Professor Zi mreck
and our fornmer executive director Ashkan Soltani,
devel oped what becane known as the @ obal Privacy
Control, which was later introduced at the Wrld Wde
Wb Consortium WBC, in Cctober 2020. A nonth |ater,
California voters voted on CPRA. In early 2021, the
attorney general publicly confirnmed that GPC net the
CCPA's requirenments for a user-enabl ed opt-out
mechanism And then a year and a half later, in
August 2022, the AG announced its first CCPA
settlenment, with Sephora, which included allegations
t hat Sephora had failed to honor GPC. Now, CPRA
amendnents to the law went into effect shortly after

that, using the term OOPS instead of gl obal privacy
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control s.

And so, to clear up any confusion between
t he CCPA regul ations and the CPRA' s new anendnents to
the aw, the Agency adopted regul ati ons t hat
reiterated the requirenents set forth in the original
CCPA reqgul ations to ensure consi stency between the
old and current regulations. After that, enforcenent
of OOPS requirenents and the GPC has conti nued
steadily by both the AGs office and Cal Privacy.
Heal t hl i ne, Tractor Supply, PlayOn Sports, and nost
recently Disney all involved businesses who failed to
honor GPC. And then nost recently, the legislature
passed AB566, an Agency-sponsored bill requiring
browser devel opers to offer OOPS functionality. And
that laww Il go into effect in January 2027.

Now, | go through this background because
| believe it helps illustrate how OOPS has grown over
time, and it provides a hel pful foundation for
understanding the prelimnary rul emaking activities
we carried out next. And I'mgoing to turn the
presentation over to R anna Grenda, the senior |egal
anal yst on our OOPS team who will wal k you through
t hose.

M5. GRENDA: Thank you, Li sa.

Good afternoon, nenbers of the Board and
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menbers of the public. | amgoing to wal k us through
sonme of the work that our team has done up to this
poi nt, work that has hel ped i nform our
reconmendations that we're going to go over later in
this presentation.

Part of our prelimnary work included
st akehol der outreach. This included engagenment wth
our partners, including the Attorney General's
Ofice, our own enforcenent team as well as our
| egi slative division. W also drew on the expertise
of our technol ogi sts, who unpack the technically
conpl ex parts of opt-out preference signals, or QOOPS,
and we found their insights to be very valuable. W
al so engaged with the business comunity, consumner
advocat e organi zations, as well as academ cs and
t hought | eaders. Overall, these conversations hel ped
us better understand operational realities with
opt-out preference signals and consuner protection
concerns.

In addition to stakehol der engagenent, we
conducted our own research. W conpleted a
state-by-state survey of all adopted and pendi ng
uni versal opt-out nmechanismlaws to identify trends,
comon approaches, and areas of divergence. W also

reviewed a wide set of materials, including academ c
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studi es, white papers, news reports, related

| egi slation, and we al so closely exam ned the AG s
rul emaki ng package on SB976, the Protecting Qur Kids
from Soci al Media Addiction Act, particularly the age
verification conponents.

Lastly, we did an in-depth review and
anal ysis of the comments that were submtted to us
during our prelimnary witten coment period. Wich
brings ne to the next couple of slides, where | wl|l
briefly summarize the witten comments that we
received. So we received 43 witten coments,
totaling 376 pages. These comments related not only
to our teams work, but also the reducing friction
group's work. These commenters represented business
and trade organi zati ons, consuners and consumner
advocat e organi zati ons, data brokers, authorized
agents, academ cs, and legal practitioners. The
diversity of this input really hel ped us identify
areas of alignnent, areas of tension, and where
further clarification or direction nmay be needed as
we nove toward rul emaki ng.

On this slide, you wll see a high-Ievel
summary of the thenes that we saw across the witten
comrents. W received a wde variety of coments.

Sonme were very substantive, others were | ess rel evant
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to the rul emaking. For exanple, a few conpanies did
tal k about their own privacy products, and sone
commenters raised concerns about the underlying | aw
rat her than the regul ations thenselves. But when we
filtered through all of the comment subm ssions,
there were a few thenes that energed, and those are
refl ected here.

One mpj or thene involved issues with
processing GPC, including how it applies to
pseudonynous profiles, known consuners, and
situations where GPC conflicts with a user's privacy
settings. Another recurring thenme was timng issues,
such as when GPC interacts with the firing of
cookies. W also saw interest in recognizing
addi ti onal nechanisnms or signals as OOPS. Sone
comment ers enphasi zed the need for
conpetition-neutral safeguards in applying OOPS
uni formy, which would largely require statutory
revisions to balance third-party versus first-party
data rights. There were also a fewitens that only
cane fromone or two comenters, such as Al handling
of GPC as well as age-signal interoperability. These
weren't widely raised, but they are worth noting as
energi ng i deas that nay becone nore prom nent over

time. Overall, this feedback hel ped us identify
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wher e stakehol ders are aligned, where there's
confusion, and where additional clarity my be needed
as we devel op regul ati ons.

(kay, and now |'m going to go ahead and
hand this back to Lisa Kim who wll wal k us through
t he recommendati ons that we are considering.

M5. KIM Ckay. The fun part. Based
upon our work, staff have four recommendations for
the Board, and they are: First, explicitly
I dentifying GPC as an OOPS; nunber two, including
exanpl es clarifying how OOPS applies to pseudonynous
profiles; third, requiring the reporting of OOPS
metrics; and four, including exanples clarifying
timng issues regarding GPC and the sale and shari ng
tracki ng technol ogies we see in the marketpl ace.

So I'lIl start with the first one,
explicitly identifying GPC. Qur first recommendation
Is that the Board explicitly identify GPC as an
exanple of an OOPS. As the history we covered
al ready shows, GPC has functioned as an OOPS since
the earliest iterations of the CCPA reqgulations. So
I ncl uding GPC by nane in the regulation would refl ect
its established role over the years, while al so
rei nforcing existing enforcenent standards and

supporting the ongoing work of the attorney general
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as well as the enforcenent division of Cal Privacy.
In addition, explicitly identifying GPC would help
support consistent inplenentation across states with
uni versal opt-out requirenments. As you may know, 13
ot her states have passed legislation related to
uni versal opt-out nechani snms, and several of those
states include | anguage requiring their own QOOPS or
uni versal opt-out nmechanisns to align with simlar
tools that are recogni zed under other federal -- or
state laws. So for us to clarify in California
regulations that GPC is a valid OOPS woul d actually
make it easier for other states to recognize GPC as
meeting California' s standard, and therefore
ultimately pronote greater uniformty and reduce
conpl i ance chal | enges t hroughout the country.

Qur second recomendation is that the
Board consi der addi ng exanples illustrating how OOPS
applies to pseudonynous profiles. Wile the
regul ations already explicitly nmake cl ear that OOPS
applies to pseudonynous profiles, the infornmational
session highlighted that many busi nesses are still
not neeting this requirenent, and there are areas for
further guidance. |In addition, several witten
comments have al so requested further guidance. So

staff recomends addi ng an exanpl e that highlights
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the normati ve standard denonstrated in the D sney
matter, particularly with respect to tracking

t echnol ogi es used for cross-context behavi oral
advertising. Wen a business associ ates consuner
data across devices and identifiers for advertising
purposes, it should apply the opt-out wth the
corresponding breadth. | think that's the npbst basic
exanple we can start off with. Providing an exanple
will offer additional clarity for businesses. It
woul d reinforce the existing normative standard
reflected in the Disney matter, and it would al so
respond to commenters' requests for guidance.

I mportantly, framng it as an exanple rather than a
new rul e woul d underscore how this is already part of
existing law, and it would avoid constraining current
or future enforcenent efforts.

To our third topic, as you know, current
regul ations require businesses that process the
personal information of at least 10 mlIlion consuners
to annually disclose in their privacy policy nmetrics
regardi ng the CCPA requests that they receive,
respond to, etc. So these netrics include requests
to opt-out of sale and sharing. Staff recomend two
anendnments to this provision. First, we recommend

requiring businesses to specify how nany opt-out
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requests were submtted through OOPS, including those
initiated via GPC. And second, we reconmend
replacing the existing 10-m|lion-consuner reporting
threshold with a standard that applies to any

busi ness whose processing of personal information
poses a significant risk to consuner security or
privacy. As you may recall, that is the explicit
standard that would trigger a cybersecurity audit or
ri sk assessnent.

The benefits of these changes are
three-fold. First, they would strengthen consuner
trust by providing a single and consistent |ocation
in the privacy policy where consuners can confirm
| ar ge-scal e conpliance with OOPS-based opt - out
requests. Second, they woul d assist enforcenent
efforts by making key CCPA netrics easily accessible
for corroboration by regulators and the public. And
third, they apply CCPA reporting obligations to all
busi nesses whose processing activities present
significant security and privacy risks, as reflected
by their inclusion in the mandatory cybersecurity
audit and risk assessnent requirenents, thereby
aligning reporting wwth the CCPA's ri sk-based
appr oach.

To the extent that the Board is concerned
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with the cost to businesses for conplying with these
two provisions, our prelimnary estimtes, draw ng
upon the cybersecurity audit and risk assessnent

anal ysis that we did previously, would indicate that
the burden is relatively nodest. This is because
busi nesses are already required to keep records of

t he CCPA requests that they receive and how t hey
respond to themfor at |east 24 nonths, and all

busi nesses are required to update their privacy
policies on a yearly basis. So, under a conservative
assunption that all businesses subject to CCPA woul d
have to now publish their netrics, the total
estimated cost is roughly around $1.53 mllion. This
figure reflects half an hour of adm nistrator or

devel oper tine, at a blended rate per hour, to update
their website disclosures. Wile this estimte nay
need to be refreshed to account for current wage

| evel s and updated business counts, it is likely
over st at ed, because nmany busi nesses are al ready
providi ng these disclosures on their website.

Finally, our last recommendati on concerns
timng issues. The CCPA regul ati ons nake cl ear that
busi nesses nust stop selling and sharing personal
I nformation as soon as feasibly possible after

recei ving a consuner's opt-out request, and no | ater
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t han 15 business days. |In addition, if a business
continues to sell or share personal infornmation
during the period before it fully processes the
request, it must notify all third parties that
received that information so those sal es and shares
can be renedied. So, this framework applies equally
to online environnments, where sales and sharing of
personal information often occur wiwthin mlliseconds
of a page |oading or cookie firing, as highlighted
during the informational session. However, nmany

busi nesses do not check for GPC before depl oying
their tracking technologies that sell or share
personal information. This results in non-conpliance
wi th both OOPS obligations and the timng

requi renents already set forth in the regul ati ons.
Several commenters, including privacy attorneys,
consent managenent platforns, and industry
participants, have raised simlar concerns during the
public comrent period.

So accordingly, staff recommend addi ng an
exanpl e that denonstrates proper conpliance,
specifically detecting and honoring GPC before
depl oyi ng cooki es or other tracking technol ogi es that
sell or share personal information. @ ven the speed

at which online sales and shares are occurring,
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detecting and honoring OOPS at the outset is both
feasible and essential. O herw se, businesses risk
I medi ately selling or sharing personal information
and later facing the difficult and inpractical task
of attenpting to renedy those disclosures under the
regul ation, section 7026(f)(2). So providing this
clarification through an exanple, rather than a new
regul atory anmendnent, ensures that the Agency does
not inadvertently suggest that the existing lawis
uncl ear, or underm ne current or future enforcenent
actions. And to be clear, this exanple would reflect
exi sting requirenents. The exanple sinply offers
addi ti onal guidance to hel p businesses conply.

So together, these four reconmendati ons
are intended to address issues raised by the public,
to provide clear guidance to businesses, and to
strengthen conpliance with existing |aw and reinforce
the effectiveness of OOPS as a tool for consuners.
Wth that, |I'm happy to hear your thoughts and any
guestions you may have.

CHAI R URBAN: Thank you, Ms. Kim Thank
you, Ms. Grenda. That was both -- that was very
cl ear and hel pful. Thank you bot h.

Does staff recommend that the Board take

action today to direct staff to develop the materials
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to be ready to commence a formal rul emaking in our
next neeting? |Is that the process-based
recommendat i on here?

M5. KIM | think the process woul d be
to, yes, direct us to get ready to engage with fornal
rul emaking. O course, once we have draft |anguage
and text, that would cone back to the Board for the
Board to review and finally approve.

CHAIR URBAN. Yes. But staff are ready
to go ahead and prepare the draft |anguage, the
initial statenment of reasons, and so forth for the
Board to consi der.

M5. KIM Yes.

CHAIR URBAN. Ckay. Right. | just
wanted to be sure we all knew what we were thinking
about from a process perspective as we go into any
comments or questions fromthe Board.

Are there any?

Board Menmber Hamer ?

M5. HAMER  Yeah. Thank you. It was a
very clear presentation. There we go. Thank you for
a very clear presentation. One of the itens in the
summary was Al handling of GPC. So was there a
t hought given to that, because that's going to be

kind of |ike a |landslide at sone point, and | think
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it'd be good to get ahead of it?

M5. KIM Yes. Thank you for that
question. W did think through and consi der whet her
or not that topic was right for consideration for
rul emaki ng or regulation, in particular. | think we
need sone additional tinme to truly understand how
that Al or agentic Al works on a high level. | think
what we see in the marketplace right nowis not -- is
nore wwth regard to browsers having Al features that
go and search for information and then summari ze and
provide to the consuner. So the consunmer's actually
not goi ng anywhere. They're staying within that
platformdiscussion. And in light of that, we still
need to do nore factual understanding as to how our
| aw applies to that factual scenario and whether it's
appl i cabl e here.

But that said, it's certainly sonething
that we're carefully watching and engaging with and
t hi nking through. | would say at this tine, we don't
think it's right for a regulation at this nonent.

MR LAIRD: And I'Il just bolster that to
say. One thing we kind of kept com ng back to is,

t he beauty of CCPA is how agnostic it is to the
technology it's potentially regulating. And so in

many regards, | think we al so thought through this,
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and you cone back to, well, the rules as witten
apply sort of regardless. You know, a devel oper of

Al technol ogy, you know, a business you engaged to
use Al technology still has -- is obliged by the sane
opt-out requirenents of sale and sharing as any other
busi ness. And so in sone regard, | think to M.
Kims point, what we're waiting to observe is if
there is an alternative use that somehow brings into
guestion exactly how those rules apply. But
otherwise, we also think there's sone sinplicity here
t hat busi nesses should be able to translate on its
face. Sinmply put, they cannot sell or share your

personal information, whether it's through an Al tool

you are using on -- through themor otherw se, if
you're given that signal -- if you've given that
di rection.

CHAI R URBAN:. Thank you.

Pl ease, do you have follow up, M. Haner.

M5. HAMER  Per haps even an exanpl e being
added mght help clarify that it actually does apply,
because | doubt that developers think it does. |
think a lot of the |anguage is specific around
browsers, and we have sone issues around ot her types
of devices and smart devices. And Al is already

doi ng things, probably, that are contrary to what --
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t hat they shoul d be doi ng.

MR. LAIRD: Yeah. That's absolutely
hel pful feedback. And | don't disagree that belt and
suspenders is al so hel pful always when it cones to
regulation. So | nean, | think it's certainly
sonet hing we could explore at the staff |evel
further, even if we feel like it's a restatenent of
plain nmeaning of the law. | take the point
certainly, that that doesn't hurt and could help nore
conpl i ance.

CHAI R URBAN: Thank you.

Board Menber Liebert?

MR. LI EBERT: kay. Thank you. |'m
| ooki ng at our wonderful website privacy. CA gov. And
| see sone great hel pful information on how Drop
works. And |I'm wondering if we shoul d consider doing
sonmething simlar in regards to OOPS and GPC t hat,
you know, educate -- we have sone actually good
educating materials |I've seen on the site for
busi nesses, but | don't know that we do -- and maybe
l"mjust mssing it -- in regards to consuners.

M5. KIM | think perhaps Tom m ght be
t he best person to respond to this.

MR. KEMP: Yeah. Sure. So we have put

forth about ten privacy tips, and that's one of the
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top privacy tips --
MR LI EBERT: Ckay.
MR. KEMP. -- we have. And then | did a

coupl e bl og posts on that as well. And -- but

really, the big focus wll be in January when the
browser vendors support it. And so we're going to go
really hard. And | think Ms. Wiite will talk nore
about this --

MR. LI EBERT: Ckay.

MR. KEMP: -- tonorrow. So |'m not going
to say anything nore because that's a topic. But
you'll get a good feel for what's happening as it
relates to further pronotion of this directly to
consuners.

And the other thing I'lIl add is, is that
we've built up an incredible mailing list for
newsl etter subscribers. And so this gives us a great
opportunity cone January to pronote the fact that now
with all these major browsers, here are the specific
directions that you can use to turn it on.

So in summary, content does exist. |
think we al so created a video for consuners as well.
But the big push will happen cone January.

MR. LIEBERT: And that content, then, it

sounds |like, will be put on the website, as well.
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MR. KEMP. Ch, absolutely. There is
content now under the privacy tips. Also, if you
| ook at the senior scamrers, we are teaching senior
citizens howto turn that on as well when we do those
events. And so it's been integrated. It's one of
our top -- the easiest one is Drop. The second
suggestion that we have is to turn on OOPS. And so
t he thought process is, if you spend 5, 6, 7 mnutes
on Drop, you spend 30 seconds. If it's a browser
t hat supports it, or you download a third-party
ext ensi on, maybe you spend another m nute or two.
And that's kind of the 20/80 rule that you get a | ot
of great coverage with third parties with Drop, and
then the opt-out of sale and sharing with first party
interactions as well. But it really makes sense cone
January, when we can explicitly tell people on
Chrome, go to this, this, this. Sane thing with
Safari, same thing with Edge. And so we will be very
prescriptive, and that will be a big focus of our
canmpai gns cone January.

CHAI R URBAN:. Thank you. Additional
coments or questions?

Al right. So maybe this w Il pronpt
some or maybe not. So taking into account the

substanti ve recommendations fromstaff and what |
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understand the process to be, I will request a notion
to direct staff to prepare all docunments and
materials necessary to open formal rul emaking for the
regul atory changes staff recomended today and in
alignment with today's discussion, and to bring draft
text inplenenting those recommendati ons before the
Board, again, before conmencing the 45-day public
comrent peri od.

M. Laird, did | cover the necessary?

MR. LAIRD: Yes. Perfect.

CHAIR URBAN. kay. Geat. So that wll
be the nmotion | wll request. And at this point, |
would like to ask if there's any public comments on
this item

M5. CARWLE: This is for Agenda Item 3,
Prelimnary Rul emaki ng Update and Reconmendati ons on
Opt-Qut Preference Signals. |If you d like to nmake a
comment at this tine, please raise your hand using
the raised hand feature or by pressing star-nine if
you are joining us by phone. This is for Agenda |tem
3.

Madam Chair, |'mnot seeing any hand
raised at this tinme.

CHAI R URBAN:. Ckay. Thank you, M.
Carwi | e.
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And with that, | wll request fromthe
Board the notion as stated. |s anyone ready to nake
t he notion?

M. Liebert nmakes the notion. |s there a
second?

M5. OZER:  Second.

CHAI R URBAN. Thank you. | have a notion
on the table and a second notion from M. Liebert,
second from Ms. Qzer.

Ms. Carwi|le, would you pl ease conduct the
roll call vote?

M5. CARWLE: Yes, thisis aroll call
for the notion as stated by the Chair.

Board Menber Haner?

M5. HAMER  Aye.

M5. CARWLE: Board Menber Liebert?

MR LI EBERT: Aye.

M5. CARWLE: Board Menber Mactaggart?

Board Menber Ozer?

M5. OZER  Aye.

M5. CARWLE: Chair U ban.

CHAI R URBAN:. Aye.

M5. CARWLE: Madam Chair, you have four
yeses and one not voting.

CHAI R URBAN: Thank you very nuch, M.
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Carw |l e. And thanks everyone on the Board and of
course, to our wonderful staff for that very
t houghtful and efficient presentation. The notion
has been approved by a vote of four to zero.

W will now nove on to Agenda |Item 4,
whi ch is Discussion and Possible Action to Anend
Regul ati ons Section 7500 Conflict of Interest Code,
| ncl udi ng Possi bl e Adoption of Proposed Text. You
have materials before you with the proposed text.
And as a rem nder to the Board, we discussed this in
our |ast neeting. This is bringing our legally
required conflict of interest code up to code,
because we now have about 70/ 75 people. And when we
first adopted it in our very first board neeting, we
had none. And anticipate an executive director and
sonething. So to cast you back into what we have
al ready discussed. That's what's up today.

And | will ask M. Laird, who's going to
present this, to go ahead.

MR. LAIRD: Thank you, Chair Urban. And
| agree, this should be a relatively quick
di scussion. This, if this looks famliar, it's
because it's the exact sane text you saw at our | ast
neeting, but that was to get your approval to begin

the comment period. W have since held the coment
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period. W received no coments fromthe public
during that tine. W did nake the edit that Ms. Ozer
poi nted out -- there, the extraneous 'that' has been
renoved. And at this point we are asking for your
adoption of these anendnents. And the process, just
for your awareness, would be: |If you adopt, then
it'll go back to the Fair Political Practices
Comm ssion for their final approval, and then be
filed and take effect within 90 days of its filing
with the Ofice of Adm nistrative Law

CHAI R URBAN: Thank you very nuch,
M. Laird. Any Board questions or comments on this?

Al right. And then | will request the
notion to adopt the conflict of interest code
anendnents as proposed and to direct staff to take
all steps necessary to conplete the rule naking
process, including filing the final rul emaking
package with the O fice of Admnistrative Law, the
anmendnent of any docunents within the rul emaki ng
package other than the text of the rules as necessary
to ensure clarity, accuracy, and conpliance with the
Adm ni strative Procedures Act, and authorizing the
executive director to nake any non-substantive
changes to the proposed regul ations, and to further

aut horize staff to wthdraw the rul emaki ng and
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file -- in whole or in part -- in consideration by

the Ofice O Admnistrative Law at any tine if in
their opinion, the legal risks associated with

di sapproval of these regulations warrant further
consideration by the Board. That wll be the notion
that | wll request in case you were wondering, which
|"msure you were not. | had that one witten down.

And | wll ask if there's any public
coment .

M5. CARWLE: This is for Agenda Item 4,

Di scussi on and Possi ble Action to Arend Regul ati on
Section 7500 Conflict of Interest Code, Including
Possi bl e Adoption of Proposed Text. |If you'd like to
make a comrent at this tinme, please raise your hand
using the raised hand feature or by pressing
star-nine if you're joining us by phone. This is for
Agenda |tem 4.

Madam Chair, |'m not seeing any hands
raised at this tinme.

CHAI R URBAN: Thank you, Ms. Carw | e.

In that case, may | have the notion as
stated? Thank you. | have a notion from Ms. Haner.
May | have a second?

MR. LI EBERT: Second.

CHAI R URBAN: Thank you. The notion as
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stated is made by M ss Haner, seconded by M.
Li ebert, Ms. Carwile, would you pl ease conduct the
roll call vote?

M5. CARWLE: Yes, thisis aroll call
for the notion as stated by the Chair.

Board Menmber Hamer ?

M5. HAMER  Aye.

M5. CARWLE: Board Menber Liebert?

MR LI EBERT: Aye.

M5. CARWLE: Board Menber Mactaggart?

Board Menmber Ozer?

M5. OZER  Aye.

MS. CARWLE: Chair U ban.

CHAI R URBAN:  Aye.

M5. CARWLE: WMadam Chair, you have four
yeses and one not voting.

CHAI R URBAN:. Thank you very nuch. The
notion has been approved by a vote of four to zero.
| thank the staff for all your work to keep us up to
date and everyone for nmaking their disclosures, so
the public is able to judge what we are doi ng by
t hose di sclosures. Very nuch appreciated. And thank
you for the efficient process today. Thanks again to
our speakers who, again, were incredibly informative

and hel pful. And to the team who put together the
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i nformati onal session for us. W have found these
very valuable. And as M. Liebert suggested earlier,
| think we're very nuch | ooking forward to the others
as well. Before we end for today and start back
tonorrow, | believe our executive director, M. Kenp,
has sonething to say.

Ckay. M. Laird?

MR LAIRD: | think we were just going to
note, knowing that it's a full agenda tonorrow, |
didn't know if the Board wanted to consider taking

any of the itens for tonorrow, specifically,

potentially future agenda itens. W could still wait
till tonmorrow as well, but.
CHAI R URBAN:. Ckay. Yes. | was trying

to be kind, but it does nean being nean tonorrow. So
| will ask the Board what their preference is.

Wul d you |like to discuss future agenda
itenms now, or would you like to wait until tonorrow?

M5. HAMER | would prefer to wait until
tonorrow for one.

CHAIR URBAN. Ckay. Al right. In that
case, let's go ahead and be in recess until 9:00
t onorrow nor ni ng, August 7th, when we will continue
W th the agenda as posted on our website and here in

San Francisco. Thank you all very nuch. The Board
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(End of audi o recording.)
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 1                       *PROCEEDINGS*

 2

 3              CHAIR URBAN:  Good afternoon.  Welcome to

 4   the California Privacy Protection Agency's

 5   Informational Board Session and Board Meeting.  We

 6   will be holding these over the course of today,

 7   August 6, 2026, and tomorrow, August 7, 2026.

 8              We are meeting in San Francisco and in a

 9   hybrid format.  So as you can see, three of my fellow

10   board members are here in person along with members

11   of the Agency staff.  And Board Member Alistair

12   Mactaggart will likely join us remotely for part of

13   the meeting, but is not here right now.  So welcome

14   everyone.  And I'm pleased to be here with everyone

15   in person and the many of you joining us on Zoom.

16              Before we get started with the program, I

17   have a few reminders.  Please make sure your

18   microphone is muted when you're not speaking.  If

19   you're here in person at the CPUC, please silence

20   your cell phone to avoid any interruption.  And

21   importantly, please do you note that this meeting is

22   being recorded.

23              CPU staff are also present in person, and

24   we continue to offer the public the opportunity to

25   watch and participate today -- in today's meeting
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 1   virtually.

 2              Both days of the -- this meeting of the

 3   Board will follow the Bagley-Keene Open Meeting Act

 4   as required by law.  All of the agenda and all

 5   supporting materials are available here in San

 6   Francisco and also on the CPPA website.  You may

 7   notice board members accessing devices such as

 8   laptops or tablets or other devices during the

 9   meeting.  They are using these devices solely to

10   access board meeting materials.

11              The Board welcomes public comment, and I

12   will call for it this afternoon at the end of our

13   informational program and after other agenda items as

14   we move through the agenda later today and tomorrow.

15              Please do note the general rules for

16   public comment.  Each speaker will have up to three

17   minutes to make their comments. Under the Bagley-Keene

18   Open Meeting Act, both board members and members of

19   the public may only discuss items that are listed on

20   the agenda.  And for this afternoon's program, that

21   means that public comment should relate to the topics

22   discussed in the program and be limited to the topic

23   on which I have called for public comment.  Members

24   of the public will have the opportunity to comment

25   either in person or via Zoom.  I will provide more
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 1   detail about participation when we reach the time for

 2   public comments at the end of the speaker program

 3   today.

 4              Please note that the hybrid format does

 5   create some technical complexities.  And please bear

 6   with us if we experience any technical issues.  If we

 7   do, we will pause the meeting to address them as

 8   needed.  If you're attending remotely and you

 9   experience an issue like the audio dropping, please

10   let us know by emailing us at info@CPPA.CA.gov.  That

11   is India, November, Foxtrot, Oscar, at CPPA, for

12   California Privacy Protection Agency, dot CA, dot

13   gov.  That inbox will be monitored throughout the

14   meeting, and we will address any technical issues

15   that arise.  We will pause the meeting if it is

16   affecting the Zoom participation.

17              We'll take breaks as needed.  I will

18   though be moving things along, as we have a very rich

19   program today.  My many thanks to the Board members

20   for their service and everyone helping to make

21   today's meeting possible.  My special thanks to

22   Executive Director Tom Kemp and Phillip Laird, our

23   general counsel, who are serving in their capacities

24   with us today, and to all of our speakers who will be

25   providing this with -- edifying information at our
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 1   informational session.

 2              Again, we are at the California public

 3   utilities commission in San Francisco, and we greatly

 4   appreciate the CPC team for their hospitality and not

 5   only allowing us to use their auditorium, but

 6   providing assistance -- technical assistance with the

 7   AV system today.

 8              I'd like to thank and welcome our

 9   moderator, Ms. Serena Carwile, and ask her to please

10   conduct the roll call.

11              MS. CARWILE:  Board Member Hamer?

12              MS. HAMER:  Present.

13              MS. CARWILE:  Board Member Liebert?

14              MR. LIEBERT:  Present.

15              MS. CARWILE:  Board Member Mactaggart?

16              Board Member Ozer?

17              MS. OZER:  Present.

18              MS. CARWILE:  Chair Urban?

19              CHAIR URBAN:  Present.

20              MS. CARWILE:  Madam Chair, we have four

21   present and one absent board member.

22              CHAIR URBAN:  Thank you, Ms. Carwile.

23   The Board has established a quorum.

24              Before we begin the substance of today's

25   meeting, I'll take a moment to explain the format for
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 1   the informational session.  The objective of this

 2   format is to allow the Board and the public to learn

 3   about topics that are relevant to the Agency's work.

 4   This afternoon's informational session is an overview

 5   of the history, laws, and technology between opt-out

 6   preference signals.

 7              I want to emphasize that the views

 8   expressed by our guest speakers are their own.  They

 9   should not be taken as the views of the Agency or the

10   Board.  And I will introduce each speaker with a

11   brief biography before their presentation.  Speaker

12   biographies and any slides are posted on our website

13   and are also available here in San Francisco at the

14   back of the room.

15              We'll give approximately 20 minutes for

16   each speaker and take about ten minutes for the Board

17   to ask questions.  Once we've moved through all four

18   speakers, I will also open it up for public comment.

19   And just so you know, some of the east coast speakers

20   may not be able to stay the whole time, so please be

21   aware of that.  We will now proceed to the first

22   informational session of the day.

23              Our first presenter is Sebastian Zimmeck,

24   who's an Associate Professor of Computer Science at

25   Wesleyan University.  And he'll be speaking on the
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 1   background and development of the Global Privacy

 2   Control.  Dr. Zimmeck is an Associate Professor of

 3   Computer Science, in where he directs the privacy

 4   tech lab.  His research focuses on the intersection

 5   of information privacy, security, and law, leveraging

 6   AI and program analysis techniques to bridge the gap

 7   between system behavior and legal requirements.

 8              He's a cofounder of the Global Privacy

 9   Control of Web standard, and Dr. Zimmeck leads the

10   technical alignment efforts, assuring that software

11   systems are structurally compliant with applicable

12   laws.  He holds a PhD and an MS in Computer Science

13   from Columbia University and a JD and PhD in Law from

14   the University of Kiel in Germany.  His perspective

15   is informed by his background as a former attorney at

16   Fresh Field and a Google research fellow at the

17   Berkeley Center for Law and Technology.  Dr. Zimmeck

18   advises government regulators and technology

19   companies.

20              Welcome, Dr. Zimmeck, and I will turn

21   things over to you.

22              DR. ZIMMECK:  Yeah.  Thank you so much

23   for the invitation.  It's a pleasure to be here.  And

24   I have prepared some slides, so I will share my

25   screen.  And then I will talk for about 20 minutes,
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 1   and then there should be a ten-minutes Q and A.  So

 2   let's get started.  Okay.

 3              So I'll be talking about the background

 4   and development of Global Privacy Control, what it

 5   is, how it works, how it has evolved.

 6              And, you know, to start out, okay, we

 7   have a problem with opting out.  And, you know, one

 8   of the things that actually helped us tackle this

 9   problem is the California Consumer Privacy Protection

10   Act.  And, you know, here, you see some of, you know,

11   the different banners that people, you know, saw over

12   the last couple of years and are still seeing.  So

13   here, you see, you know, as a user, I need to look at

14   the GDPR, US state law, Switzerland.  I see here a

15   privacy notice with 1,255 technology partners to

16   share my data with.  And this is just too much.

17              So we want to have a simpler way of

18   exercising your right to opt-out under the CPPA.  And

19   the Global Privacy Control is that simpler way.  It

20   is the mechanism so that people can exercise their

21   opt-out right under the CCPA.  Imagine it as a little

22   robot that is, you know, automatically pushing the

23   opt-out button when you visit a website.  So instead

24   of clicking a link or clicking a banner, you just

25   visit the website you have.  Before you do that, set
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 1   your browser to send a GPC signal, and then that

 2   happens automatically.  You can opt-out for all sites

 3   or just some.

 4              This is also not only for websites, but

 5   also for mobile ads, for IOT, basically for every

 6   system where the web is the underlying communication

 7   platform.  So the mobile ads that you see, that you

 8   use, also have ads, and those are also web based.

 9   And so people should also be able to opt-out on

10   mobile ads.

11              Now, maybe some of you will think, "Well,

12   wait a minute.  Don't browsers have 'do not track'

13   already?"  And so what I'm showing here is a

14   screenshot of the latest Google Chrome.  And it's

15   very small at the bottom, there is actually sent a

16   "do not track" request.  And so we have this new

17   signal that I just mentioned, Global Privacy Control.

18   And then we have still this "do not track" setting.

19              So what's the difference?  The difference

20   is that "do not track" was based on an older law.

21   It's called the California Online Privacy Protection

22   Act.  And if you look here under number five, the

23   third paragraph, it requires to disclose how the

24   operator responds to web browsers' "do not track"

25   signals.  I say it again.  It says, "disclose how the
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 1   operator responds."  So it actually does not say that

 2   you have to comply.  You just have to disclose what

 3   you do.  And that's a pretty dramatic difference to

 4   the CCPA that actually requires compliance.  And so

 5   that's the difference to "do not track."

 6              And so in 2020, with my collaborators, I

 7   started working on Global Privacy Control.  And

 8   that's also a standard at the World Wide Web

 9   Consortium.  Or more specifically, it is a draft

10   standard.  It's not yet finalized, but, you know,

11   we're on good -- we're making good progress there.

12   And it is also supported by the National Science

13   Foundation.  And coincidentally, I can say just

14   yesterday, I received, you know, the official

15   approval that the National Science Foundation will

16   continue to support GPC until 2030.  So we have a new

17   grant, and I'm happy to, you know, continue this

18   work.

19              And as you can see here, how did it all

20   start out?  It started out with the attorney general

21   tweeting that GPC is the mechanism that is required

22   to be respected for the opt-out right under the CCPA.

23   Some people at the time called it regulation by

24   tweet.

25              It is now more elaborate, this
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 1   regulation.  So we have now the official regulations

 2   here that you can find on the CPPA website.  And here

 3   in this section, for example, it talks specifically

 4   about the opt-out preference signals.  And the third

 5   paragraph here, as you can see, it says, "The

 6   business shall treat the opt-out preference signal as

 7   a valid request to opt-out of sale/sharing submitted

 8   pursuant to" this civil code section.

 9              And we have seen enforcement actions.

10   Here, against Sephora for not respecting GPC signals.

11   We also have seen actions from the CPPA here just

12   earlier this year against youth sports media company,

13   PlayOn Sports, that did not respect GPC signals.  And

14   so this is very good.  Without enforcement, you know,

15   it wouldn't work so well.  And the regulatory

16   authorities in California are really at the forefront

17   of enforcing this.

18              They often work together with two other

19   states, my home state, Connecticut, and also

20   Colorado.  And we have actually also recently seen

21   many more states joining these investigative sweeps.

22   So I think we will see much more in the next month

23   and years.  There is the California Consumer Privacy

24   Act, the Colorado Privacy Act, the Connecticut Data

25   Privacy Act, New Jersey Privacy Act, and the Oregon

0013

 1   Consumer Privacy Act for which it is explicit that

 2   GPC is required.  There may be more laws where it is

 3   required, but these, definitely GPC applies.

 4              And there are different approaches that

 5   the states take.  So in California, we have a

 6   statute.  We have the CCPA, and then we have

 7   regulations that spell out in more detail how to

 8   respect privacy preference signals.

 9              In Colorado, we also have a statute and

10   regulations.  And then we have a Universal Opt-Out

11   List.  So that is sort of -- you know, you can apply.

12   You have a signal.  And then if it satisfies the

13   requirements of the regulations, you know, it will be

14   on this opt-out list and will also be required.  And

15   GPC is, at the moment, the only signal.  But I

16   remember when the opt-out list came out, we actually

17   submitted also the app, you know, tracking framework

18   of Apple.  We took the liberty to do it on behalf of

19   Apple, but it was not recognized at the time.

20              And then we have a Connecticut with --

21   which has a statute and then informal guidance how to

22   respect GPC.  So for example, on websites of the

23   state, frequently asked questions, and so on and so

24   forth.  So there are these different ways of how, you

25   know, states conveyed this information and how they
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 1   approached this.

 2              Now, I'm talking about states here.  One

 3   important thing to note is that, you know, these are

 4   state laws.  We have local laws.  We don't have a

 5   federal law, and we also don't have an international

 6   law.  And so, what does the GPC signal mean in the

 7   different, you know, geographies?  And you know, the

 8   answer is it means what the specific regulator says

 9   it means.  So we have just one setting.  It will be

10   required in all browsers starting next year,

11   according to a California law, an amendment of the

12   CCPA.  And this setting is the same everywhere unless

13   browser makes a specific California browser,

14   Connecticut browser, and so on and so forth, which I

15   -- but then the meaning of that signal will be

16   different depending on where people live, where are

17   the people, you know, using that browser, which law

18   applies to them.  And so while we don't expect it to

19   be dramatically different in the different states in

20   the US, it can be, you know, slightly different.  It

21   can have slightly different nuances.

22              I'm also working with regulators in the

23   EU.  With the EU commission, for example, to bring

24   GPC to the EU.  And so there, we need to do the same

25   mapping that I just said here.  And so under EU law,
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 1   it could mean, for example, withdrawing consent for

 2   behavioral advertising, plus objecting to processing

 3   if the legal basis for the processing is legitimate

 4   interest.  There is a new effort in the EU, it's

 5   called the digital omnibus, to make the EU more --

 6   you know, modernize it.  And so there is an article

 7   that changes the GDPR that also has privacy

 8   preference signals, but it's not clear whether it

 9   will become law or not.  And for the EU, this is also

10   about solving the cookie banner problem.

11              Now, let's talk about that for a moment.

12   Cookie banners and privacy preference signals.

13   What's the difference?  Are they the same?  You know,

14   what's their connection?  And when I talk here about

15   cookies, I don't only mean technically HTTP cookies,

16   but I mean all the tracking mechanisms that are being

17   used, you know, for advertising.  And so, you know,

18   if you look at a different, you know, website, for

19   example, what you see is here.  For example, oh, your

20   browser's Global Privacy Control is enabled.

21   Nonessential cookies have been automatically

22   disabled.  So this is, you know, something that I

23   have seen websites doing.  And I don't have a

24   systematic study on that, but the point here is that

25   when you enable your GPC signal, then websites often
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 1   will at least disable targeting cookies for

 2   advertising, or as in this case here, disable all

 3   non-necessary cookies.  And so that's the connection

 4   between, you know, the privacy preference signals and

 5   the cookies that -- you know, there is this overlap

 6   of cookies that are used for advertising that could

 7   also be a sale or sharing of personal information

 8   under the CCPA.  And so at a minimum, that would need

 9   to be turned off.  And so in that sense, it might

10   also reduce cookie banners.

11              We have some measurements.  We do

12   measurements ourselves.  I'm citing here also

13   something from a colleague.  Enabling GPC initially

14   reduces the number of intractable cookies by 30% on

15   average, with a further 32% reduction possible on

16   subsequent visits by rejecting the banners.

17              We have adoption and various browsers and

18   browser extensions.  So if you use the Brave,

19   Firefox, or DuckDuckGo browser, for example, there is

20   already in the setting of the browser a Global

21   Privacy Control setting.  Also, if you use a

22   different browser, you can use a browser extension to

23   get that GPC setting.  Or starting next year,

24   according to the California up -- meat act, all

25   browsers are required to have a setting for GPC.  And
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 1   we have seen in beta versions of, for example, the

 2   Apple Safari browser that there is already a GPC

 3   setting in there.

 4              Then for the website, they often use what

 5   is called consent management platforms to receive

 6   that signal.  So we're also working with, you know,

 7   most of these -- I think probably all of them,

 8   actually.  I mean, the major ones at least.  And then

 9   there are the sites that, you know, respect the

10   signals.  Here just showing you some -- at least

11   385,000 sites at the moment respect GPC.  But that's

12   lower bound.  It is likely more.  These are only the

13   ones that advertise it, you know, that they do it.

14              We work with privacy and consumer

15   organizations.  So consumer reports, for example, is

16   a major contributor here to Global Privacy Control

17   and then also with regulators.  So with yourself here

18   in California, but also with Colorado and

19   Connecticut, for example.  Here, you just see some

20   sites.  You can go to this website that I'm showing

21   here, and, you know, that's what I was referring to.

22   You know, these are the sites that positively

23   indicate that they respect GPC.  And, you know, just

24   to say a little bit about the technicalities here.

25   So if you go, for example, to the Washington Post and
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 1   you go to this URL, .well-known/GPC.json, then there

 2   is a file that says, we respect GPC.  This is

 3   according to the specification that I mentioned

 4   earlier.  And, you know, here is the specification.

 5   We're working on that.  And the idea is that we want

 6   to build privacy into the structure of the web.  So

 7   this should not be tagged on as, you know -- and, you

 8   know, optional possibility, but rather, it should be

 9   inherent in the web.  And that's the reason why we do

10   this specification effort at the W3C.

11              GPC works in two ways.  As I said, you

12   know, I imagine this little robot that is sending the

13   signal, and that is technically an HTTP header.  So

14   every time you send the request to see, for example,

15   the New York Times website, you transmit also this

16   GPC signal.  The recipient does not need to keep

17   track of this because with every request that you

18   make, you receive the same signal again.  And once

19   you have done that, then there is something called

20   the DOM property, which essentially, you can imagine

21   as a storage in your browser that keeps track on --

22   okay, this browser is opted out.  This browser has

23   turned on GPC.  And that can also be requested by

24   advertisers.

25              As a side note, many advertising networks
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 1   that are integrated on site prefer to get a GPC

 2   signal via the DOM property because it is a little

 3   bit quicker.  They want to know as soon as possible,

 4   can I tailor the advertising here to this user, or do

 5   I show a generic or contextual ad.

 6              A very small background.  Again, GPC

 7   integrates into the current ad ecosystem, which, you

 8   know, isn't perfect.  I would say, you know, it could

 9   be substantially improved.  But, you know, the idea

10   is the following:  The GPC signal will be sent to all

11   first party websites, for example, you know, a

12   publisher like the New York Times or, you know,

13   Netflix, or something like that.  And those have, for

14   ad purposes, integrated ad networks, sometimes also

15   data brokers or social networks.  And then the GPC

16   signal will be transformed into, for example, the

17   IABUS privacy stream or the Google restricted data

18   processing.  And that is, you know, what these third

19   parties are looking for.  And then they opt-out the

20   user.  There's no reason why, you know, these third

21   parties could also, you know, not listen to the GPC

22   signal directly because they receive that as well.

23   But, you know, this is one of the shortcomings of the

24   current ad ecosystem, that, you know, we have to kind

25   of translate the GPC signal into these privacy flags.
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 1   And that's the job of the first party websites.

 2              What we see in general is that there is

 3   an increasing compliance over time.  So what this

 4   graph is intended to show is that for California, the

 5   number of noncompliance site is slightly decreasing

 6   over time.  That is, you know, what we're observing.

 7   And that is also, you know, what we continue to

 8   measure over the next couple of years.  And I think

 9   that's interesting for two purposes.  First, to see

10   where enforcement efforts are necessary, and

11   secondly, if enforcement efforts are effective.  So

12   if we measure that over time, we can answer these two

13   questions.

14              Small note on what we will also do is we

15   also measure what I call here statistical ads.  And

16   so that means, for example, instead of these privacy

17   flag propagation, we also check, for example -- okay,

18   we go to a realtime website and then, you know, put

19   the shirt here in the checkout cart.  And then we go

20   to a different news website and see, okay, are we

21   getting an ad for that same shirt?  And if that's the

22   case, then, you know, that's the sign that we were

23   not opted out despite sending the GPC signal.

24              A few points on the future.  What will

25   GPC mean in the Agentic Web?  So when you use ChatGPT
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 1   or Google, Gemini, or some other artificial

 2   intelligence, how do you opt-out there?  That's the

 3   question we will address in the next couple of years.

 4   Ideally, we want to minimize data from the beginning.

 5   So the signal propagation, oh somebody has opted out.

 6   Now, I cannot use their data, but still sending the

 7   signal is not good.  But that's the current setup of

 8   the ecosystem at the moment.  But we really want this

 9   data shouldn't be shared in the first place.  So

10   that's -- I think what we can also make actually

11   happening in the Agentic Web.

12              The final word, keep it simple.  So keep

13   it simple for people to exercise their right, but

14   also keep it simple for implementers.  I talk a lot

15   with, you know, website owners, and it is often that

16   they want to be compliant.  And when you contact

17   them, they say, "Well, you know, thank you.  We

18   actually, you know, didn't know how to do it."  And

19   -- but, you know, with GPC, we can actually, you

20   know, keep it simple.  It is, you know, as one of my

21   collaborators say, just one line of code that you

22   need to implement.  And so I think a big part of it

23   is keeping it simple for everyone involved.

24              Okay.  That's all I have.  If there are

25   any questions, I'm happy to answer those.
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 1              CHAIR URBAN:  Thank you much -- thank you

 2   very much, Dr. Zimmeck.

 3              Are there questions from the Board for

 4   Dr. Zimmeck?  Okay.  I have Board Member Ozer and

 5   then Board Member Liebert.  Yes.  All right.

 6              Please go ahead, Board Member Ozer.

 7              MS. OZER:  Dr. Zimmeck, I just wondered,

 8   what are some of sort of the big picture questions

 9   you may be thinking about in terms of GPC in the

10   Agentic Web.

11              CHAIR URBAN:  I'll just double down and

12   say that was my question as well.  And I'm also

13   interested in any sort of general technical

14   background you can give us to say how you're thinking

15   about that problem.

16              DR. ZIMMECK:  Yeah.  I would like to say

17   I'm an optimist, and that the opportunity that we

18   have in this new web is actually one where we can

19   improve privacy.  And the reason I think that is

20   because if people move more and more to interacting

21   with their ChatGPT, with their Google Gemini, with,

22   you know, their other AI agent, then this AI agent

23   actually can be a privacy proxy for the people

24   browsing the web.  And this agent can actually be

25   smart about not disclosing data when it's not
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 1   necessary.  And so my hope is to develop GPC not only

 2   into just a signal, but actually into a mechanism for

 3   data minimization.

 4              Because currently, how the ad ecosystem

 5   is set up -- and that's, you know, that's because it

 6   has developed organically -- is that when you

 7   opt-out, you are still sending your data to third

 8   parties.  In many cases, it's just -- it comes with

 9   an op out, you know, with a privacy preference signal

10   telling the third party to not use that data, to

11   delete it when it is incoming.  And so in this new

12   world in the Agentic Web where people, you know,

13   browse the web through their agent, we actually have

14   the opportunity now that the agent says, "Well, I

15   don't actually need to disclose, you know, your email

16   address or even your cookie identifier.  I can omit

17   that."

18              And on the technical way, how to make

19   that happen, the current idea that we are at the

20   moment following is that there are Agentic protocols.

21   So just like there is -- you know, I told you about

22   the GPC specification on the web, there is a protocol

23   for agents -- for AI agents.  One is, for example,

24   called the model context protocol.  And if we can

25   build the data minimization mechanism into this model

0024

 1   context protocol, for example, I think that would be,

 2   you know, a good outcome for the people using the

 3   agents.

 4              CHAIR URBAN:  Thank you.  Did that answer

 5   your question, Board Member Ozer?  All right.

 6   Wonderful.

 7              Board Member Liebert, please go ahead.

 8              MR. LIEBERT:  Thank you so much.  Great

 9   presentation, Dr. Zimmeck.  I really appreciate it

10   and absolutely love your optimism.  We don't often

11   get to hear that in the privacy context, to say the

12   least.  So please keep coming back and getting on the

13   phone and doing everything to keep us optimistic.  It

14   seems to me that the AI agent revolution is also

15   going to completely revolutionize the whole ad

16   marketing system; right?  And as part of your

17   optimism, is that based on -- ultimately, it appears

18   that it's going to be these huge AI agent companies

19   that need to be regulated on the use of our private

20   information.  And does that lowering -- constricting

21   of that actually lead to a potentially easier way to

22   determine whether or not our private information is

23   being protected?

24              DR. ZIMMECK:  Yeah.  That's a good point.

25   So let me preface that by saying that I think we will
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 1   have also ads in the future.  So I think, you know,

 2   we already see that.  So I saw from ChatGPT, from

 3   open AI, as well as from Microsoft Co-pilot, that

 4   they have decided they will have ads.  And I'm not

 5   principally against that.  I think there is space for

 6   ads because, yeah, this has to be financed, you know.

 7   And -- but it has to be done in a privacy preserving

 8   way.

 9              And I think I -- what you're saying,

10   that's something I think too, that, you know, if

11   there is somehow more, let's say, concentration that

12   users browsed through these AI agents, then I think

13   that could be potentially easier to regulate, indeed.

14   Because then, yeah, at the moment, you know, it is

15   very nontransparent.  You know, if you go to website,

16   as I showed you, there were -- I forgot, 1,255 --

17   what was it called -- partners or something on there;

18   right?  And so that is very, you know, hard to grasp

19   environment.  But I think it might be more

20   streamlined if we go through this new agentic world.

21   And so I think that that is probably true.  But I

22   would also say in addition, it is also true that

23   there is an opportunity to be actually systematic

24   about it.

25              So the, the current ad ecosystem has sort
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 1   of evolved very, let's say, positively, naturally.

 2   But now we actually have the opportunity to regulate

 3   it positively how that should work in the Agentic

 4   Web.  And I think that's another big opportunity.

 5   Yeah, absolutely.

 6              CHAIR URBAN:  Thank you, Dr. Zimmeck.

 7   This is Jennifer Urban.  Again, I was hoping to

 8   follow up on Board Member Liebert's question by

 9   harking back to the observation you made about signal

10   propagation versus data flows, which we've been

11   talking about in terms of the Agentic Web.  I would

12   like to hear your thoughts about the top two or three

13   things that you think we would need to do in order to

14   have consumers be able to express their preference in

15   this seamless way across different kinds of devices

16   and networks.  What are we missing?

17              So in California, as you said, we have

18   the new law that is requiring an opt-out preference

19   signal to be in browsers.  And so that is obviously

20   really important.  Are there any sort of, I guess I

21   would call them information paths, that go missing

22   that you haven't mentioned already in response to

23   Board Member Liebert's observation about the ad tech

24   system?

25              DR. ZIMMECK:  Yeah.  I think one of the
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 1   points, if I'm correctly informed, it's the way that

 2   in California, if, for example, someone is logged in

 3   with their account, you know, then the opt-out

 4   applies to also the mobile app, if they're logged in

 5   on the website, for example; right?  So I think if

 6   that is known, then I think that would be good, you

 7   know, to apply to, you know, these different, you

 8   know, contexts.  And I mean, if that's not the case,

 9   then I do think -- and I mean, there was the earlier

10   effort on amending the CCPA with the mobile opt-out

11   setting; right?  And so at the moment, what we have

12   is -- we have the -- you know, if you use an Android

13   or an Apple phone, for example, you have a way to

14   disable the advertising ID.  And so that is basically

15   this idea that you -- as a developer of an app, you

16   agree with Google or Apple that you say, I -- when

17   somebody on their phone makes this ad ID setting, I

18   will not track them.

19              But that does not have the force under

20   the law.  This is just a purely, you know,

21   contractual obligation that an app developer has

22   towards the companies.  And so what we suggest is

23   that actually, this setting -- you know, this ad ID

24   setting should be actually relevant under the law.

25   You are actually declaring you opt-out under the law
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 1   when you make that setting.  Because at the moment,

 2   you have these two parallel tracks.  You have the ad

 3   ID opt-out, which has no meaning under the law.  And

 4   then you have the, you know, opting out under the

 5   CCPA, for example, which is a separate interface

 6   inside the app, which, by the way, half of all apps

 7   do not have.  And so, so I think my view, an urgent

 8   problem is the opting out on mobile apps.  I think

 9   that is currently happening insufficiently.  And

10   also, the situation is confusing for users because

11   you have these two up out systems that don't align

12   with each other.

13              CHAIR URBAN:  Thank you.  That's very

14   helpful.  Thank you very much.

15              Are there additional questions from board

16   members?  If not, well, thank you again, Dr. Zimmeck,

17   for that really enlightening presentation.  It was

18   very helpful.  I invite you to stay and listen.  But

19   if you can't, we understand.  And any public

20   comments, we will have recorded in transcripts and in

21   video in case that is of interest.  So thank you

22   again very much.  And we appreciate it.

23              DR. ZIMMECK:  Yeah.  Thank you.  Also, I

24   want to say thank you to you.  You know, it's such a

25   great thing that you do your work.  And I'm always

0029

 1   happy to see the news, you know, coming out of

 2   California.  So thank you.

 3              CHAIR URBAN:  Well, we have a lot of

 4   brilliant and extremely hard working people in the

 5   CPPA who absolutely deserve that.  Thanks.  And I'm

 6   sure they appreciate it.  So thank you.

 7              With that, we will move to our next

 8   presenter, Mr. Daniel Goldberg.  He is attorney and

 9   chair of the data strategy, privacy and security

10   group at Frankfurt Kurnit Klein and Selz.

11   Mr. Goldberg advises companies on compliance with the

12   CCPA and other state privacy laws, with a focus on

13   advertising technology, online tracking, opt-out

14   rights, and data governance.  He also represents

15   clients in privacy regulatory investigations and

16   enforcement matters.  In 2025, the California Lawyers

17   Association named him California Privacy Lawyer of

18   the Year.  Congratulations, it's a big honor.

19   Mr. Goldberg's presentation today will provide a

20   practitioner's perspective on opt-out preference

21   signals under the CCPA and explain the role of

22   pseudonymous profiles in the advertising technology

23   system and practical compliance considerations that

24   businesses face.

25              So, welcome Mr. Goldberg, and please do
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 1   begin when you're ready.  Do you have slides?

 2              MR. GOLDBERG:  I do not have any slides.

 3              CHAIR URBAN:  Oh, that's --

 4              MR. GOLDBERG:  Just going to be speaking

 5   to the Board.

 6              CHAIR URBAN:  Okay.  That's absolutely

 7   fine.  I just wanted to be sure you had everything

 8   you needed.

 9              MR. GOLDBERG:  I have everything here.

10   You can hear me fine?

11              CHAIR URBAN:  Yes.

12              MR. GOLDBERG:  Okay.

13              CHAIR URBAN:  Go ahead.

14              MR. GOLDBERG:  Excellent.  Good afternoon

15   Chair Urban and members of the Board.  Thank you for

16   inviting me here to participate today.  I chair the

17   data strategy, privacy, and security group at

18   Frankfurt Kurnit Klein and Selz.  I advise businesses

19   on CCPA compliance, including the implementation of

20   opt-out preference signals, and I do a significant

21   amount of work in advertising technology.

22              I am here to offer a practitioner's

23   perspective on opt-out preference signals,

24   specifically the role of pseudonymous profiles in the

25   advertising ecosystem and the practical compliance
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 1   considerations that businesses face when honoring

 2   these signals.  And I'm speaking today in my

 3   individual capacity, based on my own experience

 4   advising clients as a lawyer, and not on behalf of

 5   the firm or on behalf of any specific client.  I have

 6   to put that out there.

 7              So let me start by looking at the CCPA

 8   rule itself that we're talking about.  When a

 9   business receives an opt-out preference signal, the

10   regulation requires the business to treat that signal

11   as an opt-out at three levels.  The first level, the

12   business, must apply the opt-out to the specific

13   browser or device.  The second level, the business

14   must apply the opt-out to any consumer profile

15   associated with that browser or device, including a

16   pseudonymous profile.  And third, the business must

17   apply the opt-out where the consumer is known to the

18   business.

19              So for this last example, the

20   known-to-the-business, the attorney general's

21   settlement earlier this year illustrates this known

22   consumer case.  And Stacy's going to be talking --

23   I'm sure -- about this a little bit later.  In that

24   case, the attorney general alleged that Disney

25   offered a single account through which consumers
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 1   could access Disney+, Hulu, and ESPN+ on televisions,

 2   phones, tablets, and computers.  According to the

 3   complaint, Disney used data associated with those

 4   accounts for advertising across its services, but it

 5   did not fully apply consumer opt-outs across the

 6   devices and services connected to those accounts.

 7              The complaint explained how the attorney

 8   general applied the regulation to those facts.  And

 9   to quote the complaint, "If a business can associate

10   a consumer's devices with the consumer for

11   advertising purposes, it can and it must use those

12   devices with the consumer for purposes of honoring

13   the consumer's opt-out rights."  Put another way, if

14   a business relies on an association to obtain the

15   benefits of advertising across devices, it must also

16   account for that association when applying the

17   consumer's opt-out.  So Disney is a relatively

18   straightforward application of that rule.  Through

19   the consumer's account, Disney already had a way to

20   connect consumer activity across devices and

21   services.  But the harder question arises when there

22   is no known consumer and no account connecting that

23   activity.  In that situation, the regulation still

24   requires the business to apply the signal to any

25   associated consumer profile, including a pseudonymous
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 1   profile, which I'm now going to talk about.

 2              And to understand why the Disney

 3   principle becomes harder to apply in that setting, it

 4   helps to understand and look at how advertising

 5   systems work.  At a high level, the advertising

 6   ecosystem connects publishers that have ad space with

 7   advertisers that want to reach relevant audiences.

 8   Various ad tech companies may select the

 9   advertisement, deliver it, provide audience

10   information, or measure the results.

11              Much of online advertising does not

12   depend on knowing a consumer's name.  Instead,

13   advertising systems recognize a browser or device

14   through what the CCPA calls a unique identifier,

15   which includes identifiers such as cookie IDs, mobile

16   ad IDs, IP addresses, and other device identifiers.

17   For example, an advertising company may assign a

18   browser an identifier such as ABC123.  That

19   identifier allows the company to recognize the

20   browser, but not on its own identify the specific

21   consumer using it.  It therefore functions as what I

22   would call a pseudonymous identifier.  Over time, the

23   company may record activity under that identifier.

24   For example, when a browser visits a web page,

25   receives an advertisement, or completes a purchase,
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 1   the company may store that event in its systems using

 2   the identifier.  This allows the company to collect

 3   information such as browsing activity, inferred

 4   interest, ads shown, audience segments, or purchase

 5   activity, to the same identifier.

 6              Now, advertising systems may connect

 7   identifiers and activity in more than one way.  Some

 8   connections are direct, where one identifier is

 9   directly mapped to another identifier.  Other

10   connections are inferred from patterns or signals

11   with varying degrees of confidence.  And each company

12   often uses its own proprietary identifier.  So a

13   publisher's web page may include advertising

14   technologies from several companies, each of which

15   places its own cookie and assigns its own browser and

16   identifier, which is proprietary.  So cookie syncing

17   is a method, it's a direct method, of linking these

18   different identifiers, and is a useful one for us to

19   walk through right now.

20              In cookie syncing, two companies assign a

21   unique identifier to the same browser.  For example,

22   company A may assign the browser the identifier

23   ABC123, while company B independently assigns that

24   same browser XYZ987.  Because each company cannot

25   directly read the identifiers stored in the other
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 1   company's cookie, neither initially knows that the

 2   two identifiers relate to the same browser.  When the

 3   browser loads a page involving both companies'

 4   technologies, one company may direct the browser to

 5   send a request to the other that includes the

 6   identifier, so the receiving company can then match

 7   the identifier to its own and store the relationship.

 8   So ABC123 maps to XYZ987 for that browser.  That

 9   mapping allows companies to recognize that their

10   different identifiers refer to the same browser and

11   use the information connected to those identifiers

12   for advertising activities.  So this brings us right

13   to the practical compliance considerations businesses

14   face when getting opt-out preference signals and

15   looking at the regs.

16              So when you look at the regs, the regs

17   talk about pseudonymous profiles, but they don't

18   define it and they don't explain what it means for a

19   profile to be associated with a device or a browser.

20   When counseling clients, I think of a pseudonymous

21   profile as a pseudonymous identifier together with

22   the information collected with it.  So the identifier

23   functions as the key through which the business

24   recognizes and retrieves the information under the

25   profile.  The harder question is, what makes that
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 1   profile associated with the browser or device that

 2   sends the signal?

 3              In the cookie sync example, the

 4   connection is direct.  One identifier is directly

 5   mapped to another identifier used for that same

 6   browser.  However, not every association is based on

 7   a direct identifier match.  The CCPA recognizes the

 8   concept of an inferred association through its

 9   definition of a probabilistic identifier, which is an

10   identifier that identifies a consumer or device to a

11   degree of certainty that is more probable than not.

12   That definition does not necessarily determine what

13   "associated with" means, but it does suggest that an

14   inferred association requires more than a possible or

15   speculative connection.  For businesses, the

16   practical difficulty is determining when an inferred

17   connection is sufficiently reliable to be treated as

18   an association for purposes of applying the signal.

19              Now, this reliability of an association

20   can change over time, including an association

21   originally established through a direct match.

22   Cookies expire or may be deleted.  IP addresses can

23   change or be reassigned.  Mobile ad IDs may be reset

24   or become unavailable, and patterns of activity may

25   become stale.  As those underlying identifiers and
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 1   signals change, an association that was once reliable

 2   may no longer reflect the same consumer or device.

 3   In that context, businesses therefore have to

 4   translate the regulation's language into practical

 5   questions.  What profile does the business actually

 6   maintain?  What connects that profile to the browser

 7   or device sending the signal?  How reliable and

 8   current is the association?  And does the business

 9   actually use or rely on that association for

10   advertising purposes?

11              Now once a business has identified the

12   relevant profile and association, it still faces the

13   difficult task of actually operationalizing the

14   opt-out across its systems.  The first challenge is

15   detecting the signal and translating it into an

16   actionable preference within the business's systems.

17   Most businesses rely on a consent management

18   platform, or CMP, or another outside vendor to

19   perform that function.  Now, these products can be

20   expensive and their capabilities vary considerably.

21   Many consent management platforms were originally

22   designed to address the opt-out at the browser or

23   device level only, for example, by detecting the

24   signal on a particular website and preventing

25   selected advertising technologies from operating
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 1   there.  But that does not necessarily mean that the

 2   platform can apply the opt-out to every consumer

 3   profile associated with that browser or device, or to

 4   a known consumer.  And although these products are

 5   often marketed as tools for CCPA compliance, broader

 6   functionality may require a higher-priced tier, an

 7   additional module, custom configuration, separate

 8   engineering work, or another vendor altogether.  Even

 9   then, the platform may only pass the preference to

10   systems that have specifically been integrated with

11   it.  And even when the preference is successfully

12   captured, the business still has to route it to the

13   relevant profile and data uses that exist.

14              That can be difficult because businesses

15   often operate through fragmented technology

16   environments.  They may use different advertising

17   platforms, separate accounts and audience systems,

18   legacy databases, systems inherited through

19   acquisitions, or different technologies across brands

20   and business units.  Some of those systems may

21   communicate through a shared database or vendor, and

22   others may use different identifiers or not

23   communicate at all.  So, as you can see, there's a

24   lot going on here, and that requires the business to

25   ask practical questions about its systems and work
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 1   through the operations.  Does one system recognize

 2   the identifier used by another?  Is there an account,

 3   shared database, common vendor, or other existing

 4   relationship that connects them?  Or would the

 5   business actually have to go and create a new

 6   identity resolution process solely to establish this

 7   connection?  Those questions point to an important

 8   distinction between honoring an association the

 9   business already maintains and requiring the business

10   to create an association that does not otherwise

11   exist in its systems.

12              So consistent with both the regs and the

13   Disney case, the obligation should really extend to

14   connections that the business actually uses and

15   relies on.  So if it uses a connection for

16   advertising, it must account for that same connection

17   when applying the opt-out.  But if it does not

18   maintain or rely on that connection, it should not

19   have to create a new identity resolution process

20   solely to expand the signal's reach.

21              So, one way the Board can provide

22   practical guidance on honoring opt-out preference

23   signals for pseudonymous profiles would be through an

24   example, such as a cookie sync example.  Returning to

25   our earlier example, let's assume business W uses the
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 1   unique identifier ABC123 for a browser, and business

 2   X uses the identifier XYZ987 for that same browser.

 3   Business W's website facilitates a cookie sync in

 4   which ABC123 is transmitted to business X. Business X

 5   then directly maps ABC123 to XYZ987.  That mapping

 6   creates a direct association between the browser

 7   identified by ABC123 and the pseudonymous profile

 8   consisting of XYZ987 and the information connected to

 9   it.  A consumer visits W's website, now using a

10   browser that has an opt-out preference signal

11   enabled.  If business W receives the signal before

12   the cookie sync occurs and can prevent the

13   transmission, it should not initiate the sync with

14   business X. If the cookie sync has already occurred,

15   business W would need to stop further transmission of

16   ABC123 to business X or communicate the preference to

17   business X.

18              An example could also address how the

19   reliability of an association may change over time.

20   As I mentioned, a cookie may expire or be deleted, an

21   IP address may be reassigned, a device may change

22   hands, or a probabilistic link may become stale.  The

23   historical association may remain stored, but it may

24   no longer reliably connect the browser or device to

25   the same pseudonymous profile.  Additional guidance
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 1   would be helpful on how the opt-out applies when the

 2   association is no longer sufficiently reliable or

 3   current.  This would give businesses practical

 4   guidance without requiring the regs to adopt a

 5   comprehensive definition of pseudonymous profile or

 6   "associated with."

 7              So in closing, my hope was to give the

 8   Board a practical overview of how businesses think

 9   about operationalizing opt-out preference signals and

10   the complexities with it.  And I really do think that

11   Disney provides a useful guiding principle.  If a

12   business relies on an association for advertising, it

13   must also account for that association when applying

14   the opt-out.  At the same time, as this discussion of

15   pseudonymous profiles shows, translating that

16   principle into practice is difficult.  A concrete

17   cookie example could help illustrate how the rule

18   applies when a browser is directly associated with a

19   pseudonymous profile.  And additional guidance would

20   also be helpful on how the opt-out applies where an

21   association is no longer sufficiently reliable or

22   current, and on the distinction between honoring an

23   existing connection and requiring the business to

24   create a new identity resolution process.

25              So, thank you very much.  I know I've
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 1   said a lot, and I'm happy and welcome to answer any

 2   questions the Board may have.

 3              CHAIR URBAN:  Thank you very much,

 4   Mr. Goldberg.

 5              Questions from the Board?

 6              Go ahead please, Board Member Liebert.

 7              MR. LIEBERT:  Wonderful presentation,

 8   Daniel.  I want to go a little bit higher than the

 9   weeds that you've been in about pseudonymous -- if I

10   can pronounce it -- profiles in about 30,000 feet, as

11   you're one of the State's honored privacy lawyers.

12   Have you become a luddite now that you know so much

13   about what's happening in -- with our personal

14   information in these ads?  You don't have to answer

15   that.

16              Okay.  Here's my question.  The ad tech

17   world has obviously been brilliant in finding ways to

18   discover who we are for purposes so -- of selling

19   things to us.  I'm wondering what you tell your

20   friends and family as to whether it's actually

21   possible now given that there are dossiers on all of

22   us as to who we are.  I mean, years have gone by,

23   right, where all of this information has been scooped

24   up.  Is it too late, or do you feel like there are

25   things that we can still do and that we're all trying
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 1   here in this Agency so strongly to really start

 2   shutting off that spigot in a way that will protect

 3   California's consumers?

 4              MR. GOLDBERG:  So one interesting things

 5   about the advertising ecosystem and especially on the

 6   legal side -- I'll speak on that -- is I find that

 7   especially the lawyers who think about this in the

 8   advertising ecosystem are really sophisticated and

 9   dig into these issues.  And I'm part of several trade

10   organizations, and they're really wonderful about

11   thinking about these issues.  I do not think it is

12   too late to be thinking about this at all.  I also

13   think tremendous strides have been taken with respect

14   to things.  I mean, a good example is what's going on

15   with the Delete Act, right, and data broker

16   obligations as well, which has an impact on all this

17   stuff that's going on.  So no.  And that's why I'm

18   saying that I think thoughtful interpretation of what

19   the regs requires is really important where it's not

20   like a one size fits all rule.  It's really looking

21   into the specific facts of what's going on.

22              CHAIR URBAN:  Thank you.

23              Board Member Hamer, please?

24              MS. HAMER:  Yeah.  So I think I was

25   following everything you said without slides.
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 1              MR. GOLDBERG:  I know it's a lot.  Yeah.

 2              MS. HAMER:  Yeah.  No.  I'm just curious

 3   how what you're describing is different or more

 4   complicated than the data governance and data

 5   cleansing and data management issues that all

 6   businesses who are subject to CCPA have to go

 7   through, for example, when they get a deletion

 8   request.  Because you've got last name first, first

 9   name last, some dots.  So you've got the same kind of

10   issue, and everybody seems to be able to do it.  So

11   help me understand.

12              MR. GOLDBERG:  So -- and this kind of

13   goes back to the known consumer point that I was

14   saying.  That if you have an account on a known

15   consumer and you receive a deletion request, right --

16   so it's Jill Hamer, first name, last name, or email

17   address, it's not that difficult to go into your

18   system potentially and purge that.  And I think

19   that's really like the intent of everything we're

20   looking at.  When you're looking at these identifiers

21   and these pseudonymous profiles, they're not always

22   directly connected to that level.  And as I was

23   mentioning, they have different levels of, you know,

24   how connected they are with the levels of

25   association.  And so it becomes a very technical
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 1   process.  And in my experience, the companies I've

 2   worked with really do try to comply with this.  They

 3   work very diligently to delete data or to opt-out

 4   from their systems.  But not all systems talk to each

 5   other.  You're working with a lot of different

 6   vendors, for example, and you may have two different

 7   identifiers that are completely unrelated.  And so

 8   that's kind of the question is, how do you think

 9   about that, operationalizing it when it's not a known

10   consumer?  And that -- right?  Like, when it's not

11   directly connected to this individual.  And the law

12   says there are still responsibilities around that

13   data set.

14              CHAIR URBAN:  I'd like to follow this up

15   by pressing you a little bit.  I'm quite sympathetic

16   to the messiness of the situation for businesses, and

17   I certainly hear what you're saying about the

18   probabilistic connection and that there is a point

19   where the probabilities become pretty loose.  I

20   understand the practicality, and it makes sense to me

21   that it -- and I will say at a minimum, if the

22   business understands or relies on that, that is an

23   identifier that counts.  What I need help with is

24   what is your line for when it doesn't count.  And if

25   you have an example, that would be great.  And it's
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 1   similar to Board Member Hamer's question.

 2   Businesses, you know -- well, so that's one question.

 3              And then relatedly, I'd like to

 4   understand why this is more difficult for businesses

 5   than the current situation where, for example, if I

 6   trash all my cookies and I trash all my trackers, I

 7   know I have to start over.  As a consumer, I know

 8   that the browser is going to go to the site.  The

 9   site's not going to know who I am anymore, and I'm

10   going to have to start over.  And so that seems to be

11   built into the ecosystem, that kind of understanding,

12   at least at that level.  I recognize once you have

13   these many, many transactions between many, many

14   parties, it gets exponentially or at least maybe

15   something between monotonically and geometrically.

16   -- sorry to be a nerd -- more complicated very

17   quickly.

18              But I'm -- what I'm trying to understand

19   is, where do you think is the reasonable line of

20   connection probablistically?  Because I'm just not

21   quite with "if the business understands and relies

22   on," because that changes dynamically over time.  And

23   I think what I would like to look for is something

24   that is implementable by businesses and also meshes

25   with consumer expectations.  And to the extent that
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 1   requires businesses to keep track of how their

 2   systems are operating and to change the way they are

 3   treating these pseudonymous identifiers when they've

 4   updated the system in some way so that the

 5   probability changes.  I would like them to do that,

 6   because that messes more closely with consumer

 7   expectations.  And that is more privacy protective,

 8   which is what the law is really asking businesses to

 9   do.

10              So if you can give me a sense of what you

11   think is reasonable, like what's too loose a

12   connection, probablistically, what's reasonable.

13   And, you know, where is the line, I guess, on what

14   businesses responsibility should be?

15              MR. GOLDBERG:  So those are great

16   questions.  And it's what makes it difficult to

17   answer that easily is that ad tech is really complex.

18   And every company, I know that it's generalization,

19   but --

20              CHAIR URBAN:  No, no.  I'm sorry.  I

21   didn't mean to talk over you.  It is.  It is

22   exceptionally complex.

23              MR. GOLDBERG:  It is exceptionally

24   complex.  And so every company has its different

25   methods of how it connects identifiers, how it
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 1   crosses it.  And as I mentioned when I was speaking

 2   before about probabilistic identifier, again, that is

 3   actually in the CCPA underlying text.

 4              CHAIR URBAN:  Right.  I know.  And even

 5   though that it's not defined, we don't know how --

 6              MR. GOLDBERG:  Well, probabilistic --

 7   sorry.

 8              CHAIR URBAN:  -- needs to be -- right.

 9   What I'm asking is, if the regulations don't give

10   sufficient guidance on how close the connection

11   becomes, what guidance should we give?

12              MR. GOLDBERG:  I think it's, it's one

13   that probably examples would help.  I think it's

14   really hard to give a specific clear line of here is

15   what the answer is or not.  That's just, you know,

16   the reality of the situation.  And there has to be

17   some level of room there that, you know, our goal --

18   and I agree with you completely -- is to facilitate

19   the protection of consumers, but also in a way that

20   actually, you know, businesses can comply with.  And

21   so what I think -- you don't want to have something

22   that is so stringent that no one can comply with it.

23              CHAIR URBAN:  So can you give me an

24   example of when a business can not comply?  Maybe

25   let's start there.
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 1              MR. GOLDBERG:  Yeah.  So a good example

 2   would be that you have, you know, maybe a system in

 3   place where you have two systems that, like, don't

 4   talk to each other at all, and they're both wings of

 5   the business that engage in advertising practices.

 6   So what I'm saying is that if those are not connected

 7   and the business is not getting the benefit of that

 8   data to reidentify.  And to connect those two systems

 9   completely is a really difficult task.  And I

10   actually think, you know, within the confines of the

11   law, the way I read it, it would require a lot on

12   behalf of the business.

13              CHAIR URBAN:  So sorry, just to pause to

14   make sure I understand.  So let's say we have two

15   divisions or we actually have two -- we have two

16   subsidiaries and --

17              MR. GOLDBERG:  Yeah.

18              CHAIR URBAN:  -- do different things.

19   And a consumer opts out or sends a preference signal

20   to one subsidiary.  And the other subsidiary over

21   here also has some kind of pseudonymous identifier

22   that would go with that person's device or maybe with

23   the person themselves, and then asking them to find

24   that match --

25              MR. GOLDBERG:  To find that match.
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 1   Exactly.

 2              CHAIR URBAN:  -- would be difficult.  So

 3   how does this connect to Board Member Hamer's

 4   question about data governance, generally.  Should we

 5   not expect businesses to have this kind of

 6   communication, because this is a known person.

 7              MR. GOLDBERG:  No, of course.  And so

 8   data governance, right, is the concept of saying that

 9   you have to have -- like, you have to be thinking at

10   a high level, what you're looking at and how you're

11   addressing privacy compliance.  But I think that

12   requiring that affirmative connection when there is

13   not a connection, can be something that is almost

14   impossible for a business to do it, unless they had

15   like a similar vendor that was connecting, you know,

16   the two processes there --

17              CHAIR URBAN:  Okay.

18              MR. GOLDBERG:  -- between the

19   identifiers.

20              CHAIR URBAN:  I thought you were going to

21   go to relationships outside of one business entity to

22   another entity.  So now I'm sorry.  This is not --

23   you have my academic antenna up.

24              MR. GOLDBERG:  No, no.  Of course.

25              CHAIR URBAN:  So how then would you
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 1   evaluate the same subsidiary but with multiple

 2   divisions that have sort of different

 3   responsibilities and they attract some set of -- two

 4   sets of customers with an overlap, but they're not

 5   all the same customers.  Should they be able to --

 6   should they -- do they have enough information and

 7   reliance in order for that to be --

 8              MR. GOLDBERG:  Yeah.

 9              CHAIR URBAN:  -- actionable?

10              MR. GOLDBERG:  Absolute.  So if it's

11   relating to the known consumer; right?  So I think,

12   again, going back to the Disney example, there's a

13   login.  If it is connected in that way between these

14   parts of the organization, that you can associate

15   everything, I do think so.  But I think if you have

16   two separate systems and you get -- you know, you get

17   the signal, let's say, the GPC signal coming in, and

18   it's relating to a specific identifier.  And that

19   identifier is connected to one data set, but not the

20   other, there's no way for the business necessarily to

21   associate that with the other side of it.  That's

22   what I'm saying.

23              CHAIR URBAN:  And then when you add the

24   probabilistic profiling in the middle, so that

25   there's some information, you know, you can't do the
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 1   one-to-one if you -- I think it was ABC 123.  And

 2   BB --

 3              MR. GOLDBERG:  Yeah, yeah, yeah.

 4              CHAIR URBAN:  It's not one-to-one, but

 5   there's a probabilistic cloud of some sort.  How

 6   should we treat that, going beyond if the business

 7   relies on it and has understanding.  What's the --

 8   how -- what is the probability or the reliability

 9   that you would think was reasonable?

10              MR. GOLDBERG:  So in -- when I go back to

11   the definition, it says more probable than not.  So

12   that's how I would be looking at it.

13              CHAIR URBAN:  Okay.  All right.  So that

14   itself is not too challenging in the regulations, but

15   examples would be helpful.

16              MR. GOLDBERG:  Exactly.

17              CHAIR URBAN:  Okay.  Thank you very much.

18              MS. HAMER:  Okay.

19              CHAIR URBAN:  Yes.

20              MS. HAMER:  I'm still a little confused.

21   Because you were talking about a business having two

22   different systems that don't talk to each other,

23   which seems a little archaic to me given the other

24   privacy rights that are going on.  Like, what would

25   you --
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 1              MR. GOLDBERG:  You'd be shocked.

 2              MS. HAMER:  No, I actually wouldn't.  But

 3   I -- you know, I shouldn't be.  We've been around for

 4   a while.  And businesses have had plenty of notice to

 5   get their data management and data government stuff

 6   together.  So what would you advise the one company

 7   that has two different systems that don't talk to

 8   each other, but share some client data?

 9              MR. GOLDBERG:  I think that's the key --

10              MS. HAMER:  Not ad data, but, you know,

11   data deletion.  The data deletion is a basic request.

12              MR. GOLDBERG:  I think -- by the way, I

13   want to be very clear.  That's the key.  It's the

14   fact that you're talking about the sharing of the

15   data that connects it -- that allows for the

16   connecting of it, the association.  In that case,

17   you're getting the benefit of the data for the

18   advertising purposes.  That's what I'm saying is that

19   if it's -- you know, you're looking at like the

20   chain.  If the chain is connected, it's much easier

21   to be able to facilitate that than if it's completely

22   separate.

23              MS. HAMER:  I'm still not sure --

24              MR. GOLDBERG:  Yeah.

25              MS. HAMER:  -- that we're talking about
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 1   the same thing.

 2              MR. GOLDBERG:  Okay.

 3              CHAIR URBAN:  I think process-wise, I'm

 4   not sure a Board Member Hamer is talking about

 5   exactly the same thing as Mr. Goldberg.  I also --

 6   Mr. Goldberg, tell me if this is wrong.  I got a

 7   sense that you have practical pushback to the idea

 8   that within the same company, the systems really are

 9   -- can reasonably, easily be connected to each other.

10              MR. GOLDBERG:  That is correct.

11              CHAIR URBAN:  Yes.  And with opt-out

12   preference signals, you often have pseudonymous --

13              MR. GOLDBERG:  Yes.

14              CHAIR URBAN:  Good heavens -- and so

15   forth, which is a little bit different from other

16   kinds of relationships with the business.  This is

17   how I understand the essential problem space.

18              MR. GOLDBERG:  Yes.

19              CHAIR URBAN:  Okay.  Thank you.  So I

20   think -- to Board Member Hamer and to all of us, one

21   thing we could think about certainly would be to come

22   up with examples, as Mr. Goldberg suggests.  And then

23   we would receive public comment that I hope would be

24   very concrete about how practical they are.  And we

25   would hear from businesses, of course, but also
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 1   consumers in civil society groups about where they

 2   think the opt-out breaks, when it should not.  I'm

 3   not asking anybody to agree with me in the

 4   information session.  I'm just trying to repeat back

 5   to you what I understood you to say the problem to be

 6   and some of the ways that we might address it.

 7              Any other comments or questions from the

 8   Board?

 9              Board Member Ozer?

10              MS. OZER:  Thank you so much.  Yeah.  I'm

11   just trying to kind of zoom out a little bit as well,

12   and just sort of -- whose burden it is when there is

13   more complexity?  Because I'm also sort of hearing

14   this a little bit, that, you know, consumers have

15   some rights or some opportunities or some tools to

16   better protect their privacy.  But then, of course,

17   the companies want to continue to do advertising.  So

18   then the system becomes more complex in terms of sort

19   of finding ways that that profit can still happen,

20   even though there are some regulations or laws in

21   place.  And so I'm just -- there's sort of specific

22   compliance, and then there's obviously like privacy

23   guidance and sort of bigger picture governance.

24              So I am hearing you that there's a lot of

25   complexity and, you know, as a lawyer myself, I
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 1   understand that, you know, then you're kind of

 2   helping your clients figure out how to then navigate.

 3   But I guess the question for me is how much of this

 4   complexity is being created on the company's side in

 5   order to continue to do things that maybe the intent

 6   is to try to address.

 7              MR. GOLDBERG:  So first off, to be clear,

 8   I mean, I do think the burden should be on industry

 9   and on companies.  Like, I'm in no way disputing

10   that.  And that's my own personal belief.  A lot of

11   the systems were created with the concept in mind

12   that the advertising industry did not necessarily

13   want to recognize the individual consumer.  It was

14   more focused on getting the right ad to the right

15   device.  And a lot of it is using like legacy

16   systems, as I was mentioning, where you'll have the

17   company acquires another company, and the two systems

18   don't talk to each other, et cetera.  And so that's

19   part of it, is that all, you know, what I'm saying,

20   -- and I agree -- is that the business really needs

21   to look at this, and in no way can they disregard

22   what the obligations are.  At the same point, it's --

23   you know, it's the -- how specific it is and what the

24   regulations are laying out.  And these are the

25   different elements that businesses are thinking about
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 1   all the time and how they address it.

 2              MS. OZER:  I guess one of the questions

 3   is just sort of a specific compliance versus a system

 4   approach.  Our goal here is actually to respect sort

 5   of the privacy -- the expectations of the consumer

 6   versus, okay, we have these really technical systems

 7   and, you know, parsing of the language in terms of

 8   specific compliance.  So I'm just interested in sort

 9   of when you see something like this kind of legacy

10   system, what is the kind of practical advice you

11   give?  Are you giving more like, well, let's look at

12   this systematically.

13              MR. GOLDBERG:  Well, we -- I mean, I

14   always look at it, to the extent you, you know,

15   really, you can be doing it, you should be doing it.

16   Like, that's a big part of this is recognizing that

17   people have the right to their privacy and to be

18   protected.  And I think when you look at the law

19   around the association language that says, you know,

20   associated with the pseudonymous profile, device

21   associated, that's what it hangs on, is what is that

22   association?  And to Chair Urban's point, you know,

23   that's the question is, what triggers that?  What

24   level of association is that?  And that's a really

25   difficult thing for businesses to look at that.
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 1              CHAIR URBAN:  It's possibly less

 2   difficult for businesses if they are taking a systems

 3   approach that is privacy first.  Because then the

 4   association will -- they, they won't need to split

 5   hairs over how close the association is if they are

 6   first considering whether or not that's the -- if

 7   they're -- excuse me -- if they're using privacy as a

 8   default.

 9              MR. GOLDBERG:  Of course.  And again, if

10   the associations are being used in a way for

11   advertising purposes where they're connected in that

12   way, I -- again, I completely agree.

13              CHAIR URBAN:  Yeah.  And I absolutely

14   take the point about the technical difficulty with a

15   specific compliance as Board Member Ozer put it.  And

16   I'm sure businesses want to feel comfortable that

17   they are doing what they need to do, in case there's

18   an enforcement attention from the Agency.  And so

19   certainly, these questions aren't simple, however you

20   look at it.  But I do agree with Board Member Ozer

21   that the defaults do help as well.

22              But I really -- Board Member Liebert, did

23   you have another question?  And then I think we

24   really -- we're going to need to let Mr. Goldberg go,

25   who's been very patient with us.
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 1              MR. LIEBERT:  Let's keep him patient.  In

 2   your practice, what percentage of folks are doing

 3   these pseudonymous profiles?  Because I think so many

 4   consumers are so confused about how to -- even how

 5   the systems work, how to protect their information.

 6   We're making some strides with the Delete Act now.

 7   But I -- is this something that's actually very

 8   prevalent that the companies are dealing with?

 9              MR. GOLDBERG:  So as you are probably are

10   aware, companies have -- oftentimes if you're a

11   publisher, advertiser, you have many tracking

12   technologies on your website.  And so that's why I

13   think, you know, the cookie sync is a good example,

14   that you may have two companies that have a

15   technology, and they each drop their own identifier.

16   They don't really talk to each other.  And then the

17   cookie sync allows you to match that.  So the answer

18   is it's really dependent on the website and the

19   company.  There's a lot of this in the ecosystem.  A

20   lot of it is honestly even much more basic, that it's

21   just like we have trackers, and it looks at that

22   specific device.  So it's really dependent on, on

23   kind of the company.

24              CHAIR URBAN:  Thank you, Mr. Goldberg.

25   It really was an absolutely stellar walkthrough of
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 1   the way the communications happen between the

 2   different systems that you did for us.  I found it

 3   really helpful and enlightening, and I see where the

 4   seams are.  I think that it has been extremely

 5   helpful to hear where the seams are from the

 6   perspective of your clients.  And hopefully, that

 7   will help us provide guidance that will be useful in

 8   some form.  So thank you very much.

 9              MR. GOLDBERG:  Thank you to the Board for

10   your time today.

11              CHAIR URBAN:  Does anybody need a quick

12   break, or shall we?  Yes, no.  Okay.  All right.  We

13   have our next presenter, I believe, is also remote.

14   Is our technical system for that in place, or should

15   we take a small break for technical checks.  Okay.

16   Wonderful.  Thank you again to Mr. Goldberg.

17              Our next presenter is Dr. Christo Wilson,

18   professor in the Khoury College of Computer Sciences

19   at Northeastern University.  Dr. Wilson is a founding

20   member of the Cybersecurity and Privacy Institute at

21   Northeastern, and he serves as the associate dean for

22   undergraduate programs at Khoury College.  His

23   research covers a wide range of digital consumer

24   protection topics using measurement-driven

25   approaches.  This includes areas like online tracking
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 1   and privacy, deceptive dark-pattern user interfaces,

 2   misinformation and radicalization, fairness and bias

 3   in machine learning, algorithm auditing, and

 4   empirical antitrust investigations of tech platforms.

 5   Dr. Wilson is co-PI of the National Internet

 6   Observatory, which is a National Science Foundation

 7   funded project gathering data about the online habits

 8   of a large representative panel of US residents.  The

 9   observatory makes this data available to qualified

10   researchers around the world.  He will be speaking on

11   the where and when of consent and GPC for

12   Californians, Global Privacy Control.  This session

13   will highlight two technical issues regarding the

14   timing and ambiguity of consent signals and how

15   Global Privacy Control helps publishers address these

16   challenges.

17              Welcome, Dr. Wilson.  Thank you for

18   joining us and for offering us your expertise, and I

19   will turn things over to you.

20              DR. WILSON:  Well, thank you very much.

21   It is my pleasure and honor to be here.  I do have

22   some slides to share.

23              CHAIR URBAN:  Sure.

24              DR. WILSON:  Is that showing the correct

25   screen?  Is that thing presenter mode?  I'm also
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 1   getting a lot of echo.

 2              CHAIR URBAN:  They are in the control

 3   booths.  They are working on getting your slides into

 4   presenter mode.  Bear with us.

 5              DR. WILSON:  I think I can fix this on my

 6   end.  One moment.

 7              CHAIR URBAN:  There we go.  That looks

 8   good.

 9              DR. WILSON:  There we go.  All right.

10   Thank you very much.

11              CHAIR URBAN:  Yeah.  It looks great from

12   here.  If it looks good on your end, please go ahead,

13   Dr. Wilson.

14              DR. WILSON:  I apologize for the hiccup,

15   and thank you again for having me.  It's a pleasure

16   to be here.  So I've already been introduced.  I'm

17   Christo.  I'm a computer scientist by training, and

18   my research focuses on digital consumer protection

19   issues.

20              Around 2021 is when I first got

21   interested in the CCPA, because it was an incredibly

22   important landmark privacy law in the United States.

23   So at the time, we were really interested in how

24   websites were complying with the law, and our focus

25   was on the "do not sell my personal information"
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 1   links that websites were supposed to include.  So,

 2   here's an example of one from West Elm; right?  The

 3   idea is that websites were supposed to have this

 4   link, people could click it, and in doing so activate

 5   their privacy rights under the law.  So we conducted

 6   a large-scale study where we ran web crawlers, we

 7   tried to find these links on websites, and this led

 8   to some interesting findings looking at whether those

 9   links were clear and conspicuous as the law requires.

10   One of the things we looked at is whether the sort of

11   size and font of those links was good enough, and it

12   turns out that around 50% of all those links were

13   either too small or too faint to be reasonably

14   accessible.

15              Another thing we looked at is where the

16   links appeared on web pages.  On the right, this

17   black rectangle is a heat map showing where links

18   were on web pages, and most of it's black, but

19   there's this very hot area at the bottom.  You know,

20   unsurprisingly, it turns out that most of the

21   websites that had adopted this link put them at the

22   very, very bottom, in the footer of the page.  So our

23   takeaway from this study was that these links, when

24   they were being adopted, were not really clear and

25   conspicuous enough.  And so that brings me to the
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 1   topic of Global Privacy Control.  I'm grateful to

 2   Professor Zimmeck for really introducing the concepts

 3   here.

 4              So one thing I'd like to start off by

 5   saying is that GPC solves a lot of these usability

 6   challenges that we saw with those links.  When a user

 7   adopts GPC and enables it in their browser, there's

 8   no longer a need for them to hunt around on a website

 9   for this little obscure link.  There's potentially no

10   need for them to be interrupted by a big complex

11   banner.  And by eliminating these sort of roadblocks,

12   right, this reduces the opportunity for dark

13   patterns.  So this is something we've seen a lot in

14   research when we look at these kind of consent banner

15   interfaces.  Here's an example in the screenshot

16   where there's a big "Accept All" button that's very

17   prominent, but to actually opt-out, there's no button

18   for that.  You have to go to "Manage Cookies" and go

19   through a complex, adversarial process; right?  So

20   GPC is wonderful in that it helps alleviate a lot of

21   those kind of user interface issues.

22              But what I want to spend most of my time

23   talking about is other ways that GPC helps,

24   specifically related to timing and ambiguity problems

25   that websites face.  So I'm going to be using one of

0065

 1   my favorite websites, Penny Arcade, as an example.

 2   It's a web comic.  And if you pay attention to this

 3   screenshot, you'll see a couple of important things.

 4   So Penny Arcade is ad-supported; right?  There's a

 5   big advertisement on the right-hand side of the page.

 6   But at the bottom, as a good citizen trying to comply

 7   with the law, they have a cookie banner.  This one

 8   doesn't have any dark patterns there's a button for

 9   "allow," and there's a button for "use necessary

10   cookies only," which is presumably the way the user

11   is supposed to opt-out.  So in theory, the user, if

12   they want to opt-out, is supposed to click that

13   button, and then the publisher, in this case Penny

14   Arcade, is supposed to react.  They're supposed to

15   stop selling and sharing data to third parties to

16   comply with the law.

17              There's a couple of different ways they

18   can implement that.  Option one is to simply not do

19   it at all, maybe remove advertising and tracking from

20   the website entirely.  Another option is to continue

21   using third parties, but don't sell or share data to

22   them.  This is more of a data minimization approach.

23   Or option three is that the website can continue

24   contacting third parties, it can even send sensitive

25   data to them, but it can put them into a restrictive
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 1   service provider mode.  This is sort of a data-use

 2   restriction approach.  All of these are fine and

 3   would comply with the user's desire to opt-out.

 4              So this all seems good in theory.  User

 5   clicks button, data is treated differently, but the

 6   technical details really matter.  And as it turns

 7   out, there's a lot of ways that this can go wrong and

 8   the user's choice can not be honored.  So this brings

 9   us to some of these issues with opt-out compliance.

10   I'll go through an example of web page construction

11   in a minute, but it's important to understand that a

12   website is not a monolith.  It's actually composed of

13   hundreds of different objects that load one by one in

14   order, and it's the sum total of those objects that

15   compose a website.

16              We've already been introduced to the

17   concept of consent management platform, or consent

18   management software.  This is often one of these

19   components that gets downloaded and inserted into web

20   pages while they're loaded.  And the idea behind the

21   consent management software is that it's supposed to

22   implement a lot of this CCPA compliance

23   functionality, so it's often what presents these

24   banners to the user.  If the user interacts with the

25   banner, that consent manager is supposed to collect
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 1   and store a consent signal, i.e. the user's choice to

 2   opt-out, and then it's also then responsible for

 3   acting on that consent signal, so stopping the

 4   selling and sharing of data or restricting data

 5   flows.

 6              There's two particular problems with this

 7   kind of overall approach that I want to highlight.

 8   So one is, when is the consent signal available, the

 9   timing component?  The second is, where is the

10   consent signal located?  This question of ambiguity.

11              So let's take it from the top.  Websites

12   are not monoliths, they're composed of many small

13   objects, and they load incrementally.  So while it

14   may appear that the website is available in the blink

15   of an eye, in reality there's a process going on.  So

16   what typically starts with -- if you go and visit a

17   website, the first thing you'll get is the HTML.

18   That gives you kind of the overall structure of the

19   page and a lot of the content, like the text, but not

20   much else.  Then you might start loading different

21   images, right, maybe then some other resources start

22   to load, like fonts, or third-party analytics, things

23   to track what you do on the site, look for bugs, that

24   kind of stuff.  Then advertisements might load.

25              So now your browser is contacting
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 1   real-time bidding services, different ad networks,

 2   ultimately contacting an advertiser, showing an ad.

 3   And then eventually maybe the consent management

 4   platform loads, and you get this cookie banner.  So

 5   eventually you have the whole website, but the timing

 6   really matters here.  And as you might have guessed,

 7   I've constructed this example in a way to highlight a

 8   particular issue.  The third-party analytics and the

 9   advertisement got loaded before the consent manager.

10   That is a problem that is all too common in reality.

11              So let's look at this in terms of a

12   timeline.  On the bottom here, we have time going

13   from left to right.  Your browser starts by

14   downloading the HTML of the web page.  At some point

15   down the road, the consent management software loads.

16   From that point on, the user is able to click a

17   button and make a choice.  And from there on out,

18   this consent signal is available.  So in theory, any

19   third-party software, like analytics or advertising,

20   that loads after the signal is available can

21   potentially honor the user's opt-out request.  The

22   data is there if they are able to get it, read it,

23   and act on it.  But if all of that third-party

24   analytics and tracking and advertising code loads

25   before the consent manager, it's actually very hard,
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 1   in some cases impossible, for them to comply.  The

 2   information they need for compliance just isn't

 3   there.  So this is a real problem for users.

 4              There's a number of different ways that

 5   personal data gets shared and sold.  As soon as your

 6   browser starts sending HTTP requests to different

 7   third parties, right off the bat, information that is

 8   sensitive is almost certainly getting shared with

 9   them.  Every one of those HTTP requests can include

10   cookies that include pseudonymous identifiers.  Other

11   personal data can be included as well.  Once your

12   browser has finished contacting those third parties,

13   they can start executing JavaScript in the browser,

14   they can read and set more cookies, they can compute

15   probabilistic fingerprints.  They're also able to do

16   things like scrape personal data out of the web page.

17   So, increasingly, third parties will look for things

18   like your email address or a phone number, and

19   they'll use that to construct a pseudonymous

20   identifier that is stable.

21              The previous speaker was talking about

22   things like identifier matching, cookie syncing.

23   That happens automatically as soon as the third

24   parties start to load.  So it's not just one party,

25   but now multiple parties who all get this information
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 1   and are synchronizing it.  I mean, basically, once

 2   you have a third party loaded in a scenario like

 3   this, all bets are off.  The data is shared and sold.

 4              So how does GPC help alleviate these

 5   kinds of timing problems?  Because GPC exists in the

 6   user agent itself, in your browser, it's available

 7   immediately from the moment the page begins to load.

 8   By the time that your browser is getting HTML and

 9   parsing it, GPC is already available.  It's actually

10   already been sent to the publisher.  It's very easy

11   now for the publisher, in JavaScript, to check:  Has

12   this person opted out via GPC?  That is all the code

13   is required to check to see if someone has opted out.

14              From there on out, the publisher can act

15   accordingly.  One option is to just not load ad tech

16   at all.  Another viable option is to continue loading

17   analytics and advertising, but to put it in a

18   restricted service provider mode by sending specific

19   parameters to them.  So GPC is very helpful in this

20   regard.  There's no waiting around for this signal,

21   it's just there all the time.

22              So the other problem I want to highlight

23   is this question of signal ambiguity.  Coming back to

24   the consent management software, you have a website,

25   it's showing this banner, the user clicks the button,

0071

 1   they say they want to opt-out.  That information,

 2   that the person opted out, has to be distributed to

 3   third parties so that they can act on it

 4   appropriately.  You click, and that signal needs to

 5   go out somehow to everybody else.  The problem is how

 6   to do that.

 7              Different consent managers and different

 8   implementations try to distribute this consent

 9   information in different ways.  Sometimes it's placed

10   in a cookie or in something like local storage in the

11   browser, and the expectation is that third-party code

12   will just be able to find it and read it.  Many of

13   the consent management platforms have their own

14   bespoke APIs.  And there's not just one consent

15   manager, there are many of them, and their APIs are

16   different.  The Interactive Advertising Bureau, they

17   have their own APIs that they've tried to standardize

18   across the industry.  But they have at least two, and

19   their APIs are complex and not particularly well

20   adopted.

21              So if you're a well-meaning third party,

22   you are in sort of a pickle.  You've been loaded into

23   a website.  You would like to comply by reading the

24   consent information, but where is it?  It could be

25   any of these places.  So GPC also helps solve this
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 1   problem.  GPC is one simple standard API.  There's no

 2   need to go hunting around for cookies or weird

 3   consent manager APIs.  Every HTTP request coming out

 4   of the browser should include the GPC header, so

 5   you're being told explicitly GPC is enabled.  Or you

 6   can look for the navigator object in the DOM, in

 7   JavaScript, and just check, has the user made a

 8   choice one API.  No ambiguity.

 9              So one of the things that we've been

10   doing lately is actually looking to see if third

11   parties are using the GPC APIs, and it turns out they

12   are.  So we see at least 223 different third parties

13   calling the GPC APIs in the browser.  101 of them are

14   exclusively using the GPC API.  We don't ever see

15   them trying to contact the consent manager or use the

16   IAB APIs.  They just go directly to GPC.  The other

17   122 use GPC and other APIs, so they're taking sort of

18   a multifaceted approach.  But this is really nice to

19   see, that these third parties are already a little

20   bit ahead of the curve, in my opinion, and trying to

21   comply proactively.

22              So just to wrap up, it's my belief that

23   GPC is crucial for the success of the CCPA in

24   California.  It ameliorates a lot of these technical

25   problems.  "When is the signal available?"  Well,
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 1   with GPC it's just available all the time,

 2   immediately.  And "where is the signal?"  Well, GPC

 3   just has the one simple API, so there's not a lot of

 4   ambiguity.

 5              I'll also highlight that I really believe

 6   the browser, or the operating system, is the right

 7   place for this functionality to be built.  Because

 8   that is the right place to implement the user

 9   interface.  There's no need to find and navigate a

10   million banners.  You can make this choice once and

11   it becomes available everywhere.  With consent

12   banners, if you clear your cookies, all of a sudden

13   your choices are lost, but that's not true with

14   something like GPC.  And of course, there's no dark

15   patterns here.  When this is implemented by your

16   browser, there's no incentive to try to manipulate

17   users.  So, there's just a lot to really like about

18   GPC.

19              With that, I will conclude.  I thank the

20   Board very much, and I am happy to take questions.

21              CHAIR URBAN:  Thank you very much,

22   Dr. Wilson.  Again, a really edifying and helpful

23   presentation, which I'm sure I speak for everyone in

24   saying that we appreciate it greatly.  I think we do

25   have some questions for you, and we'll start with
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 1   Board Member Liebert.

 2              MR. LIEBERT:  Thank you for that great

 3   presentation.  How does the -- what appears to be the

 4   evolving world towards an agentic AI marketplace, if

 5   you will, in the ad context, how does that, if at

 6   all, change your thinking about this and how we can

 7   be most successful?  Because it sure seems that's the

 8   direction we're headed; correct?

 9              DR. WILSON:  Yeah.  I mean, so I think

10   GPC helps in this regard as well.  You know, the fact

11   that it's easier for a person to manage their

12   preferences and distribute them also makes it easier

13   for agents to distribute those preferences.  I can

14   give the agent the preference and it can continue to

15   promulgate it.  You know, there have been studies

16   where people try to get agents to do things like

17   click on banners for them.  And it kind of works, but

18   it falls into the same traps as a person trying to

19   interact with those systems; right?  Let's just

20   eliminate the ambiguity.  You know, part of the

21   beauty of agents is that they automate things.  GPC

22   is also about automation and standardization.  So in

23   my opinion, they work together really well.

24              CHAIR URBAN:  Thank you.

25              Other questions?
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 1              Board Member Ozer, please.

 2              MS. OZER:  I just have a question about

 3   both sort of the scope of where GPC is currently

 4   available for use.  And also from a technical

 5   standpoint, how is GPC sort of different in how it

 6   functions or how it's available from something like

 7   Privacy Badger or sort of other browser extensions.

 8              DR. WILSON:  Yeah.  So I'll take that in

 9   two parts.  Thanks to the new law in California, GPC

10   should be included in all major web browsers version.

11   So that is awesome.  There is some ambiguity there,

12   and I don't know how the law or the regs are going to

13   deal with this.  But it is often true that apps will

14   embed browsers, and this is often done to display

15   advertisements.  And this is kind of a weird

16   scenario.  This is not Chrome or Brave or Firefox on

17   your desktop.  This is now just an, an invisible

18   window within an app that's using browser technology,

19   but without any of the buttons, the menus, the

20   interface, none of that.  So it is not entirely clear

21   to me how a user is supposed to express a GPC signal

22   in an embedded browser context like that.

23              This gets to kind of the second point,

24   which is mobile operating systems.  I don't think

25   there's any requirement yet that Android or IOS or
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 1   any of the big mobile operating systems to adopt GPC

 2   unilaterally.  That is not good in my opinion.  I

 3   mean, the vast majority of web browsing is now done

 4   on mobile devices.  So when a person is on their

 5   phone in a web browser, they will have this right.

 6   But when they're on their phone in an app, they won't

 7   necessarily be protected in the same way.  Sebastian

 8   also mentions this.  You know, there are kind of self

 9   regulatory regimes around the ad IDs on the mobile

10   devices, but that is not a substitute for actual

11   regulation.

12              You know, the other context I will

13   highlight is devices.  So there's now a whole bunch

14   of studies looking at, you know, voice assistants

15   like Amazon, Alexis, smart TVs.  We have a new study

16   coming out in a couple of months looking at connected

17   cars.  They all include ad tech now.  But it's not

18   browser based.  So none of those devices are

19   necessarily going to have GPC, but yet they are still

20   collecting this information.  So trying to extend

21   this kind of uniformity and simplicity of opt-out

22   into the device space, I think it's going to be

23   really important.

24              CHAIR URBAN:  Thank you.  Board Member

25   Ozer anticipated my question a bit as well.  This is
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 1   Jennifer Urban.  I was going to ask you to expand, if

 2   you felt comfortable and could, on the mention you

 3   made near the very end of your presentation, of

 4   operating systems and browsers.  And then you spoke

 5   of browsers.  And I understand from the examples that

 6   you're giving now that in the mobile space, for

 7   example, the browser may not be sufficient, in your

 8   view.  Do you have a view on signals and operating

 9   systems more generally?  And could you expand on that

10   for us?

11              DR. WILSON:  Yeah.  So I do think it is

12   important for operating systems to start adopting

13   universal opt-out technology.  I mean, to a large

14   extent, I think Apple has led the way on this.  You

15   know, any app that wants to do tracking has to ask

16   for permission.  You know, that's largely enforced

17   either technically by preventing access to

18   identifiers by the OS, as well as by app store

19   policy.  So if you continue to do things, and you

20   sell and share data, then you risk being delisted.  I

21   think that's a pretty strong model.  I would love to

22   see that turned into more affirmative regulation for

23   all the operating -- in all the major operating

24   systems.

25              CHAIR URBAN:  Thank you.  Any additional
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 1   questions or comments?

 2              Okay.  Thank you so much, Dr. Wilson.

 3   And as with the other speakers, you're most welcome

 4   to say.  Ms. Schesser is going to be speaking next,

 5   and then we will have public comments.  And of

 6   course, if you can't stay, we completely understand.

 7   And all of the public comment will be available in

 8   recording in a transcript for you.  Thank you again

 9   very much for that very helpful presentation.

10              Please bear with us for a few minutes

11   while we get set up for our next speaker, and then I

12   will introduce her.

13              All right.  Our final presenter for this

14   information session is Ms. Stacy Schesser,

15   supervising deputy attorney general for the privacy

16   unit in the consumer protection section of the office

17   of the California Attorney General.  Supervising

18   Deputy Attorney General Schesser leads the team that

19   enforces the CCPA at the California Attorney

20   General's Office.  She began her career at the

21   attorney general's office in 2007 in its criminal

22   division and has worked in the privacy unit since its

23   inception in 2012.  In 2014, she was named the

24   California privacy lawyer of the year.

25              And in -- what.  I'm just reading what I
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 1   got.

 2              So in 2024, she was named -- which I

 3   was -- probably my typo.  So we'll -- I'll be honest.

 4   She was named California Privacy Lawyer of the Year.

 5   And in 2019, was recognized as one of the Recorder's

 6   Women Leaders in Tech Law, the only public sector

 7   recipient of this award.  So we are just replete with

 8   award winning attorneys from whom to learn today.

 9              Today, Ms. Schesser will highlight the

10   California Attorney General's enforcement of the

11   CCPA's opt-out preference signal requirements,

12   focusing on lessons learned from recent

13   investigations.  She will also cover the Attorney

14   General's settlements involving the Global Privacy

15   Control, related agency enforcement actions, and

16   coordinated enforcement efforts with other attorneys

17   general.

18              Welcome Ms. Schesser.  And please begin

19   when you're ready.

20              MS. SCHESSER:  Thank you.  Good

21   afternoon, Chair Urban, Board Members Ozer, Hamer,

22   and Liebert, Executive Director Kemp, and the

23   outstanding staff of Cal Privacy, and members of the

24   public.  As Chair Urban said, my name is Stacy

25   Schesser.  It's my honor to be here to speak to you
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 1   today.  I have the privilege of leading a team of

 2   exceptional attorneys on the privacy enforcement team

 3   at DOJ, a role I've held since 2016.  I am sharing my

 4   views only, and they should not be attributed to the

 5   attorney general.  My remarks are limited to our

 6   public enforcement actions, and I have to be mindful

 7   about the confidentiality of our current

 8   investigations.

 9              With that said, I'm honored to speak to

10   you today about the hallmark of the CCPA, the

11   consumer's right to opt-out, and the expression of

12   that right via opt-out preference signal.  This to me

13   is the most important aspect of the CCPA, and the

14   most critical one to think about being intentional,

15   broad, and protective of the consumer's right to stop

16   the proliferation of their data in the online

17   ecosystem and marketplace.

18              The GPC -- as speakers here today have

19   been very inspiring and very comprehensive in how

20   they've explained it.  GPC uses existing web

21   infrastructure and technologies to solve many of the

22   timing and technical challenges presented by ad tech

23   and the data industry that instantly and invisibly

24   sell and share consumers' personal information.  It

25   is an incredibly important tool that gives the
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 1   consumer the power to automate privacy with the same

 2   force and pervasiveness as those seeking to monetize

 3   data.  It also expresses one powerful sentiment:

 4   Stop.  Stop selling my data.  Stop sharing it for the

 5   purposes of cross-contextual behavioral advertising.

 6   Stop trading it with third parties.  Stop giving it

 7   to data brokers.  Stop tracking me.  Just stop.

 8              But I would like to provide some

 9   background as to when we first wrote the initial

10   regulations establishing a user-enabled Global

11   Privacy Control.  We wrote the language to be as

12   intentional as possible, with every word having

13   meaning.  And these words include "the consumer if

14   known," and it was developed in consultation with our

15   long-standing brilliant contract technologist Nathan

16   Good.  It was solidified in our Disney enforcement

17   action, recently filed in February 2026, which

18   Mr. Goldberg discussed and I'm going to discuss a

19   little bit more at length in a few moments.

20              We also understood, and continue to

21   enforce, this right to be one that is broad,

22   investigating its implementation and effectuation to

23   include downstream entities, and conceptualized it as

24   a persistent privacy choice.  A consumer sets it and

25   forgets it, and even one that could be expressed by a
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 1   consumer who chose a privacy product that built GPC

 2   in by default.  And finally, we wanted to mandate

 3   that user-enabled Global Privacy Control is one

 4   that's deeply protective of the right to opt-out.

 5              Originally, a consumer would have to

 6   click the "do not sell my personal information" link

 7   on every website, on every browser, and every device.

 8   But with the regulations enshrining the right to

 9   opt-out via a user-enabled Global Privacy Control,

10   the mechanism by which a user expresses this right

11   became global and persistent, all while reducing

12   burden on the consumer.  When GPC was introduced, it

13   was supposed to be as easy, immediate, and pervasive

14   as ad tech. It's supposed to be a constant signal

15   that interrupts the system of real-time bidding an

16   average consumer has no idea happens in the

17   background and in microseconds when they land on a

18   website page.  And while GPC is currently only

19   available on web browsers, the law requires that a

20   business applies a consumer's opt-out to that

21   consumer, and thus to apps running on their phone, to

22   smart TVs, and other connected devices.  Again

23   intentional, broad, protective.

24              While the GPC is an amazing tool to

25   protect consumers, it succeeds because it has legal
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 1   teeth behind it.  But even the best law on paper is

 2   nothing without robust enforcement.  And it is

 3   because of our offices, DOJ, and Cal Privacy's

 4   consistent and rigorous enforcement of these

 5   requirements that GPC and consumers' CCPA rights have

 6   meaning and impact.  We take consumer privacy very

 7   seriously.

 8              And I also want to note that it went from

 9   a concept that was in regulation, and informed much

10   to be the product based on input that was from

11   academics, much like today's session, to drive

12   enforcement.  And today, as I'm sitting here and

13   listening, I also want to say it's provided a good

14   deal of inspiration for future-looking enforcement.

15   But today, I'm going to discuss three enforcement

16   actions that cement important takeaways that we want

17   businesses to understand for compliance.

18              And so there's three major themes that

19   I'm going to discuss.  Number one, that businesses

20   are required to accept and process the GPC.  Number

21   two, that they are required to ensure that GPC is

22   technically implemented correctly.  And number three,

23   that when you apply GPC requests, they are applied to

24   the consumer, and not just the individual devices or

25   browsers where the signal is detected.  Before I dive
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 1   into these actions, I want to emphasize the

 2   enforcement of GPC is an ongoing priority for DOJ and

 3   has been from its inception.  On the first day that

 4   CCPA became enforceable, July 1st, 2020, we sent

 5   letters out.  We hit the ground running hard.  After

 6   the regulations became final, GPC was referenced by

 7   then Attorney General Xavier Becerra on Data Privacy

 8   Day in 2021, when he said, and quote, "CCPA opened

 9   the door to developing a technical standard like the

10   GPC, which satisfies the legal requirement and

11   protects privacy."

12              We've also conducted several sweeps that

13   investigate how companies are complying with CCPA's

14   requirements, and we always double check for the GPC.

15   Now when we conduct sweeps, the regulated community

16   pays attention.  They conform their practices so that

17   when we do come knocking and take a look under the

18   hood, they are solid on some of the areas that we

19   have swept in previous investigations.  This is a

20   good thing.  We want businesses to comply, and we

21   want to hear that when we find issues, they are on

22   it, and that they are on it quickly.  That is the

23   type of response that we expect as enforcers and

24   consider when exercising our discretion.  But it is

25   our filed actions, and in particular our complaints

0085

 1   and judgments, that has best communicated to the

 2   industry how we enforce GPC to ensure Californians'

 3   maximum protection of their opt-out rights.

 4              Our first action involving GPC was in

 5   August 2022 and involved Sephora, led by

 6   now-supervising Deputy Attorney General Ronnie

 7   Pomerantz.  Sephora came about as part of a 2021

 8   enforcement sweep investigating how large retailers

 9   sell personal information and how they are responding

10   to a consumer signaling their opt-out via the GPC.

11   We specifically articulated how we tested whether

12   traffic changed after enabling the GPC, finding that

13   in Sephora's case, data continued to flow to

14   third-party companies, including advertising and

15   analytics providers.  In operating its online website

16   and selling products, Sephora collected and amassed

17   information about consumers, including the products

18   that consumers view and purchase, their geolocation

19   data, cookies, and other user identifiers, and

20   technical information about operating systems and

21   browser types.

22              At first blush, Sephora disclosed in its

23   privacy policy that it shared consumers' geolocation

24   and internet or other electronic network activities

25   with third parties, including ad networks, business
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 1   partners, data analytic providers, and others.  But

 2   it did not offer the right to opt-out, even though

 3   Sephora made this data available to these companies

 4   by installing or permitting the installation of

 5   third-party tracking technologies, including cookies,

 6   pixels, SDKs, and other technologies, and they did so

 7   in return for advertising or analytic services.  In

 8   return, Sephora knew that it would receive discounted

 9   or higher-quality analytics and other services

10   derived from the data about consumers' online

11   activities, including the option to later target an

12   advertisement to consumers that had merely browsed

13   for their products online.  Yet, when a California

14   consumer signaled their opt-out using the GPC,

15   nothing changed to block or flag the transmission of

16   personal information.

17              In short, they completely ignored the

18   GPC.  After receiving a notice from the attorney

19   general alleging that it had sold consumer data

20   without offering the right to opt-out, Sephora failed

21   to cure these violations within 30 days, at the time

22   when there was a cure period in effect.  And in our

23   settlement, we negotiated with the company that it

24   would be bound to comply with the law, and

25   specifically mandated that it process consumer
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 1   requests to opt-outs signaled via a GPC.

 2              I also want to highlight another case,

 3   Healthline, led by Deputy Attorney General Mike

 4   Osgood.  Healthline offers many takeaways to the

 5   industry, but it was an important opportunity that

 6   the attorney general described why GPC is so

 7   important for consumers.  Specifically, our complaint

 8   stated, "Because the online trackers used to

 9   facilitate cross-contextual behavioral advertising

10   operate invisibly, ubiquitously, and nearly

11   instantaneously in the background of web pages, the

12   GPC meets this challenge by operating invisibly and

13   continually in the background to tell each business's

14   website that the consumer is opting out."  In

15   Healthline, even for a consumer who had triple opted

16   out via a do-not-sell link, clicking reject in the

17   cookie banner, and transmitting the GPC, Healthline

18   continued to sell personal information to third

19   parties for online advertising.

20              Unlike Sephora, Healthline had

21   implemented a response to the GPC.  But it had done

22   so incorrectly.  Not properly configuring their

23   software tools to recognize GPC, not doing auditing

24   or testing, and continuing to do so, is an actionable

25   violation.  And that's what Healthline importantly
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 1   stood for.  When businesses choose to implement

 2   complex technologies to sell and share consumer data,

 3   it is the business's obligation to ensure GPC stops

 4   selling.  It is only a set-it-and-forget-it for

 5   consumers, it is not for businesses.  Because after

 6   all, these are rights as determined by our

 7   legislature and later affirmed by the electorate.

 8              Finally, I want to walk through our most

 9   recent enforcement action, that we've already

10   discussed a little bit today, in Disney, which was

11   filed in February 2026, led by Deputy Attorney

12   General Maneesh Sharma.  As with each of our

13   enforcement actions, we sought to make something

14   crystal clear, and that is that opt-outs, including

15   by the GPC, apply to the person, not the devices.  We

16   are, after all, enforcing the California Consumer

17   Privacy Act, not the California Device Privacy Act.

18   Our investigation into Disney was part of an annual

19   Data Privacy Day investigative sweep during the year

20   that we focused on streaming.

21              Disney streaming services required that a

22   consumer have an account and log in before watching

23   content.  This meant that each time a consumer

24   watched a movie, a show, or a sporting event, Disney

25   knew who was watching, and the gadgets and gizmos
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 1   aplenty that they used, whether it was a connected

 2   TV, laptop, cell phone, or tablet.  Disney leveraged

 3   their ability to identify consumers across devices

 4   into a profitable advertising business by touting its

 5   ability to deliver targeted ads across services and

 6   devices to the consumer.  But while Disney and

 7   similar companies are able to instantly deliver

 8   targeted ads to the many connected devices we use, we

 9   found that they did not push out and implement a

10   consumer's opt-out across those same devices.  It

11   underscored that there's a disconnect between how

12   industry has approached privacy compliance as opposed

13   to how they've built their data collection and

14   monetization systems.

15              For decades, companies have been

16   implementing and relying on a web-focused consent

17   model that relies on cookies and other non-persistent

18   tools that is often limited to a single device or

19   browser.  As a result, consumers face a never-ending

20   story of consent pop-ups and cookie banners, and are

21   even told that their opt-out requests will have to be

22   resubmitted if they clear cookies.  In contrast, on

23   the data side, industry has massively invested in an

24   identity-based model that allows businesses to

25   quickly track, combine, and monetize consumer data
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 1   collected across various devices, and locate a

 2   specific consumer on their specific device to show

 3   them a perfectly targeted ad or message.  And despite

 4   the business community claiming commitment to

 5   privacy-by-design principles, our enforcement

 6   investigations have shown that these identity-based

 7   tools were not designed to properly integrate with

 8   companies' existing privacy compliance tools.  With

 9   our enforcement action in Disney, we were able to

10   reinforce that the CCPA and privacy compliance

11   entered a whole new world.  That's the last one.

12              When businesses can associate a

13   consumer's device for advertising purposes, they can

14   and they must associate those devices to honor that

15   consumer's opt-out.  We were able to emphasize that

16   the CCPA does not permit a business to limit the

17   GPC's reach to only web browsers where GPC is

18   currently available.  Since CCPA went into effect,

19   and with the very first iteration of the CCPA

20   regulations and in every rulemaking that followed,

21   our technologists and Cal Privacy experts have

22   recognized that businesses have multiple ways of

23   identifying consumers across the web, and require

24   that GPC be treated as a valid request to opt-out if

25   known and for the consumer.  This requirement means
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 1   that once a company has connected any device to a

 2   consumer's identity, whether pseudonymous or not, the

 3   business is obligated to opt-out that identity,

 4   including all devices associated with the identity.

 5   This requirement is important to ensure that an

 6   opt-out preference signal meets the goal of being a

 7   simple, single step to opt-out, whether across

 8   multiple businesses or within one large business.

 9              Ensuring that the opt-out preference

10   signal applies to consumers is especially relevant,

11   because consumers are constantly interacting with

12   businesses online through their computers, but also

13   phones, tablets, and connected TVs, and we heard from

14   Dr. Wilson now their cars, where GPC is not currently

15   available.  Notably, Disney is not unique in having

16   multiple touch points with consumers, and in relying

17   on a privacy compliance technology that no longer

18   matches how companies sell, share, and use consumer

19   data.  We have heard over and over that off-the-shelf

20   vendor technology is not keeping pace with the

21   requirements of the CCPA, and that real compliance

22   requires customized solutions.  But businesses that

23   have the resources to update their data monetization

24   structure must also invest in resources to match

25   privacy compliance, so consumers can easily stop all
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 1   sales and sharing of their data without having to

 2   individually opt-out with multiple businesses and

 3   multiple devices.

 4              In addition to Sephora, Healthline, and

 5   Disney, and as I'm sure you're well aware, GPC is

 6   being robustly enforced by Cal Privacy as ratified in

 7   recent settlements with Tractor Supply and PlayOn,

 8   where businesses failed to recognize and honor

 9   opt-out preference signals on their web properties.

10   And we applaud Cal Privacy's extensive enforcement

11   work there as well.  I would also like to point out

12   that even though my remarks today are about companies

13   that did not comply with GPC, we are seeing companies

14   who are endeavoring towards compliance.  Companies

15   are integrating and updating their systems for GPC

16   even as we continue to maintain pressure through

17   enforcement.  We should continue to maintain that

18   pressure on developing GPC for mobile and

19   beyond-browser integration.

20              Indeed, it is exciting that we will soon

21   enforce new requirements set forth in AB566,

22   requiring companies to build in opt-out preference

23   signal functionality within their browser, thanks to

24   the Agency's stellar legislative advocacy and the

25   work of Maureen Mahoney.  Mobile devices and the very
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 1   sensitive data that comes along with them need to

 2   develop better tools for consumers and for opt-out

 3   preference signals.  While both Android and iPhone

 4   provide controls to delete ad IDs or request apps not

 5   to track, ad tech companies regularly attempt to

 6   circumvent them to continue tracking users.

 7   Consumers want and need robust and comprehensive

 8   privacy solutions, and I say this with deep

 9   appreciation that I'm speaking during the first week

10   in which data brokers will begin processing requests

11   via DROP.

12              Please continue to keep opt-out

13   preference signals the robust tool that it is.  I

14   caution the Board about considering adding more

15   language to the regulatory text, as it could allow

16   companies the opportunity to sometimes blur the line

17   for compliance.  Continued enforcement will

18   effectively telegraph the requirements of the law for

19   businesses that fail to fully effectuate a consumer's

20   right under the CCPA.

21              I want to close with noting that

22   California sets the standard for the rest of the

23   country.  As former Attorney General Kamala Harris

24   said, "As California goes, so goes the nation."  It

25   is because of our innovation here, both legal and
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 1   technological, that consumers enjoy robust privacy

 2   protections.  It is because of our standards and

 3   demands for better privacy rights that states are now

 4   following in our footsteps, with many more states

 5   providing rights for their own constituents to

 6   exercise their rights via opt-out preference signals.

 7   I have found also, in reviewing federal privacy laws

 8   and federal privacy bills, that Congress has included

 9   references to opt-out preference signals, but has

10   erroneously required further study or pausing its

11   immediate effect language that we should continue to

12   oppose.  Because GPC is working, and it will continue

13   to work in California, as it has for over six years

14   now.  Please continue to support opt-out preference

15   signals as a robust tool for consumers, and I will

16   continue to do my job to enforce the law so that this

17   tool only becomes stronger, even more protective,

18   intentional, and broad for consumers.  Thank you.

19              CHAIR URBAN:  Thank you.  Thank you very

20   much, Ms. Schesser.  And of course, the Board and the

21   Agency greatly appreciate all of the attorney

22   general's leadership in this space as well.  And we

23   have been very pleased to see the cooperation that

24   the two agencies have undertaken with regards to

25   enforcement.  Which is, as you say, more guidance for
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 1   businesses.  As we publish enforcement actions.  I

 2   have -- I'm going to ask you if you have views that

 3   you think would be helpful to the Board when it comes

 4   to regulations or other guidance that would be

 5   responsive to Mr. Goldberg's question?

 6              So I heard you loud and clear.  Privacy

 7   protects people, not devices.  And if somebody is

 8   known, even if they're pseudonymous, then the GPC

 9   signal should propagate and should be respected.  Do

10   you have views on the probabilistic identifier

11   challenge that Mr. Goldberg identified for us or

12   described for us?  If there is a mushy middle, or you

13   don't think there is a mushy middle, or if there's a

14   mushy middle, if there's something that you think

15   that we could do to make that easily actionable.

16              MS. SCHESSER:  I don't have specific

17   views.  And I heard the complexity of that question

18   that you had asked Mr. Goldberg, which I thought he

19   tried to answer as -- you know, as best as he could,

20   given the complexity of the question.  The only thing

21   I will say is that when thinking about these things,

22   you know, I don't want to speak too much because this

23   may be something that could come up in the context of

24   enforcement.  It could come up in the context of an

25   investigation, and it could be something that, based
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 1   on how companies are responding to opt-outs, could

 2   even go beyond CCPA and, you know, potentially become

 3   an unfair business practice, something that is

 4   deceptive as well.  And so I want to be very careful

 5   about, you know, speaking specifically on potential

 6   text or regulation that targets that, because it

 7   could also be something that we interpret through the

 8   lens of enforcement.

 9              CHAIR URBAN:  Absolutely.  Yes.  All

10   right.  Thank you very much.

11              Are there questions or comments from

12   other board members?

13              Board Member Hamer?

14              MS. HAMER:  Yeah.  No.  You actually said

15   what I was going to say, so thank you for that.  But

16   thank you for your work.  It is a really interesting

17   overview.  Appreciate it.

18              CHAIR URBAN:  Thank you.

19              Board member Liebert?

20              MR. LIEBERT:  Yes.  You are a legend in

21   the privacy world.  I thank you for all your great

22   work.  It sure seems like we're on the precipice of a

23   true revolution in the ad tech world when it comes to

24   the evolution now of AI and AI platform and what

25   they're signaling, that those two are going to be the
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 1   means by which we are targeted with advertisements

 2   and given advertisements.  And I'm wondering to what

 3   extent now the GPC world needs to evolve in that

 4   regard because right now, of course, they're not, I

 5   believe, covered by the law in regards to that

 6   process.  So to what extent are, are we going to face

 7   those issues?

 8              MS. SCHESSER:  I will just say that while

 9   the conversation was happening, I was scribbling

10   notes and having different thoughts, and I would like

11   to just reserve the ability to continue to think

12   about that and how it would apply in the context of

13   CCPA.

14              CHAIR URBAN:  All right, Counsel.  You

15   can reserve your time, and we'll bring you back for

16   another session.

17              Other comments or questions from the

18   Board?

19              Thank you again, Ms. Schesser.  Fantastic

20   presentation.  I very much appreciate it.

21              That concludes the informational session

22   presentation to the Board.  And I would like to

23   welcome public comments on any of the topics that we

24   have discussed so far today through the presentation.

25   If there's anyone here in person who would like to
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 1   make public comment, please proceed to the podium,

 2   and I will call on you when ready.

 3              And if there's anyone on Zoom who would

 4   like to make public comment, please raise your hand

 5   using the raise your hand function in your Zoom

 6   application, if you're using that.  If you are using

 7   your phone to call into the Zoom, I believe it is

 8   star-six to raise your hand.  And I am going to check

 9   with Ms. Carwile to be sure I got that right.

10   Star-nine.  I flipped it.  Okay.  Apologies to

11   everybody on zoom by phone.  If you would like to

12   make a public comment, please press star-nine.  And

13   Ms. Carwile will call on Zoom participants when we

14   are ready and unmute them.  And then she will mute

15   you again when you are done.

16              For folks in the room, I will ask you to

17   speak into the microphone for purposes of the record.

18   And we will start with our first comment in the room.

19   As a reminder, you have three minutes.  Thank you

20   very much.

21              MR. KATHLACABE:  Thank you.  My name is

22   Mike Kathlacabe, and I'm here in my personal capacity

23   as a consumer in California.

24              So first, let me say that I'm glad I live

25   in California where we have a California Privacy
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 1   Protection Agency, and we have a California

 2   Department of Justice that actually enforces the

 3   rules.  On the other hand, I see the efforts to

 4   protect privacy relying on opt-out as kind of a game

 5   of wack-a-mole; right?  Advertisers and the market of

 6   surveillance capitalism is constantly trying to find

 7   ways around the protections that we put in place.  It

 8   shouldn't be incumbent on the consumer to opt-out of

 9   all of the various things in order to protect their

10   privacy.  It should be opt-in.

11              Now, I realize you're working with the

12   law as it exists and perhaps not as we would like.

13   So that's incumbent upon me as a consumer and a voter

14   in California to try to change that law.  But one of

15   the things as a consumer and obtaining information

16   about myself from data brokers is realizing that as

17   someone who is very interested in privacy, I take all

18   of the measures I can to protect my privacy.  And yet

19   when I get reports about myself from data brokers, I

20   am amazed that they are able to tie my physical

21   credit card transactions to my online persona and

22   multiple email addresses.  And again, like I said,

23   I'm using all the privacy browser settings.  I'm

24   using privacy add-ons.  I'm using ad blockers, all of

25   those things.  But even for me -- and I consider
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 1   myself relatively sophisticated when it comes to

 2   protecting my privacy -- it's a game of wack-a-mole

 3   for me, and I'm not successful.  Please keep this in

 4   mind in going forward.

 5              And Department of Justice, keep on doing

 6   your thing.  It would be great if instead of settling

 7   with some of these companies, we could actually cause

 8   actual consequences for them.  I know you can't put a

 9   company in jail yet, but just allowing them to pay

10   their way out of violating our privacy doesn't seem

11   like an adequate solution.  So once again, thank you

12   for this.  I very much appreciate it.  And good luck,

13   because I think we all need it.

14              CHAIR URBAN:  Thank you so much.  We

15   really appreciate the public comments and you joining

16   us today in person.  Are there any other public

17   comments here or on Zoom?

18              MS. CARWILE:  Yes, we do have somebody on

19   zoom, and that's Ben Tobin.  I'm going to unmute you

20   at this time.  You'll have three minutes to make your

21   comments.  So please begin when you are ready.

22              MR. TOBIN:  Oh, I had to hit the button.

23   Good afternoon, Chair Urban, Board Members Hamer,

24   Liebert, Mactaggart, Ozer, and Executive Director

25   Kemp.  My name is Ben Tobin.  I run Surveil, a
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 1   California company.

 2              So what do we do?  We search the index

 3   internet, including data broker sites, to verify

 4   whether a person's information's exposed online.  And

 5   I do have a commercial interest in this.  No one has

 6   sent me, and I am speaking for myself.  I'm here to

 7   address recommendations one and two.  And I think

 8   there's somewhat of the same problem.  And I'll start

 9   with something in your own regulation.

10              So specifically, Section 7022, that's

11   7022, says, "A business complies with the request to

12   delete by erasing the information or de-identifying

13   it or aggregating it."  And this is kind of the

14   kicker, the business gets to choose.  And it only has

15   to notify the consumer whether it complied and not

16   which action it took.  So let's say me, the consumer,

17   asked to be deleted.  I'm told "yes," but I never

18   actually learn which of the three options were

19   executed.

20              And then I kind of want to drive home on

21   the third one, aggregation in this kind of agentic AI

22   model building space that we're dealing with now.

23   Aggregation is not technically a destruction.  It's a

24   change of form.  The information is technically gone

25   as a record, but it's present as a training set.  And
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 1   a training set can still produce actionable insights

 2   about the person that it came from, whether ever

 3   needing that person's name again.  That is

 4   recommendation to a profile that acts on someone

 5   without having to identify them.  The deletion is

 6   real.  The compliance is real, and nothing really

 7   about that person's exposure has changed.

 8              Now, what we're doing is we're kind of

 9   introducing friction here through the CCPA.  And in a

10   world with a fixed appetite where data brokers are

11   concerned, that would be appropriate.  However, data

12   that becomes a model never really decays, and it

13   doesn't have to be reacquired.  It can basically just

14   sit around until it's used, these models, and then

15   produce results.  And now, I do want to be careful

16   here.  I'm not saying anyone's actively doing this,

17   but what I am saying is that your own rules do permit

18   it and nothing actively requires anyone to disclose

19   it, and nothing technically would show it.

20              So the words I suggest should carry more

21   weight.  Opt-out should mean you do not get to watch

22   me and delete me should mean just that.  Delete me.

23   And on recommendation one, your own rule already

24   knows this.  Section 7025 promises a consumer can

25   opt-out with all businesses, but it then adds four
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 1   words, "they interact with online."  Those four words

 2   at the end of a sentence, nobody outside of this room

 3   necessarily has read.  The consumer hears all

 4   businesses, but the rule means the ones whose

 5   websites they've opened.

 6              MS. CARWILE:  Thank you.  That is three

 7   minutes.

 8              MR. TOBIN:  Have a good day.  Thank you

 9   for your time.

10              MS. CARWILE:  If there are any other

11   members of the public who'd like to speak at this

12   time, please go ahead by using the raised hand

13   feature or by using star-nine if you're joining us by

14   phone.  Again, this is for Agenda Item 2.

15              Madam Chair, I'm not seeing any other

16   hands raised at this time.

17              CHAIR URBAN:  Thank you very much.  And

18   thank you for the public comment that we received on

19   Zoom as well.

20              Before we move to the next agenda item,

21   we are going to take a break of about 15 minutes.

22   It's 10 or 15 minutes.  Let's come back at 3:30.  Is

23   that sufficient for everybody's purposes?  Okay.

24   Wonderful.  So we will come back at 3:30, for those

25   of you on Zoom.  And thanks again to our speakers and
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 1   to everyone for their attention, questions and

 2   comments.

 3              (Whereupon, a short recess was

 4              taken.)

 5              CHAIR URBAN:  Welcome back, everyone.

 6   Thank you for giving us some time to take a break.

 7   We will now turn to agenda Item Number 3, which is an

 8   item on preliminary rulemaking update and

 9   recommendations from staff on opt-out preference

10   signals.  So we have been well prepared by the

11   discussion that we just had.  It will be presented by

12   Philip Laird, the general counsel of CPPA, Lisa Kim,

13   senior privacy counsel and advisor to the Agency, and

14   Rianna Grenda, senior legal analyst, CPPA.  I will

15   ask the team to please go ahead when you're ready and

16   everyone to turn to the materials in your packet for

17   this agenda item.

18              But I cannot let this moment pass without

19   mentioning that we have yet another recipient of the

20   California Lawyers Association Privacy Attorney of

21   the Year award in the form of Ms. Lisa Kim.  So we

22   really are being advised by the best, and we are very

23   grateful for it.  Please go ahead.

24              MR. LAIRD:  Thank you, Chair Urban, and

25   members of the Board.  And actually, to start with
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 1   that point, I'd love to note that, in fact, all four

 2   recipients ever in the history of the Privacy Lawyer

 3   of the Year award are in this room right now.  So

 4   we're very, very excited to have a full --

 5              CHAIR URBAN:  I'm getting the last one

 6   tomorrow, so.

 7              MR. LAIRD:  Exactly.  And furthermore, I

 8   just want to take the opportunity to thank the

 9   speakers this afternoon.  We really appreciate them

10   to taking time out of their days to be with us to

11   present to the Board and staff and the public.  I

12   found it very informative, and I hope you all did as

13   well.

14              CHAIR URBAN:  Actually, we're going to

15   break protocol for a moment, because Board Member

16   Liebert would like to say something very quick.

17              MR. LIEBERT:  Wow.  Terrific program.  We

18   all, as a board, decided together to pursue these

19   informational hearings where you're educating us

20   since you already understand all this.  And thank you

21   so much.  It was really a terrific program and

22   really, really appreciate how these are developing.

23   They're excellent.

24              MR. LAIRD:  Well, thank you.  And

25   complements certainly go to the two to my right, who
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 1   were very much behind thinking through who would be

 2   the appropriate speakers to cover so much territory

 3   and so much important work being done.  So to begin,

 4   as a reminder, at our November 2025 board meeting,

 5   the Board directed staff to begin preliminary

 6   rulemaking on four topic areas.  One was opt-out

 7   preference signals, another was reducing friction in

 8   the exercise of privacy rights, a third was notices

 9   and disclosures, and a fourth was employee data.

10   Just a few small topics.

11              Today we will provide a preliminary

12   rulemaking update, along with proposed rulemaking

13   recommendations related to the first topic, opt-out

14   preference signals.  But to preview for the Board

15   today, we do plan to present updates to the Board on

16   our work on both reducing friction in the exercise of

17   privacy rights and notices and disclosures at the

18   Board's November meeting of this year, and we are

19   then planned in February to present our preliminary

20   rulemaking updates on employee data.  So, the legal

21   division has been hard at work carrying out the

22   direction of this Board, and I'm pleased that we are

23   moving at a good pace, and plan to have these

24   presentations to you over the course of the next

25   several meetings.
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 1              That said, if the Board has any concerns

 2   regarding the schedule, we of course welcome that

 3   feedback.  And with that all said, I will now turn to

 4   the professionals to my right, senior privacy counsel

 5   and adviser Lisa Kim and senior legal analyst Rianna

 6   Grenda, who will walk you through today's preliminary

 7   rulemaking update and proposed recommendations

 8   related to opt-out preference signals.

 9              MS. KIM:  Great.  Thank you so much.  So

10   as mentioned, over the past 10 months our OOPS team,

11   our opt-out preference signal team, has been

12   diligently evaluating whether additional OOPS

13   regulations are necessary and would be beneficial to

14   businesses and consumers.  So we appreciate the

15   opportunity to present our recommendations to the

16   Board today.

17              This afternoon we're going to walk you

18   through three items.  First, we'll provide some

19   level-setting background on OOPS.  Second, we'll

20   offer an overview of the preliminary rulemaking

21   activities our team has undertaken.  And finally, we

22   will present our recommendations for the Board's

23   consideration.  See if I can get our slide up.

24              That said, before we begin, I wanted to

25   acknowledge a team member who wasn't able to join us
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 1   today.  Joe Brown, the Agency's former fellow,

 2   contributed meaningfully to this work before

 3   completing his fellowship and then moving on to

 4   permanent employment.  So I want to just do a little

 5   shout-out.  Joe, if you're watching, we just want to

 6   acknowledge and thank you for your efforts and the

 7   support you provided during this process.

 8              So, starting with the background on

 9   opt-out preference signals.  The informational

10   session covered some of this, but we believe it's

11   important to understand the context of how OOPS came

12   about, as we talk about recommendations.  As set

13   forth in the regulations, "The purpose of an opt-out

14   preference signal is to provide consumers with a

15   simple and easy-to-use method by which consumers

16   interacting with businesses online can automatically

17   exercise the right to opt-out of sale and sharing.

18   And through an opt-out preference signal, a consumer

19   can opt-out of the sale and sharing of their personal

20   information with all businesses they interact with

21   online, without having to make individual requests

22   with each business."  So opt-out preference signals

23   align very well with our strategic goal of allowing

24   consumers to exercise their rights at scale and in a

25   simple and easy way.
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 1              Now, as Professor Zimmeck previewed

 2   earlier, opt-out preference signals were part of the

 3   very first iteration of the CCPA regulations well

 4   before the CPRA came out, and also before the Agency

 5   was created.  In August 2020, the attorney general

 6   adopted a forward-looking regulation to treat as a

 7   valid request to opt-out a user-enabled Global

 8   Privacy Control, such as a browser plug-in or privacy

 9   setting, device setting, or other mechanism that

10   communicates or signals the consumer's choice.

11              In response to that regulation, a group

12   of privacy researchers, including Professor Zimmeck

13   and our former executive director Ashkan Soltani,

14   developed what became known as the Global Privacy

15   Control, which was later introduced at the World Wide

16   Web Consortium, W3C, in October 2020.  A month later,

17   California voters voted on CPRA.  In early 2021, the

18   attorney general publicly confirmed that GPC met the

19   CCPA's requirements for a user-enabled opt-out

20   mechanism.  And then a year and a half later, in

21   August 2022, the AG announced its first CCPA

22   settlement, with Sephora, which included allegations

23   that Sephora had failed to honor GPC.  Now, CPRA

24   amendments to the law went into effect shortly after

25   that, using the term OOPS instead of global privacy
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 1   controls.

 2              And so, to clear up any confusion between

 3   the CCPA regulations and the CPRA's new amendments to

 4   the law, the Agency adopted regulations that

 5   reiterated the requirements set forth in the original

 6   CCPA regulations to ensure consistency between the

 7   old and current regulations.  After that, enforcement

 8   of OOPS requirements and the GPC has continued

 9   steadily by both the AG's office and Cal Privacy.

10   Healthline, Tractor Supply, PlayOn Sports, and most

11   recently Disney all involved businesses who failed to

12   honor GPC.  And then most recently, the legislature

13   passed AB566, an Agency-sponsored bill requiring

14   browser developers to offer OOPS functionality.  And

15   that law will go into effect in January 2027.

16              Now, I go through this background because

17   I believe it helps illustrate how OOPS has grown over

18   time, and it provides a helpful foundation for

19   understanding the preliminary rulemaking activities

20   we carried out next.  And I'm going to turn the

21   presentation over to Rianna Grenda, the senior legal

22   analyst on our OOPS team, who will walk you through

23   those.

24              MS. GRENDA:  Thank you, Lisa.

25              Good afternoon, members of the Board and
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 1   members of the public.  I am going to walk us through

 2   some of the work that our team has done up to this

 3   point, work that has helped inform our

 4   recommendations that we're going to go over later in

 5   this presentation.

 6              Part of our preliminary work included

 7   stakeholder outreach.  This included engagement with

 8   our partners, including the Attorney General's

 9   Office, our own enforcement team, as well as our

10   legislative division.  We also drew on the expertise

11   of our technologists, who unpack the technically

12   complex parts of opt-out preference signals, or OOPS,

13   and we found their insights to be very valuable.  We

14   also engaged with the business community, consumer

15   advocate organizations, as well as academics and

16   thought leaders.  Overall, these conversations helped

17   us better understand operational realities with

18   opt-out preference signals and consumer protection

19   concerns.

20              In addition to stakeholder engagement, we

21   conducted our own research.  We completed a

22   state-by-state survey of all adopted and pending

23   universal opt-out mechanism laws to identify trends,

24   common approaches, and areas of divergence.  We also

25   reviewed a wide set of materials, including academic
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 1   studies, white papers, news reports, related

 2   legislation, and we also closely examined the AG's

 3   rulemaking package on SB976, the Protecting Our Kids

 4   from Social Media Addiction Act, particularly the age

 5   verification components.

 6              Lastly, we did an in-depth review and

 7   analysis of the comments that were submitted to us

 8   during our preliminary written comment period.  Which

 9   brings me to the next couple of slides, where I will

10   briefly summarize the written comments that we

11   received.  So we received 43 written comments,

12   totaling 376 pages.  These comments related not only

13   to our team's work, but also the reducing friction

14   group's work.  These commenters represented business

15   and trade organizations, consumers and consumer

16   advocate organizations, data brokers, authorized

17   agents, academics, and legal practitioners.  The

18   diversity of this input really helped us identify

19   areas of alignment, areas of tension, and where

20   further clarification or direction may be needed as

21   we move toward rulemaking.

22              On this slide, you will see a high-level

23   summary of the themes that we saw across the written

24   comments.  We received a wide variety of comments.

25   Some were very substantive, others were less relevant
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 1   to the rulemaking.  For example, a few companies did

 2   talk about their own privacy products, and some

 3   commenters raised concerns about the underlying law

 4   rather than the regulations themselves.  But when we

 5   filtered through all of the comment submissions,

 6   there were a few themes that emerged, and those are

 7   reflected here.

 8              One major theme involved issues with

 9   processing GPC, including how it applies to

10   pseudonymous profiles, known consumers, and

11   situations where GPC conflicts with a user's privacy

12   settings.  Another recurring theme was timing issues,

13   such as when GPC interacts with the firing of

14   cookies.  We also saw interest in recognizing

15   additional mechanisms or signals as OOPS.  Some

16   commenters emphasized the need for

17   competition-neutral safeguards in applying OOPS

18   uniformly, which would largely require statutory

19   revisions to balance third-party versus first-party

20   data rights.  There were also a few items that only

21   came from one or two commenters, such as AI handling

22   of GPC as well as age-signal interoperability.  These

23   weren't widely raised, but they are worth noting as

24   emerging ideas that may become more prominent over

25   time.  Overall, this feedback helped us identify
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 1   where stakeholders are aligned, where there's

 2   confusion, and where additional clarity may be needed

 3   as we develop regulations.

 4              Okay, and now I'm going to go ahead and

 5   hand this back to Lisa Kim, who will walk us through

 6   the recommendations that we are considering.

 7              MS. KIM:  Okay.  The fun part.  Based

 8   upon our work, staff have four recommendations for

 9   the Board, and they are:  First, explicitly

10   identifying GPC as an OOPS; number two, including

11   examples clarifying how OOPS applies to pseudonymous

12   profiles; third, requiring the reporting of OOPS

13   metrics; and four, including examples clarifying

14   timing issues regarding GPC and the sale and sharing

15   tracking technologies we see in the marketplace.

16              So I'll start with the first one,

17   explicitly identifying GPC.  Our first recommendation

18   is that the Board explicitly identify GPC as an

19   example of an OOPS.  As the history we covered

20   already shows, GPC has functioned as an OOPS since

21   the earliest iterations of the CCPA regulations.  So

22   including GPC by name in the regulation would reflect

23   its established role over the years, while also

24   reinforcing existing enforcement standards and

25   supporting the ongoing work of the attorney general
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 1   as well as the enforcement division of Cal Privacy.

 2   In addition, explicitly identifying GPC would help

 3   support consistent implementation across states with

 4   universal opt-out requirements.  As you may know, 13

 5   other states have passed legislation related to

 6   universal opt-out mechanisms, and several of those

 7   states include language requiring their own OOPS or

 8   universal opt-out mechanisms to align with similar

 9   tools that are recognized under other federal -- or

10   state laws.  So for us to clarify in California

11   regulations that GPC is a valid OOPS would actually

12   make it easier for other states to recognize GPC as

13   meeting California's standard, and therefore

14   ultimately promote greater uniformity and reduce

15   compliance challenges throughout the country.

16              Our second recommendation is that the

17   Board consider adding examples illustrating how OOPS

18   applies to pseudonymous profiles.  While the

19   regulations already explicitly make clear that OOPS

20   applies to pseudonymous profiles, the informational

21   session highlighted that many businesses are still

22   not meeting this requirement, and there are areas for

23   further guidance.  In addition, several written

24   comments have also requested further guidance.  So

25   staff recommends adding an example that highlights
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 1   the normative standard demonstrated in the Disney

 2   matter, particularly with respect to tracking

 3   technologies used for cross-context behavioral

 4   advertising.  When a business associates consumer

 5   data across devices and identifiers for advertising

 6   purposes, it should apply the opt-out with the

 7   corresponding breadth.  I think that's the most basic

 8   example we can start off with.  Providing an example

 9   will offer additional clarity for businesses.  It

10   would reinforce the existing normative standard

11   reflected in the Disney matter, and it would also

12   respond to commenters' requests for guidance.

13   Importantly, framing it as an example rather than a

14   new rule would underscore how this is already part of

15   existing law, and it would avoid constraining current

16   or future enforcement efforts.

17              To our third topic, as you know, current

18   regulations require businesses that process the

19   personal information of at least 10 million consumers

20   to annually disclose in their privacy policy metrics

21   regarding the CCPA requests that they receive,

22   respond to, etc.  So these metrics include requests

23   to opt-out of sale and sharing.  Staff recommend two

24   amendments to this provision.  First, we recommend

25   requiring businesses to specify how many opt-out
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 1   requests were submitted through OOPS, including those

 2   initiated via GPC.  And second, we recommend

 3   replacing the existing 10-million-consumer reporting

 4   threshold with a standard that applies to any

 5   business whose processing of personal information

 6   poses a significant risk to consumer security or

 7   privacy.  As you may recall, that is the explicit

 8   standard that would trigger a cybersecurity audit or

 9   risk assessment.

10              The benefits of these changes are

11   three-fold.  First, they would strengthen consumer

12   trust by providing a single and consistent location

13   in the privacy policy where consumers can confirm

14   large-scale compliance with OOPS-based opt-out

15   requests.  Second, they would assist enforcement

16   efforts by making key CCPA metrics easily accessible

17   for corroboration by regulators and the public.  And

18   third, they apply CCPA reporting obligations to all

19   businesses whose processing activities present

20   significant security and privacy risks, as reflected

21   by their inclusion in the mandatory cybersecurity

22   audit and risk assessment requirements, thereby

23   aligning reporting with the CCPA's risk-based

24   approach.

25              To the extent that the Board is concerned
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 1   with the cost to businesses for complying with these

 2   two provisions, our preliminary estimates, drawing

 3   upon the cybersecurity audit and risk assessment

 4   analysis that we did previously, would indicate that

 5   the burden is relatively modest.  This is because

 6   businesses are already required to keep records of

 7   the CCPA requests that they receive and how they

 8   respond to them for at least 24 months, and all

 9   businesses are required to update their privacy

10   policies on a yearly basis.  So, under a conservative

11   assumption that all businesses subject to CCPA would

12   have to now publish their metrics, the total

13   estimated cost is roughly around $1.53 million.  This

14   figure reflects half an hour of administrator or

15   developer time, at a blended rate per hour, to update

16   their website disclosures.  While this estimate may

17   need to be refreshed to account for current wage

18   levels and updated business counts, it is likely

19   overstated, because many businesses are already

20   providing these disclosures on their website.

21              Finally, our last recommendation concerns

22   timing issues.  The CCPA regulations make clear that

23   businesses must stop selling and sharing personal

24   information as soon as feasibly possible after

25   receiving a consumer's opt-out request, and no later
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 1   than 15 business days.  In addition, if a business

 2   continues to sell or share personal information

 3   during the period before it fully processes the

 4   request, it must notify all third parties that

 5   received that information so those sales and shares

 6   can be remedied.  So, this framework applies equally

 7   to online environments, where sales and sharing of

 8   personal information often occur within milliseconds

 9   of a page loading or cookie firing, as highlighted

10   during the informational session.  However, many

11   businesses do not check for GPC before deploying

12   their tracking technologies that sell or share

13   personal information.  This results in non-compliance

14   with both OOPS obligations and the timing

15   requirements already set forth in the regulations.

16   Several commenters, including privacy attorneys,

17   consent management platforms, and industry

18   participants, have raised similar concerns during the

19   public comment period.

20              So accordingly, staff recommend adding an

21   example that demonstrates proper compliance,

22   specifically detecting and honoring GPC before

23   deploying cookies or other tracking technologies that

24   sell or share personal information.  Given the speed

25   at which online sales and shares are occurring,
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 1   detecting and honoring OOPS at the outset is both

 2   feasible and essential.  Otherwise, businesses risk

 3   immediately selling or sharing personal information

 4   and later facing the difficult and impractical task

 5   of attempting to remedy those disclosures under the

 6   regulation, section 7026(f)(2).  So providing this

 7   clarification through an example, rather than a new

 8   regulatory amendment, ensures that the Agency does

 9   not inadvertently suggest that the existing law is

10   unclear, or undermine current or future enforcement

11   actions.  And to be clear, this example would reflect

12   existing requirements.  The example simply offers

13   additional guidance to help businesses comply.

14              So together, these four recommendations

15   are intended to address issues raised by the public,

16   to provide clear guidance to businesses, and to

17   strengthen compliance with existing law and reinforce

18   the effectiveness of OOPS as a tool for consumers.

19   With that, I'm happy to hear your thoughts and any

20   questions you may have.

21              CHAIR URBAN:  Thank you, Ms. Kim.  Thank

22   you, Ms. Grenda.  That was both -- that was very

23   clear and helpful.  Thank you both.

24              Does staff recommend that the Board take

25   action today to direct staff to develop the materials
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 1   to be ready to commence a formal rulemaking in our

 2   next meeting?  Is that the process-based

 3   recommendation here?

 4              MS. KIM:  I think the process would be

 5   to, yes, direct us to get ready to engage with formal

 6   rulemaking.  Of course, once we have draft language

 7   and text, that would come back to the Board for the

 8   Board to review and finally approve.

 9              CHAIR URBAN:  Yes.  But staff are ready

10   to go ahead and prepare the draft language, the

11   initial statement of reasons, and so forth for the

12   Board to consider.

13              MS. KIM:  Yes.

14              CHAIR URBAN:  Okay.  Right.  I just

15   wanted to be sure we all knew what we were thinking

16   about from a process perspective as we go into any

17   comments or questions from the Board.

18              Are there any?

19              Board Member Hamer?

20              MS. HAMER:  Yeah.  Thank you.  It was a

21   very clear presentation.  There we go.  Thank you for

22   a very clear presentation.  One of the items in the

23   summary was AI handling of GPC.  So was there a

24   thought given to that, because that's going to be

25   kind of like a landslide at some point, and I think
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 1   it'd be good to get ahead of it?

 2              MS. KIM:  Yes.  Thank you for that

 3   question.  We did think through and consider whether

 4   or not that topic was right for consideration for

 5   rulemaking or regulation, in particular.  I think we

 6   need some additional time to truly understand how

 7   that AI or agentic AI works on a high level.  I think

 8   what we see in the marketplace right now is not -- is

 9   more with regard to browsers having AI features that

10   go and search for information and then summarize and

11   provide to the consumer.  So the consumer's actually

12   not going anywhere.  They're staying within that

13   platform discussion.  And in light of that, we still

14   need to do more factual understanding as to how our

15   law applies to that factual scenario and whether it's

16   applicable here.

17              But that said, it's certainly something

18   that we're carefully watching and engaging with and

19   thinking through.  I would say at this time, we don't

20   think it's right for a regulation at this moment.

21              MR. LAIRD:  And I'll just bolster that to

22   say.  One thing we kind of kept coming back to is,

23   the beauty of CCPA is how agnostic it is to the

24   technology it's potentially regulating.  And so in

25   many regards, I think we also thought through this,
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 1   and you come back to, well, the rules as written

 2   apply sort of regardless.  You know, a developer of

 3   AI technology, you know, a business you engaged to

 4   use AI technology still has -- is obliged by the same

 5   opt-out requirements of sale and sharing as any other

 6   business.  And so in some regard, I think to Ms.

 7   Kim's point, what we're waiting to observe is if

 8   there is an alternative use that somehow brings into

 9   question exactly how those rules apply.  But

10   otherwise, we also think there's some simplicity here

11   that businesses should be able to translate on its

12   face.  Simply put, they cannot sell or share your

13   personal information, whether it's through an AI tool

14   you are using on -- through them or otherwise, if

15   you're given that signal -- if you've given that

16   direction.

17              CHAIR URBAN:  Thank you.

18              Please, do you have follow up, Ms. Hamer.

19              MS. HAMER:  Perhaps even an example being

20   added might help clarify that it actually does apply,

21   because I doubt that developers think it does.  I

22   think a lot of the language is specific around

23   browsers, and we have some issues around other types

24   of devices and smart devices.  And AI is already

25   doing things, probably, that are contrary to what --
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 1   that they should be doing.

 2              MR. LAIRD:  Yeah.  That's absolutely

 3   helpful feedback.  And I don't disagree that belt and

 4   suspenders is also helpful always when it comes to

 5   regulation.  So I mean, I think it's certainly

 6   something we could explore at the staff level

 7   further, even if we feel like it's a restatement of

 8   plain meaning of the law.  I take the point

 9   certainly, that that doesn't hurt and could help more

10   compliance.

11              CHAIR URBAN:  Thank you.

12              Board Member Liebert?

13              MR. LIEBERT:  Okay.  Thank you.  I'm

14   looking at our wonderful website privacy.CA.gov.  And

15   I see some great helpful information on how Drop

16   works.  And I'm wondering if we should consider doing

17   something similar in regards to OOPS and GPC that,

18   you know, educate -- we have some actually good

19   educating materials I've seen on the site for

20   businesses, but I don't know that we do -- and maybe

21   I'm just missing it -- in regards to consumers.

22              MS. KIM:  I think perhaps Tom might be

23   the best person to respond to this.

24              MR. KEMP:  Yeah.  Sure.  So we have put

25   forth about ten privacy tips, and that's one of the
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 1   top privacy tips --

 2              MR. LIEBERT:  Okay.

 3              MR. KEMP:  -- we have.  And then I did a

 4   couple blog posts on that as well.  And -- but

 5   really, the big focus will be in January when the

 6   browser vendors support it.  And so we're going to go

 7   really hard.  And I think Ms. White will talk more

 8   about this --

 9              MR. LIEBERT:  Okay.

10              MR. KEMP:  -- tomorrow.  So I'm not going

11   to say anything more because that's a topic.  But

12   you'll get a good feel for what's happening as it

13   relates to further promotion of this directly to

14   consumers.

15              And the other thing I'll add is, is that

16   we've built up an incredible mailing list for

17   newsletter subscribers.  And so this gives us a great

18   opportunity come January to promote the fact that now

19   with all these major browsers, here are the specific

20   directions that you can use to turn it on.

21              So in summary, content does exist.  I

22   think we also created a video for consumers as well.

23   But the big push will happen come January.

24              MR. LIEBERT:  And that content, then, it

25   sounds like, will be put on the website, as well.
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 1              MR. KEMP:  Oh, absolutely.  There is

 2   content now under the privacy tips.  Also, if you

 3   look at the senior scammers, we are teaching senior

 4   citizens how to turn that on as well when we do those

 5   events.  And so it's been integrated.  It's one of

 6   our top -- the easiest one is Drop.  The second

 7   suggestion that we have is to turn on OOPS.  And so

 8   the thought process is, if you spend 5, 6, 7 minutes

 9   on Drop, you spend 30 seconds.  If it's a browser

10   that supports it, or you download a third-party

11   extension, maybe you spend another minute or two.

12   And that's kind of the 20/80 rule that you get a lot

13   of great coverage with third parties with Drop, and

14   then the opt-out of sale and sharing with first party

15   interactions as well.  But it really makes sense come

16   January, when we can explicitly tell people on

17   Chrome, go to this, this, this.  Same thing with

18   Safari, same thing with Edge.  And so we will be very

19   prescriptive, and that will be a big focus of our

20   campaigns come January.

21              CHAIR URBAN:  Thank you.  Additional

22   comments or questions?

23              All right.  So maybe this will prompt

24   some or maybe not.  So taking into account the

25   substantive recommendations from staff and what I
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 1   understand the process to be, I will request a motion

 2   to direct staff to prepare all documents and

 3   materials necessary to open formal rulemaking for the

 4   regulatory changes staff recommended today and in

 5   alignment with today's discussion, and to bring draft

 6   text implementing those recommendations before the

 7   Board, again, before commencing the 45-day public

 8   comment period.

 9              Mr. Laird, did I cover the necessary?

10              MR. LAIRD:  Yes.  Perfect.

11              CHAIR URBAN:  Okay.  Great.  So that will

12   be the motion I will request.  And at this point, I

13   would like to ask if there's any public comments on

14   this item.

15              MS. CARWILE:  This is for Agenda Item 3,

16   Preliminary Rulemaking Update and Recommendations on

17   Opt-Out Preference Signals.  If you'd like to make a

18   comment at this time, please raise your hand using

19   the raised hand feature or by pressing star-nine if

20   you are joining us by phone.  This is for Agenda Item

21   3.

22              Madam Chair, I'm not seeing any hand

23   raised at this time.

24              CHAIR URBAN:  Okay.  Thank you, Ms.

25   Carwile.
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 1              And with that, I will request from the

 2   Board the motion as stated.  Is anyone ready to make

 3   the motion?

 4              Mr. Liebert makes the motion.  Is there a

 5   second?

 6              MS. OZER:  Second.

 7              CHAIR URBAN:  Thank you.  I have a motion

 8   on the table and a second motion from Mr. Liebert,

 9   second from Ms. Ozer.

10              Ms. Carwile, would you please conduct the

11   roll call vote?

12              MS. CARWILE:  Yes, this is a roll call

13   for the motion as stated by the Chair.

14              Board Member Hamer?

15              MS. HAMER:  Aye.

16              MS. CARWILE:  Board Member Liebert?

17              MR. LIEBERT:  Aye.

18              MS. CARWILE:  Board Member Mactaggart?

19              Board Member Ozer?

20              MS. OZER:  Aye.

21              MS. CARWILE:  Chair Urban.

22              CHAIR URBAN:  Aye.

23              MS. CARWILE:  Madam Chair, you have four

24   yeses and one not voting.

25              CHAIR URBAN:  Thank you very much, Ms.
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 1   Carwile.  And thanks everyone on the Board and of

 2   course, to our wonderful staff for that very

 3   thoughtful and efficient presentation.  The motion

 4   has been approved by a vote of four to zero.

 5              We will now move on to Agenda Item 4,

 6   which is Discussion and Possible Action to Amend

 7   Regulations Section 7500 Conflict of Interest Code,

 8   Including Possible Adoption of Proposed Text.  You

 9   have materials before you with the proposed text.

10   And as a reminder to the Board, we discussed this in

11   our last meeting.  This is bringing our legally

12   required conflict of interest code up to code,

13   because we now have about 70/75 people.  And when we

14   first adopted it in our very first board meeting, we

15   had none.  And anticipate an executive director and

16   something.  So to cast you back into what we have

17   already discussed.  That's what's up today.

18              And I will ask Mr. Laird, who's going to

19   present this, to go ahead.

20              MR. LAIRD:  Thank you, Chair Urban.  And

21   I agree, this should be a relatively quick

22   discussion.  This, if this looks familiar, it's

23   because it's the exact same text you saw at our last

24   meeting, but that was to get your approval to begin

25   the comment period.  We have since held the comment
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 1   period.  We received no comments from the public

 2   during that time.  We did make the edit that Ms. Ozer

 3   pointed out -- there, the extraneous 'that' has been

 4   removed.  And at this point we are asking for your

 5   adoption of these amendments.  And the process, just

 6   for your awareness, would be:  If you adopt, then

 7   it'll go back to the Fair Political Practices

 8   Commission for their final approval, and then be

 9   filed and take effect within 90 days of its filing

10   with the Office of Administrative Law.

11              CHAIR URBAN:  Thank you very much,

12   Mr. Laird.  Any Board questions or comments on this?

13              All right.  And then I will request the

14   motion to adopt the conflict of interest code

15   amendments as proposed and to direct staff to take

16   all steps necessary to complete the rule making

17   process, including filing the final rulemaking

18   package with the Office of Administrative Law, the

19   amendment of any documents within the rulemaking

20   package other than the text of the rules as necessary

21   to ensure clarity, accuracy, and compliance with the

22   Administrative Procedures Act, and authorizing the

23   executive director to make any non-substantive

24   changes to the proposed regulations, and to further

25   authorize staff to withdraw the rulemaking and
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 1   file -- in whole or in part -- in consideration by

 2   the Office Of Administrative Law at any time if in

 3   their opinion, the legal risks associated with

 4   disapproval of these regulations warrant further

 5   consideration by the Board.  That will be the motion

 6   that I will request in case you were wondering, which

 7   I'm sure you were not.  I had that one written down.

 8              And I will ask if there's any public

 9   comment.

10              MS. CARWILE:  This is for Agenda Item 4,

11   Discussion and Possible Action to Amend Regulation

12   Section 7500 Conflict of Interest Code, Including

13   Possible Adoption of Proposed Text.  If you'd like to

14   make a comment at this time, please raise your hand

15   using the raised hand feature or by pressing

16   star-nine if you're joining us by phone.  This is for

17   Agenda Item 4.

18              Madam Chair, I'm not seeing any hands

19   raised at this time.

20              CHAIR URBAN:  Thank you, Ms. Carwile.

21              In that case, may I have the motion as

22   stated?  Thank you.  I have a motion from Ms. Hamer.

23   May I have a second?

24              MR. LIEBERT:  Second.

25              CHAIR URBAN:  Thank you.  The motion as
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 1   stated is made by Miss Hamer, seconded by Mr.

 2   Liebert, Ms. Carwile, would you please conduct the

 3   roll call vote?

 4              MS. CARWILE:  Yes, this is a roll call

 5   for the motion as stated by the Chair.

 6              Board Member Hamer?

 7              MS. HAMER:  Aye.

 8              MS. CARWILE:  Board Member Liebert?

 9              MR. LIEBERT:  Aye.

10              MS. CARWILE:  Board Member Mactaggart?

11              Board Member Ozer?

12              MS. OZER:  Aye.

13              MS. CARWILE:  Chair Urban.

14              CHAIR URBAN:  Aye.

15              MS. CARWILE:  Madam Chair, you have four

16   yeses and one not voting.

17              CHAIR URBAN:  Thank you very much.  The

18   motion has been approved by a vote of four to zero.

19   I thank the staff for all your work to keep us up to

20   date and everyone for making their disclosures, so

21   the public is able to judge what we are doing by

22   those disclosures.  Very much appreciated.  And thank

23   you for the efficient process today.  Thanks again to

24   our speakers who, again, were incredibly informative

25   and helpful.  And to the team who put together the
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 1   informational session for us.  We have found these

 2   very valuable.  And as Mr. Liebert suggested earlier,

 3   I think we're very much looking forward to the others

 4   as well.  Before we end for today and start back

 5   tomorrow, I believe our executive director, Mr. Kemp,

 6   has something to say.

 7              Okay.  Mr. Laird?

 8              MR. LAIRD:  I think we were just going to

 9   note, knowing that it's a full agenda tomorrow, I

10   didn't know if the Board wanted to consider taking

11   any of the items for tomorrow, specifically,

12   potentially future agenda items.  We could still wait

13   till tomorrow as well, but.

14              CHAIR URBAN:  Okay.  Yes.  I was trying

15   to be kind, but it does mean being mean tomorrow.  So

16   I will ask the Board what their preference is.

17              Would you like to discuss future agenda

18   items now, or would you like to wait until tomorrow?

19              MS. HAMER:  I would prefer to wait until

20   tomorrow for one.

21              CHAIR URBAN:  Okay.  All right.  In that

22   case, let's go ahead and be in recess until 9:00

23   tomorrow morning, August 7th, when we will continue

24   with the agenda as posted on our website and here in

25   San Francisco.  Thank you all very much.  The Board
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 1   is now in recess.

 2              (End of audio recording.)
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		195						LN		8		12		false		         12     laws.  He holds a PhD and an MS in Computer Science				false

		196						LN		8		13		false		         13     from Columbia University and a JD and PhD in Law from				false

		197						LN		8		14		false		         14     the University of Kiel in Germany.  His perspective				false

		198						LN		8		15		false		         15     is informed by his background as a former attorney at				false

		199						LN		8		16		false		         16     Fresh Field and a Google research fellow at the				false

		200						LN		8		17		false		         17     Berkeley Center for Law and Technology.  Dr. Zimmeck				false

		201						LN		8		18		false		         18     advises government regulators and technology				false

		202						LN		8		19		false		         19     companies.				false

		203						LN		8		20		false		         20                Welcome, Dr. Zimmeck, and I will turn				false

		204						LN		8		21		false		         21     things over to you.				false

		205						LN		8		22		false		         22                DR. ZIMMECK:  Yeah.  Thank you so much				false

		206						LN		8		23		false		         23     for the invitation.  It's a pleasure to be here.  And				false

		207						LN		8		24		false		         24     I have prepared some slides, so I will share my				false

		208						LN		8		25		false		         25     screen.  And then I will talk for about 20 minutes,				false

		209						PG		9		0		false		page 9				false

		210						LN		9		1		false		          1     and then there should be a ten-minutes Q and A.  So				false

		211						LN		9		2		false		          2     let's get started.  Okay.				false

		212						LN		9		3		false		          3                So I'll be talking about the background				false

		213						LN		9		4		false		          4     and development of Global Privacy Control, what it				false

		214						LN		9		5		false		          5     is, how it works, how it has evolved.				false

		215						LN		9		6		false		          6                And, you know, to start out, okay, we				false

		216						LN		9		7		false		          7     have a problem with opting out.  And, you know, one				false

		217						LN		9		8		false		          8     of the things that actually helped us tackle this				false

		218						LN		9		9		false		          9     problem is the California Consumer Privacy Protection				false

		219						LN		9		10		false		         10     Act.  And, you know, here, you see some of, you know,				false

		220						LN		9		11		false		         11     the different banners that people, you know, saw over				false

		221						LN		9		12		false		         12     the last couple of years and are still seeing.  So				false

		222						LN		9		13		false		         13     here, you see, you know, as a user, I need to look at				false

		223						LN		9		14		false		         14     the GDPR, US state law, Switzerland.  I see here a				false

		224						LN		9		15		false		         15     privacy notice with 1,255 technology partners to				false

		225						LN		9		16		false		         16     share my data with.  And this is just too much.				false

		226						LN		9		17		false		         17                So we want to have a simpler way of				false

		227						LN		9		18		false		         18     exercising your right to opt-out under the CPPA.  And				false

		228						LN		9		19		false		         19     the Global Privacy Control is that simpler way.  It				false

		229						LN		9		20		false		         20     is the mechanism so that people can exercise their				false

		230						LN		9		21		false		         21     opt-out right under the CCPA.  Imagine it as a little				false

		231						LN		9		22		false		         22     robot that is, you know, automatically pushing the				false

		232						LN		9		23		false		         23     opt-out button when you visit a website.  So instead				false

		233						LN		9		24		false		         24     of clicking a link or clicking a banner, you just				false

		234						LN		9		25		false		         25     visit the website you have.  Before you do that, set				false
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		236						LN		10		1		false		          1     your browser to send a GPC signal, and then that				false

		237						LN		10		2		false		          2     happens automatically.  You can opt-out for all sites				false

		238						LN		10		3		false		          3     or just some.				false

		239						LN		10		4		false		          4                This is also not only for websites, but				false

		240						LN		10		5		false		          5     also for mobile ads, for IOT, basically for every				false

		241						LN		10		6		false		          6     system where the web is the underlying communication				false

		242						LN		10		7		false		          7     platform.  So the mobile ads that you see, that you				false

		243						LN		10		8		false		          8     use, also have ads, and those are also web based.				false

		244						LN		10		9		false		          9     And so people should also be able to opt-out on				false

		245						LN		10		10		false		         10     mobile ads.				false

		246						LN		10		11		false		         11                Now, maybe some of you will think, "Well,				false

		247						LN		10		12		false		         12     wait a minute.  Don't browsers have 'do not track'				false

		248						LN		10		13		false		         13     already?"  And so what I'm showing here is a				false

		249						LN		10		14		false		         14     screenshot of the latest Google Chrome.  And it's				false

		250						LN		10		15		false		         15     very small at the bottom, there is actually sent a				false

		251						LN		10		16		false		         16     "do not track" request.  And so we have this new				false

		252						LN		10		17		false		         17     signal that I just mentioned, Global Privacy Control.				false

		253						LN		10		18		false		         18     And then we have still this "do not track" setting.				false

		254						LN		10		19		false		         19                So what's the difference?  The difference				false

		255						LN		10		20		false		         20     is that "do not track" was based on an older law.				false

		256						LN		10		21		false		         21     It's called the California Online Privacy Protection				false

		257						LN		10		22		false		         22     Act.  And if you look here under number five, the				false

		258						LN		10		23		false		         23     third paragraph, it requires to disclose how the				false

		259						LN		10		24		false		         24     operator responds to web browsers' "do not track"				false

		260						LN		10		25		false		         25     signals.  I say it again.  It says, "disclose how the				false
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		262						LN		11		1		false		          1     operator responds."  So it actually does not say that				false

		263						LN		11		2		false		          2     you have to comply.  You just have to disclose what				false

		264						LN		11		3		false		          3     you do.  And that's a pretty dramatic difference to				false

		265						LN		11		4		false		          4     the CCPA that actually requires compliance.  And so				false

		266						LN		11		5		false		          5     that's the difference to "do not track."				false

		267						LN		11		6		false		          6                And so in 2020, with my collaborators, I				false

		268						LN		11		7		false		          7     started working on Global Privacy Control.  And				false

		269						LN		11		8		false		          8     that's also a standard at the World Wide Web				false

		270						LN		11		9		false		          9     Consortium.  Or more specifically, it is a draft				false

		271						LN		11		10		false		         10     standard.  It's not yet finalized, but, you know,				false

		272						LN		11		11		false		         11     we're on good -- we're making good progress there.				false

		273						LN		11		12		false		         12     And it is also supported by the National Science				false

		274						LN		11		13		false		         13     Foundation.  And coincidentally, I can say just				false

		275						LN		11		14		false		         14     yesterday, I received, you know, the official				false

		276						LN		11		15		false		         15     approval that the National Science Foundation will				false

		277						LN		11		16		false		         16     continue to support GPC until 2030.  So we have a new				false

		278						LN		11		17		false		         17     grant, and I'm happy to, you know, continue this				false

		279						LN		11		18		false		         18     work.				false

		280						LN		11		19		false		         19                And as you can see here, how did it all				false

		281						LN		11		20		false		         20     start out?  It started out with the attorney general				false

		282						LN		11		21		false		         21     tweeting that GPC is the mechanism that is required				false

		283						LN		11		22		false		         22     to be respected for the opt-out right under the CCPA.				false

		284						LN		11		23		false		         23     Some people at the time called it regulation by				false

		285						LN		11		24		false		         24     tweet.				false

		286						LN		11		25		false		         25                It is now more elaborate, this				false
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		288						LN		12		1		false		          1     regulation.  So we have now the official regulations				false

		289						LN		12		2		false		          2     here that you can find on the CPPA website.  And here				false

		290						LN		12		3		false		          3     in this section, for example, it talks specifically				false

		291						LN		12		4		false		          4     about the opt-out preference signals.  And the third				false

		292						LN		12		5		false		          5     paragraph here, as you can see, it says, "The				false

		293						LN		12		6		false		          6     business shall treat the opt-out preference signal as				false

		294						LN		12		7		false		          7     a valid request to opt-out of sale/sharing submitted				false

		295						LN		12		8		false		          8     pursuant to" this civil code section.				false

		296						LN		12		9		false		          9                And we have seen enforcement actions.				false

		297						LN		12		10		false		         10     Here, against Sephora for not respecting GPC signals.				false

		298						LN		12		11		false		         11     We also have seen actions from the CPPA here just				false

		299						LN		12		12		false		         12     earlier this year against youth sports media company,				false

		300						LN		12		13		false		         13     PlayOn Sports, that did not respect GPC signals.  And				false

		301						LN		12		14		false		         14     so this is very good.  Without enforcement, you know,				false

		302						LN		12		15		false		         15     it wouldn't work so well.  And the regulatory				false

		303						LN		12		16		false		         16     authorities in California are really at the forefront				false

		304						LN		12		17		false		         17     of enforcing this.				false

		305						LN		12		18		false		         18                They often work together with two other				false

		306						LN		12		19		false		         19     states, my home state, Connecticut, and also				false

		307						LN		12		20		false		         20     Colorado.  And we have actually also recently seen				false

		308						LN		12		21		false		         21     many more states joining these investigative sweeps.				false

		309						LN		12		22		false		         22     So I think we will see much more in the next month				false

		310						LN		12		23		false		         23     and years.  There is the California Consumer Privacy				false

		311						LN		12		24		false		         24     Act, the Colorado Privacy Act, the Connecticut Data				false

		312						LN		12		25		false		         25     Privacy Act, New Jersey Privacy Act, and the Oregon				false

		313						PG		13		0		false		page 13				false

		314						LN		13		1		false		          1     Consumer Privacy Act for which it is explicit that				false

		315						LN		13		2		false		          2     GPC is required.  There may be more laws where it is				false

		316						LN		13		3		false		          3     required, but these, definitely GPC applies.				false

		317						LN		13		4		false		          4                And there are different approaches that				false

		318						LN		13		5		false		          5     the states take.  So in California, we have a				false

		319						LN		13		6		false		          6     statute.  We have the CCPA, and then we have				false

		320						LN		13		7		false		          7     regulations that spell out in more detail how to				false

		321						LN		13		8		false		          8     respect privacy preference signals.				false

		322						LN		13		9		false		          9                In Colorado, we also have a statute and				false

		323						LN		13		10		false		         10     regulations.  And then we have a Universal Opt-Out				false

		324						LN		13		11		false		         11     List.  So that is sort of -- you know, you can apply.				false

		325						LN		13		12		false		         12     You have a signal.  And then if it satisfies the				false

		326						LN		13		13		false		         13     requirements of the regulations, you know, it will be				false

		327						LN		13		14		false		         14     on this opt-out list and will also be required.  And				false

		328						LN		13		15		false		         15     GPC is, at the moment, the only signal.  But I				false

		329						LN		13		16		false		         16     remember when the opt-out list came out, we actually				false

		330						LN		13		17		false		         17     submitted also the app, you know, tracking framework				false

		331						LN		13		18		false		         18     of Apple.  We took the liberty to do it on behalf of				false

		332						LN		13		19		false		         19     Apple, but it was not recognized at the time.				false

		333						LN		13		20		false		         20                And then we have a Connecticut with --				false

		334						LN		13		21		false		         21     which has a statute and then informal guidance how to				false

		335						LN		13		22		false		         22     respect GPC.  So for example, on websites of the				false

		336						LN		13		23		false		         23     state, frequently asked questions, and so on and so				false

		337						LN		13		24		false		         24     forth.  So there are these different ways of how, you				false

		338						LN		13		25		false		         25     know, states conveyed this information and how they				false
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		340						LN		14		1		false		          1     approached this.				false

		341						LN		14		2		false		          2                Now, I'm talking about states here.  One				false

		342						LN		14		3		false		          3     important thing to note is that, you know, these are				false

		343						LN		14		4		false		          4     state laws.  We have local laws.  We don't have a				false

		344						LN		14		5		false		          5     federal law, and we also don't have an international				false

		345						LN		14		6		false		          6     law.  And so, what does the GPC signal mean in the				false

		346						LN		14		7		false		          7     different, you know, geographies?  And you know, the				false

		347						LN		14		8		false		          8     answer is it means what the specific regulator says				false

		348						LN		14		9		false		          9     it means.  So we have just one setting.  It will be				false

		349						LN		14		10		false		         10     required in all browsers starting next year,				false

		350						LN		14		11		false		         11     according to a California law, an amendment of the				false

		351						LN		14		12		false		         12     CCPA.  And this setting is the same everywhere unless				false

		352						LN		14		13		false		         13     browser makes a specific California browser,				false

		353						LN		14		14		false		         14     Connecticut browser, and so on and so forth, which I				false

		354						LN		14		15		false		         15     -- but then the meaning of that signal will be				false

		355						LN		14		16		false		         16     different depending on where people live, where are				false

		356						LN		14		17		false		         17     the people, you know, using that browser, which law				false

		357						LN		14		18		false		         18     applies to them.  And so while we don't expect it to				false

		358						LN		14		19		false		         19     be dramatically different in the different states in				false

		359						LN		14		20		false		         20     the US, it can be, you know, slightly different.  It				false

		360						LN		14		21		false		         21     can have slightly different nuances.				false

		361						LN		14		22		false		         22                I'm also working with regulators in the				false

		362						LN		14		23		false		         23     EU.  With the EU commission, for example, to bring				false

		363						LN		14		24		false		         24     GPC to the EU.  And so there, we need to do the same				false

		364						LN		14		25		false		         25     mapping that I just said here.  And so under EU law,				false
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		366						LN		15		1		false		          1     it could mean, for example, withdrawing consent for				false

		367						LN		15		2		false		          2     behavioral advertising, plus objecting to processing				false

		368						LN		15		3		false		          3     if the legal basis for the processing is legitimate				false

		369						LN		15		4		false		          4     interest.  There is a new effort in the EU, it's				false

		370						LN		15		5		false		          5     called the digital omnibus, to make the EU more --				false

		371						LN		15		6		false		          6     you know, modernize it.  And so there is an article				false

		372						LN		15		7		false		          7     that changes the GDPR that also has privacy				false

		373						LN		15		8		false		          8     preference signals, but it's not clear whether it				false

		374						LN		15		9		false		          9     will become law or not.  And for the EU, this is also				false

		375						LN		15		10		false		         10     about solving the cookie banner problem.				false

		376						LN		15		11		false		         11                Now, let's talk about that for a moment.				false

		377						LN		15		12		false		         12     Cookie banners and privacy preference signals.				false

		378						LN		15		13		false		         13     What's the difference?  Are they the same?  You know,				false

		379						LN		15		14		false		         14     what's their connection?  And when I talk here about				false

		380						LN		15		15		false		         15     cookies, I don't only mean technically HTTP cookies,				false

		381						LN		15		16		false		         16     but I mean all the tracking mechanisms that are being				false

		382						LN		15		17		false		         17     used, you know, for advertising.  And so, you know,				false

		383						LN		15		18		false		         18     if you look at a different, you know, website, for				false

		384						LN		15		19		false		         19     example, what you see is here.  For example, oh, your				false

		385						LN		15		20		false		         20     browser's Global Privacy Control is enabled.				false

		386						LN		15		21		false		         21     Nonessential cookies have been automatically				false

		387						LN		15		22		false		         22     disabled.  So this is, you know, something that I				false

		388						LN		15		23		false		         23     have seen websites doing.  And I don't have a				false

		389						LN		15		24		false		         24     systematic study on that, but the point here is that				false

		390						LN		15		25		false		         25     when you enable your GPC signal, then websites often				false
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		392						LN		16		1		false		          1     will at least disable targeting cookies for				false

		393						LN		16		2		false		          2     advertising, or as in this case here, disable all				false

		394						LN		16		3		false		          3     non-necessary cookies.  And so that's the connection				false

		395						LN		16		4		false		          4     between, you know, the privacy preference signals and				false

		396						LN		16		5		false		          5     the cookies that -- you know, there is this overlap				false

		397						LN		16		6		false		          6     of cookies that are used for advertising that could				false

		398						LN		16		7		false		          7     also be a sale or sharing of personal information				false

		399						LN		16		8		false		          8     under the CCPA.  And so at a minimum, that would need				false

		400						LN		16		9		false		          9     to be turned off.  And so in that sense, it might				false

		401						LN		16		10		false		         10     also reduce cookie banners.				false

		402						LN		16		11		false		         11                We have some measurements.  We do				false

		403						LN		16		12		false		         12     measurements ourselves.  I'm citing here also				false

		404						LN		16		13		false		         13     something from a colleague.  Enabling GPC initially				false

		405						LN		16		14		false		         14     reduces the number of intractable cookies by 30% on				false

		406						LN		16		15		false		         15     average, with a further 32% reduction possible on				false

		407						LN		16		16		false		         16     subsequent visits by rejecting the banners.				false

		408						LN		16		17		false		         17                We have adoption and various browsers and				false

		409						LN		16		18		false		         18     browser extensions.  So if you use the Brave,				false

		410						LN		16		19		false		         19     Firefox, or DuckDuckGo browser, for example, there is				false

		411						LN		16		20		false		         20     already in the setting of the browser a Global				false

		412						LN		16		21		false		         21     Privacy Control setting.  Also, if you use a				false

		413						LN		16		22		false		         22     different browser, you can use a browser extension to				false

		414						LN		16		23		false		         23     get that GPC setting.  Or starting next year,				false

		415						LN		16		24		false		         24     according to the California up -- meat act, all				false

		416						LN		16		25		false		         25     browsers are required to have a setting for GPC.  And				false
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		418						LN		17		1		false		          1     we have seen in beta versions of, for example, the				false

		419						LN		17		2		false		          2     Apple Safari browser that there is already a GPC				false

		420						LN		17		3		false		          3     setting in there.				false

		421						LN		17		4		false		          4                Then for the website, they often use what				false

		422						LN		17		5		false		          5     is called consent management platforms to receive				false

		423						LN		17		6		false		          6     that signal.  So we're also working with, you know,				false

		424						LN		17		7		false		          7     most of these -- I think probably all of them,				false

		425						LN		17		8		false		          8     actually.  I mean, the major ones at least.  And then				false

		426						LN		17		9		false		          9     there are the sites that, you know, respect the				false

		427						LN		17		10		false		         10     signals.  Here just showing you some -- at least				false

		428						LN		17		11		false		         11     385,000 sites at the moment respect GPC.  But that's				false

		429						LN		17		12		false		         12     lower bound.  It is likely more.  These are only the				false

		430						LN		17		13		false		         13     ones that advertise it, you know, that they do it.				false

		431						LN		17		14		false		         14                We work with privacy and consumer				false

		432						LN		17		15		false		         15     organizations.  So consumer reports, for example, is				false

		433						LN		17		16		false		         16     a major contributor here to Global Privacy Control				false

		434						LN		17		17		false		         17     and then also with regulators.  So with yourself here				false

		435						LN		17		18		false		         18     in California, but also with Colorado and				false

		436						LN		17		19		false		         19     Connecticut, for example.  Here, you just see some				false

		437						LN		17		20		false		         20     sites.  You can go to this website that I'm showing				false

		438						LN		17		21		false		         21     here, and, you know, that's what I was referring to.				false

		439						LN		17		22		false		         22     You know, these are the sites that positively				false

		440						LN		17		23		false		         23     indicate that they respect GPC.  And, you know, just				false

		441						LN		17		24		false		         24     to say a little bit about the technicalities here.				false

		442						LN		17		25		false		         25     So if you go, for example, to the Washington Post and				false
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		444						LN		18		1		false		          1     you go to this URL, .well-known/GPC.json, then there				false

		445						LN		18		2		false		          2     is a file that says, we respect GPC.  This is				false

		446						LN		18		3		false		          3     according to the specification that I mentioned				false

		447						LN		18		4		false		          4     earlier.  And, you know, here is the specification.				false

		448						LN		18		5		false		          5     We're working on that.  And the idea is that we want				false

		449						LN		18		6		false		          6     to build privacy into the structure of the web.  So				false

		450						LN		18		7		false		          7     this should not be tagged on as, you know -- and, you				false

		451						LN		18		8		false		          8     know, optional possibility, but rather, it should be				false

		452						LN		18		9		false		          9     inherent in the web.  And that's the reason why we do				false

		453						LN		18		10		false		         10     this specification effort at the W3C.				false

		454						LN		18		11		false		         11                GPC works in two ways.  As I said, you				false

		455						LN		18		12		false		         12     know, I imagine this little robot that is sending the				false

		456						LN		18		13		false		         13     signal, and that is technically an HTTP header.  So				false

		457						LN		18		14		false		         14     every time you send the request to see, for example,				false

		458						LN		18		15		false		         15     the New York Times website, you transmit also this				false

		459						LN		18		16		false		         16     GPC signal.  The recipient does not need to keep				false

		460						LN		18		17		false		         17     track of this because with every request that you				false

		461						LN		18		18		false		         18     make, you receive the same signal again.  And once				false

		462						LN		18		19		false		         19     you have done that, then there is something called				false

		463						LN		18		20		false		         20     the DOM property, which essentially, you can imagine				false

		464						LN		18		21		false		         21     as a storage in your browser that keeps track on --				false

		465						LN		18		22		false		         22     okay, this browser is opted out.  This browser has				false

		466						LN		18		23		false		         23     turned on GPC.  And that can also be requested by				false

		467						LN		18		24		false		         24     advertisers.				false

		468						LN		18		25		false		         25                As a side note, many advertising networks				false
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		470						LN		19		1		false		          1     that are integrated on site prefer to get a GPC				false

		471						LN		19		2		false		          2     signal via the DOM property because it is a little				false

		472						LN		19		3		false		          3     bit quicker.  They want to know as soon as possible,				false

		473						LN		19		4		false		          4     can I tailor the advertising here to this user, or do				false

		474						LN		19		5		false		          5     I show a generic or contextual ad.				false

		475						LN		19		6		false		          6                A very small background.  Again, GPC				false

		476						LN		19		7		false		          7     integrates into the current ad ecosystem, which, you				false

		477						LN		19		8		false		          8     know, isn't perfect.  I would say, you know, it could				false

		478						LN		19		9		false		          9     be substantially improved.  But, you know, the idea				false

		479						LN		19		10		false		         10     is the following:  The GPC signal will be sent to all				false

		480						LN		19		11		false		         11     first party websites, for example, you know, a				false

		481						LN		19		12		false		         12     publisher like the New York Times or, you know,				false

		482						LN		19		13		false		         13     Netflix, or something like that.  And those have, for				false

		483						LN		19		14		false		         14     ad purposes, integrated ad networks, sometimes also				false

		484						LN		19		15		false		         15     data brokers or social networks.  And then the GPC				false

		485						LN		19		16		false		         16     signal will be transformed into, for example, the				false

		486						LN		19		17		false		         17     IABUS privacy stream or the Google restricted data				false

		487						LN		19		18		false		         18     processing.  And that is, you know, what these third				false

		488						LN		19		19		false		         19     parties are looking for.  And then they opt-out the				false

		489						LN		19		20		false		         20     user.  There's no reason why, you know, these third				false

		490						LN		19		21		false		         21     parties could also, you know, not listen to the GPC				false

		491						LN		19		22		false		         22     signal directly because they receive that as well.				false

		492						LN		19		23		false		         23     But, you know, this is one of the shortcomings of the				false

		493						LN		19		24		false		         24     current ad ecosystem, that, you know, we have to kind				false

		494						LN		19		25		false		         25     of translate the GPC signal into these privacy flags.				false
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		496						LN		20		1		false		          1     And that's the job of the first party websites.				false

		497						LN		20		2		false		          2                What we see in general is that there is				false

		498						LN		20		3		false		          3     an increasing compliance over time.  So what this				false

		499						LN		20		4		false		          4     graph is intended to show is that for California, the				false

		500						LN		20		5		false		          5     number of noncompliance site is slightly decreasing				false

		501						LN		20		6		false		          6     over time.  That is, you know, what we're observing.				false

		502						LN		20		7		false		          7     And that is also, you know, what we continue to				false

		503						LN		20		8		false		          8     measure over the next couple of years.  And I think				false

		504						LN		20		9		false		          9     that's interesting for two purposes.  First, to see				false

		505						LN		20		10		false		         10     where enforcement efforts are necessary, and				false

		506						LN		20		11		false		         11     secondly, if enforcement efforts are effective.  So				false

		507						LN		20		12		false		         12     if we measure that over time, we can answer these two				false

		508						LN		20		13		false		         13     questions.				false

		509						LN		20		14		false		         14                Small note on what we will also do is we				false

		510						LN		20		15		false		         15     also measure what I call here statistical ads.  And				false

		511						LN		20		16		false		         16     so that means, for example, instead of these privacy				false

		512						LN		20		17		false		         17     flag propagation, we also check, for example -- okay,				false

		513						LN		20		18		false		         18     we go to a realtime website and then, you know, put				false

		514						LN		20		19		false		         19     the shirt here in the checkout cart.  And then we go				false

		515						LN		20		20		false		         20     to a different news website and see, okay, are we				false

		516						LN		20		21		false		         21     getting an ad for that same shirt?  And if that's the				false

		517						LN		20		22		false		         22     case, then, you know, that's the sign that we were				false

		518						LN		20		23		false		         23     not opted out despite sending the GPC signal.				false

		519						LN		20		24		false		         24                A few points on the future.  What will				false

		520						LN		20		25		false		         25     GPC mean in the Agentic Web?  So when you use ChatGPT				false
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		522						LN		21		1		false		          1     or Google, Gemini, or some other artificial				false

		523						LN		21		2		false		          2     intelligence, how do you opt-out there?  That's the				false

		524						LN		21		3		false		          3     question we will address in the next couple of years.				false

		525						LN		21		4		false		          4     Ideally, we want to minimize data from the beginning.				false

		526						LN		21		5		false		          5     So the signal propagation, oh somebody has opted out.				false

		527						LN		21		6		false		          6     Now, I cannot use their data, but still sending the				false

		528						LN		21		7		false		          7     signal is not good.  But that's the current setup of				false

		529						LN		21		8		false		          8     the ecosystem at the moment.  But we really want this				false

		530						LN		21		9		false		          9     data shouldn't be shared in the first place.  So				false

		531						LN		21		10		false		         10     that's -- I think what we can also make actually				false

		532						LN		21		11		false		         11     happening in the Agentic Web.				false

		533						LN		21		12		false		         12                The final word, keep it simple.  So keep				false

		534						LN		21		13		false		         13     it simple for people to exercise their right, but				false

		535						LN		21		14		false		         14     also keep it simple for implementers.  I talk a lot				false

		536						LN		21		15		false		         15     with, you know, website owners, and it is often that				false

		537						LN		21		16		false		         16     they want to be compliant.  And when you contact				false

		538						LN		21		17		false		         17     them, they say, "Well, you know, thank you.  We				false

		539						LN		21		18		false		         18     actually, you know, didn't know how to do it."  And				false

		540						LN		21		19		false		         19     -- but, you know, with GPC, we can actually, you				false

		541						LN		21		20		false		         20     know, keep it simple.  It is, you know, as one of my				false

		542						LN		21		21		false		         21     collaborators say, just one line of code that you				false

		543						LN		21		22		false		         22     need to implement.  And so I think a big part of it				false

		544						LN		21		23		false		         23     is keeping it simple for everyone involved.				false

		545						LN		21		24		false		         24                Okay.  That's all I have.  If there are				false

		546						LN		21		25		false		         25     any questions, I'm happy to answer those.				false
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		548						LN		22		1		false		          1                CHAIR URBAN:  Thank you much -- thank you				false

		549						LN		22		2		false		          2     very much, Dr. Zimmeck.				false

		550						LN		22		3		false		          3                Are there questions from the Board for				false

		551						LN		22		4		false		          4     Dr. Zimmeck?  Okay.  I have Board Member Ozer and				false

		552						LN		22		5		false		          5     then Board Member Liebert.  Yes.  All right.				false

		553						LN		22		6		false		          6                Please go ahead, Board Member Ozer.				false

		554						LN		22		7		false		          7                MS. OZER:  Dr. Zimmeck, I just wondered,				false

		555						LN		22		8		false		          8     what are some of sort of the big picture questions				false

		556						LN		22		9		false		          9     you may be thinking about in terms of GPC in the				false

		557						LN		22		10		false		         10     Agentic Web.				false

		558						LN		22		11		false		         11                CHAIR URBAN:  I'll just double down and				false

		559						LN		22		12		false		         12     say that was my question as well.  And I'm also				false

		560						LN		22		13		false		         13     interested in any sort of general technical				false

		561						LN		22		14		false		         14     background you can give us to say how you're thinking				false

		562						LN		22		15		false		         15     about that problem.				false

		563						LN		22		16		false		         16                DR. ZIMMECK:  Yeah.  I would like to say				false

		564						LN		22		17		false		         17     I'm an optimist, and that the opportunity that we				false

		565						LN		22		18		false		         18     have in this new web is actually one where we can				false

		566						LN		22		19		false		         19     improve privacy.  And the reason I think that is				false

		567						LN		22		20		false		         20     because if people move more and more to interacting				false

		568						LN		22		21		false		         21     with their ChatGPT, with their Google Gemini, with,				false

		569						LN		22		22		false		         22     you know, their other AI agent, then this AI agent				false

		570						LN		22		23		false		         23     actually can be a privacy proxy for the people				false

		571						LN		22		24		false		         24     browsing the web.  And this agent can actually be				false

		572						LN		22		25		false		         25     smart about not disclosing data when it's not				false
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		574						LN		23		1		false		          1     necessary.  And so my hope is to develop GPC not only				false

		575						LN		23		2		false		          2     into just a signal, but actually into a mechanism for				false

		576						LN		23		3		false		          3     data minimization.				false

		577						LN		23		4		false		          4                Because currently, how the ad ecosystem				false

		578						LN		23		5		false		          5     is set up -- and that's, you know, that's because it				false

		579						LN		23		6		false		          6     has developed organically -- is that when you				false

		580						LN		23		7		false		          7     opt-out, you are still sending your data to third				false

		581						LN		23		8		false		          8     parties.  In many cases, it's just -- it comes with				false

		582						LN		23		9		false		          9     an op out, you know, with a privacy preference signal				false

		583						LN		23		10		false		         10     telling the third party to not use that data, to				false

		584						LN		23		11		false		         11     delete it when it is incoming.  And so in this new				false

		585						LN		23		12		false		         12     world in the Agentic Web where people, you know,				false

		586						LN		23		13		false		         13     browse the web through their agent, we actually have				false

		587						LN		23		14		false		         14     the opportunity now that the agent says, "Well, I				false

		588						LN		23		15		false		         15     don't actually need to disclose, you know, your email				false

		589						LN		23		16		false		         16     address or even your cookie identifier.  I can omit				false

		590						LN		23		17		false		         17     that."				false

		591						LN		23		18		false		         18                And on the technical way, how to make				false

		592						LN		23		19		false		         19     that happen, the current idea that we are at the				false

		593						LN		23		20		false		         20     moment following is that there are Agentic protocols.				false

		594						LN		23		21		false		         21     So just like there is -- you know, I told you about				false

		595						LN		23		22		false		         22     the GPC specification on the web, there is a protocol				false

		596						LN		23		23		false		         23     for agents -- for AI agents.  One is, for example,				false

		597						LN		23		24		false		         24     called the model context protocol.  And if we can				false

		598						LN		23		25		false		         25     build the data minimization mechanism into this model				false
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		600						LN		24		1		false		          1     context protocol, for example, I think that would be,				false

		601						LN		24		2		false		          2     you know, a good outcome for the people using the				false

		602						LN		24		3		false		          3     agents.				false

		603						LN		24		4		false		          4                CHAIR URBAN:  Thank you.  Did that answer				false

		604						LN		24		5		false		          5     your question, Board Member Ozer?  All right.				false

		605						LN		24		6		false		          6     Wonderful.				false

		606						LN		24		7		false		          7                Board Member Liebert, please go ahead.				false

		607						LN		24		8		false		          8                MR. LIEBERT:  Thank you so much.  Great				false

		608						LN		24		9		false		          9     presentation, Dr. Zimmeck.  I really appreciate it				false

		609						LN		24		10		false		         10     and absolutely love your optimism.  We don't often				false

		610						LN		24		11		false		         11     get to hear that in the privacy context, to say the				false

		611						LN		24		12		false		         12     least.  So please keep coming back and getting on the				false

		612						LN		24		13		false		         13     phone and doing everything to keep us optimistic.  It				false

		613						LN		24		14		false		         14     seems to me that the AI agent revolution is also				false

		614						LN		24		15		false		         15     going to completely revolutionize the whole ad				false

		615						LN		24		16		false		         16     marketing system; right?  And as part of your				false

		616						LN		24		17		false		         17     optimism, is that based on -- ultimately, it appears				false

		617						LN		24		18		false		         18     that it's going to be these huge AI agent companies				false

		618						LN		24		19		false		         19     that need to be regulated on the use of our private				false

		619						LN		24		20		false		         20     information.  And does that lowering -- constricting				false

		620						LN		24		21		false		         21     of that actually lead to a potentially easier way to				false

		621						LN		24		22		false		         22     determine whether or not our private information is				false

		622						LN		24		23		false		         23     being protected?				false

		623						LN		24		24		false		         24                DR. ZIMMECK:  Yeah.  That's a good point.				false
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		626						LN		25		1		false		          1     have also ads in the future.  So I think, you know,				false

		627						LN		25		2		false		          2     we already see that.  So I saw from ChatGPT, from				false

		628						LN		25		3		false		          3     open AI, as well as from Microsoft Co-pilot, that				false

		629						LN		25		4		false		          4     they have decided they will have ads.  And I'm not				false

		630						LN		25		5		false		          5     principally against that.  I think there is space for				false

		631						LN		25		6		false		          6     ads because, yeah, this has to be financed, you know.				false

		632						LN		25		7		false		          7     And -- but it has to be done in a privacy preserving				false

		633						LN		25		8		false		          8     way.				false

		634						LN		25		9		false		          9                And I think I -- what you're saying,				false

		635						LN		25		10		false		         10     that's something I think too, that, you know, if				false

		636						LN		25		11		false		         11     there is somehow more, let's say, concentration that				false

		637						LN		25		12		false		         12     users browsed through these AI agents, then I think				false

		638						LN		25		13		false		         13     that could be potentially easier to regulate, indeed.				false

		639						LN		25		14		false		         14     Because then, yeah, at the moment, you know, it is				false

		640						LN		25		15		false		         15     very nontransparent.  You know, if you go to website,				false

		641						LN		25		16		false		         16     as I showed you, there were -- I forgot, 1,255 --				false

		642						LN		25		17		false		         17     what was it called -- partners or something on there;				false

		643						LN		25		18		false		         18     right?  And so that is very, you know, hard to grasp				false

		644						LN		25		19		false		         19     environment.  But I think it might be more				false

		645						LN		25		20		false		         20     streamlined if we go through this new agentic world.				false

		646						LN		25		21		false		         21     And so I think that that is probably true.  But I				false

		647						LN		25		22		false		         22     would also say in addition, it is also true that				false

		648						LN		25		23		false		         23     there is an opportunity to be actually systematic				false

		649						LN		25		24		false		         24     about it.				false

		650						LN		25		25		false		         25                So the, the current ad ecosystem has sort				false
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		652						LN		26		1		false		          1     of evolved very, let's say, positively, naturally.				false

		653						LN		26		2		false		          2     But now we actually have the opportunity to regulate				false

		654						LN		26		3		false		          3     it positively how that should work in the Agentic				false

		655						LN		26		4		false		          4     Web.  And I think that's another big opportunity.				false

		656						LN		26		5		false		          5     Yeah, absolutely.				false

		657						LN		26		6		false		          6                CHAIR URBAN:  Thank you, Dr. Zimmeck.				false

		658						LN		26		7		false		          7     This is Jennifer Urban.  Again, I was hoping to				false

		659						LN		26		8		false		          8     follow up on Board Member Liebert's question by				false

		660						LN		26		9		false		          9     harking back to the observation you made about signal				false

		661						LN		26		10		false		         10     propagation versus data flows, which we've been				false

		662						LN		26		11		false		         11     talking about in terms of the Agentic Web.  I would				false

		663						LN		26		12		false		         12     like to hear your thoughts about the top two or three				false

		664						LN		26		13		false		         13     things that you think we would need to do in order to				false

		665						LN		26		14		false		         14     have consumers be able to express their preference in				false

		666						LN		26		15		false		         15     this seamless way across different kinds of devices				false

		667						LN		26		16		false		         16     and networks.  What are we missing?				false

		668						LN		26		17		false		         17                So in California, as you said, we have				false

		669						LN		26		18		false		         18     the new law that is requiring an opt-out preference				false

		670						LN		26		19		false		         19     signal to be in browsers.  And so that is obviously				false

		671						LN		26		20		false		         20     really important.  Are there any sort of, I guess I				false

		672						LN		26		21		false		         21     would call them information paths, that go missing				false

		673						LN		26		22		false		         22     that you haven't mentioned already in response to				false

		674						LN		26		23		false		         23     Board Member Liebert's observation about the ad tech				false

		675						LN		26		24		false		         24     system?				false

		676						LN		26		25		false		         25                DR. ZIMMECK:  Yeah.  I think one of the				false
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		678						LN		27		1		false		          1     points, if I'm correctly informed, it's the way that				false

		679						LN		27		2		false		          2     in California, if, for example, someone is logged in				false
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		681						LN		27		4		false		          4     applies to also the mobile app, if they're logged in				false
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		705						LN		28		2		false		          2     you have these two parallel tracks.  You have the ad				false

		706						LN		28		3		false		          3     ID opt-out, which has no meaning under the law.  And				false

		707						LN		28		4		false		          4     then you have the, you know, opting out under the				false

		708						LN		28		5		false		          5     CCPA, for example, which is a separate interface				false

		709						LN		28		6		false		          6     inside the app, which, by the way, half of all apps				false
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		719						LN		28		16		false		         16     members?  If not, well, thank you again, Dr. Zimmeck,				false
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		785						LN		31		4		false		          4     advising clients as a lawyer, and not on behalf of				false
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		815						LN		32		8		false		          8     general applied the regulation to those facts.  And				false
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		1300						LN		50		25		false		         25                CHAIR URBAN:  So how then would you				false

		1301						PG		51		0		false		page 51				false

		1302						LN		51		1		false		          1     evaluate the same subsidiary but with multiple				false

		1303						LN		51		2		false		          2     divisions that have sort of different				false

		1304						LN		51		3		false		          3     responsibilities and they attract some set of -- two				false

		1305						LN		51		4		false		          4     sets of customers with an overlap, but they're not				false

		1306						LN		51		5		false		          5     all the same customers.  Should they be able to --				false

		1307						LN		51		6		false		          6     should they -- do they have enough information and				false

		1308						LN		51		7		false		          7     reliance in order for that to be --				false

		1309						LN		51		8		false		          8                MR. GOLDBERG:  Yeah.				false

		1310						LN		51		9		false		          9                CHAIR URBAN:  -- actionable?				false

		1311						LN		51		10		false		         10                MR. GOLDBERG:  Absolute.  So if it's				false

		1312						LN		51		11		false		         11     relating to the known consumer; right?  So I think,				false

		1313						LN		51		12		false		         12     again, going back to the Disney example, there's a				false

		1314						LN		51		13		false		         13     login.  If it is connected in that way between these				false

		1315						LN		51		14		false		         14     parts of the organization, that you can associate				false

		1316						LN		51		15		false		         15     everything, I do think so.  But I think if you have				false

		1317						LN		51		16		false		         16     two separate systems and you get -- you know, you get				false

		1318						LN		51		17		false		         17     the signal, let's say, the GPC signal coming in, and				false

		1319						LN		51		18		false		         18     it's relating to a specific identifier.  And that				false

		1320						LN		51		19		false		         19     identifier is connected to one data set, but not the				false

		1321						LN		51		20		false		         20     other, there's no way for the business necessarily to				false

		1322						LN		51		21		false		         21     associate that with the other side of it.  That's				false

		1323						LN		51		22		false		         22     what I'm saying.				false

		1324						LN		51		23		false		         23                CHAIR URBAN:  And then when you add the				false

		1325						LN		51		24		false		         24     probabilistic profiling in the middle, so that				false

		1326						LN		51		25		false		         25     there's some information, you know, you can't do the				false

		1327						PG		52		0		false		page 52				false

		1328						LN		52		1		false		          1     one-to-one if you -- I think it was ABC 123.  And				false

		1329						LN		52		2		false		          2     BB --				false

		1330						LN		52		3		false		          3                MR. GOLDBERG:  Yeah, yeah, yeah.				false

		1331						LN		52		4		false		          4                CHAIR URBAN:  It's not one-to-one, but				false

		1332						LN		52		5		false		          5     there's a probabilistic cloud of some sort.  How				false

		1333						LN		52		6		false		          6     should we treat that, going beyond if the business				false

		1334						LN		52		7		false		          7     relies on it and has understanding.  What's the --				false

		1335						LN		52		8		false		          8     how -- what is the probability or the reliability				false

		1336						LN		52		9		false		          9     that you would think was reasonable?				false

		1337						LN		52		10		false		         10                MR. GOLDBERG:  So in -- when I go back to				false

		1338						LN		52		11		false		         11     the definition, it says more probable than not.  So				false

		1339						LN		52		12		false		         12     that's how I would be looking at it.				false

		1340						LN		52		13		false		         13                CHAIR URBAN:  Okay.  All right.  So that				false

		1341						LN		52		14		false		         14     itself is not too challenging in the regulations, but				false

		1342						LN		52		15		false		         15     examples would be helpful.				false

		1343						LN		52		16		false		         16                MR. GOLDBERG:  Exactly.				false

		1344						LN		52		17		false		         17                CHAIR URBAN:  Okay.  Thank you very much.				false

		1345						LN		52		18		false		         18                MS. HAMER:  Okay.				false

		1346						LN		52		19		false		         19                CHAIR URBAN:  Yes.				false

		1347						LN		52		20		false		         20                MS. HAMER:  I'm still a little confused.				false

		1348						LN		52		21		false		         21     Because you were talking about a business having two				false

		1349						LN		52		22		false		         22     different systems that don't talk to each other,				false

		1350						LN		52		23		false		         23     which seems a little archaic to me given the other				false

		1351						LN		52		24		false		         24     privacy rights that are going on.  Like, what would				false

		1352						LN		52		25		false		         25     you --				false

		1353						PG		53		0		false		page 53				false

		1354						LN		53		1		false		          1                MR. GOLDBERG:  You'd be shocked.				false

		1355						LN		53		2		false		          2                MS. HAMER:  No, I actually wouldn't.  But				false
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		1398						LN		54		19		false		         19                CHAIR URBAN:  Okay.  Thank you.  So I				false

		1399						LN		54		20		false		         20     think -- to Board Member Hamer and to all of us, one				false

		1400						LN		54		21		false		         21     thing we could think about certainly would be to come				false

		1401						LN		54		22		false		         22     up with examples, as Mr. Goldberg suggests.  And then				false

		1402						LN		54		23		false		         23     we would receive public comment that I hope would be				false

		1403						LN		54		24		false		         24     very concrete about how practical they are.  And we				false

		1404						LN		54		25		false		         25     would hear from businesses, of course, but also				false

		1405						PG		55		0		false		page 55				false

		1406						LN		55		1		false		          1     consumers in civil society groups about where they				false

		1407						LN		55		2		false		          2     think the opt-out breaks, when it should not.  I'm				false

		1408						LN		55		3		false		          3     not asking anybody to agree with me in the				false

		1409						LN		55		4		false		          4     information session.  I'm just trying to repeat back				false

		1410						LN		55		5		false		          5     to you what I understood you to say the problem to be				false

		1411						LN		55		6		false		          6     and some of the ways that we might address it.				false

		1412						LN		55		7		false		          7                Any other comments or questions from the				false

		1413						LN		55		8		false		          8     Board?				false

		1414						LN		55		9		false		          9                Board Member Ozer?				false

		1415						LN		55		10		false		         10                MS. OZER:  Thank you so much.  Yeah.  I'm				false

		1416						LN		55		11		false		         11     just trying to kind of zoom out a little bit as well,				false

		1417						LN		55		12		false		         12     and just sort of -- whose burden it is when there is				false

		1418						LN		55		13		false		         13     more complexity?  Because I'm also sort of hearing				false

		1419						LN		55		14		false		         14     this a little bit, that, you know, consumers have				false

		1420						LN		55		15		false		         15     some rights or some opportunities or some tools to				false

		1421						LN		55		16		false		         16     better protect their privacy.  But then, of course,				false

		1422						LN		55		17		false		         17     the companies want to continue to do advertising.  So				false

		1423						LN		55		18		false		         18     then the system becomes more complex in terms of sort				false

		1424						LN		55		19		false		         19     of finding ways that that profit can still happen,				false

		1425						LN		55		20		false		         20     even though there are some regulations or laws in				false

		1426						LN		55		21		false		         21     place.  And so I'm just -- there's sort of specific				false

		1427						LN		55		22		false		         22     compliance, and then there's obviously like privacy				false

		1428						LN		55		23		false		         23     guidance and sort of bigger picture governance.				false

		1429						LN		55		24		false		         24                So I am hearing you that there's a lot of				false

		1430						LN		55		25		false		         25     complexity and, you know, as a lawyer myself, I				false

		1431						PG		56		0		false		page 56				false

		1432						LN		56		1		false		          1     understand that, you know, then you're kind of				false

		1433						LN		56		2		false		          2     helping your clients figure out how to then navigate.				false

		1434						LN		56		3		false		          3     But I guess the question for me is how much of this				false

		1435						LN		56		4		false		          4     complexity is being created on the company's side in				false

		1436						LN		56		5		false		          5     order to continue to do things that maybe the intent				false

		1437						LN		56		6		false		          6     is to try to address.				false

		1438						LN		56		7		false		          7                MR. GOLDBERG:  So first off, to be clear,				false

		1439						LN		56		8		false		          8     I mean, I do think the burden should be on industry				false

		1440						LN		56		9		false		          9     and on companies.  Like, I'm in no way disputing				false

		1441						LN		56		10		false		         10     that.  And that's my own personal belief.  A lot of				false

		1442						LN		56		11		false		         11     the systems were created with the concept in mind				false

		1443						LN		56		12		false		         12     that the advertising industry did not necessarily				false

		1444						LN		56		13		false		         13     want to recognize the individual consumer.  It was				false

		1445						LN		56		14		false		         14     more focused on getting the right ad to the right				false

		1446						LN		56		15		false		         15     device.  And a lot of it is using like legacy				false

		1447						LN		56		16		false		         16     systems, as I was mentioning, where you'll have the				false

		1448						LN		56		17		false		         17     company acquires another company, and the two systems				false

		1449						LN		56		18		false		         18     don't talk to each other, et cetera.  And so that's				false

		1450						LN		56		19		false		         19     part of it, is that all, you know, what I'm saying,				false

		1451						LN		56		20		false		         20     -- and I agree -- is that the business really needs				false

		1452						LN		56		21		false		         21     to look at this, and in no way can they disregard				false

		1453						LN		56		22		false		         22     what the obligations are.  At the same point, it's --				false

		1454						LN		56		23		false		         23     you know, it's the -- how specific it is and what the				false

		1455						LN		56		24		false		         24     regulations are laying out.  And these are the				false

		1456						LN		56		25		false		         25     different elements that businesses are thinking about				false

		1457						PG		57		0		false		page 57				false

		1458						LN		57		1		false		          1     all the time and how they address it.				false

		1459						LN		57		2		false		          2                MS. OZER:  I guess one of the questions				false

		1460						LN		57		3		false		          3     is just sort of a specific compliance versus a system				false

		1461						LN		57		4		false		          4     approach.  Our goal here is actually to respect sort				false

		1462						LN		57		5		false		          5     of the privacy -- the expectations of the consumer				false

		1463						LN		57		6		false		          6     versus, okay, we have these really technical systems				false

		1464						LN		57		7		false		          7     and, you know, parsing of the language in terms of				false

		1465						LN		57		8		false		          8     specific compliance.  So I'm just interested in sort				false

		1466						LN		57		9		false		          9     of when you see something like this kind of legacy				false

		1467						LN		57		10		false		         10     system, what is the kind of practical advice you				false

		1468						LN		57		11		false		         11     give?  Are you giving more like, well, let's look at				false

		1469						LN		57		12		false		         12     this systematically.				false

		1470						LN		57		13		false		         13                MR. GOLDBERG:  Well, we -- I mean, I				false

		1471						LN		57		14		false		         14     always look at it, to the extent you, you know,				false

		1472						LN		57		15		false		         15     really, you can be doing it, you should be doing it.				false

		1473						LN		57		16		false		         16     Like, that's a big part of this is recognizing that				false

		1474						LN		57		17		false		         17     people have the right to their privacy and to be				false

		1475						LN		57		18		false		         18     protected.  And I think when you look at the law				false

		1476						LN		57		19		false		         19     around the association language that says, you know,				false

		1477						LN		57		20		false		         20     associated with the pseudonymous profile, device				false

		1478						LN		57		21		false		         21     associated, that's what it hangs on, is what is that				false

		1479						LN		57		22		false		         22     association?  And to Chair Urban's point, you know,				false

		1480						LN		57		23		false		         23     that's the question is, what triggers that?  What				false

		1481						LN		57		24		false		         24     level of association is that?  And that's a really				false

		1482						LN		57		25		false		         25     difficult thing for businesses to look at that.				false

		1483						PG		58		0		false		page 58				false

		1484						LN		58		1		false		          1                CHAIR URBAN:  It's possibly less				false

		1485						LN		58		2		false		          2     difficult for businesses if they are taking a systems				false

		1486						LN		58		3		false		          3     approach that is privacy first.  Because then the				false

		1487						LN		58		4		false		          4     association will -- they, they won't need to split				false

		1488						LN		58		5		false		          5     hairs over how close the association is if they are				false

		1489						LN		58		6		false		          6     first considering whether or not that's the -- if				false

		1490						LN		58		7		false		          7     they're -- excuse me -- if they're using privacy as a				false

		1491						LN		58		8		false		          8     default.				false

		1492						LN		58		9		false		          9                MR. GOLDBERG:  Of course.  And again, if				false

		1493						LN		58		10		false		         10     the associations are being used in a way for				false

		1494						LN		58		11		false		         11     advertising purposes where they're connected in that				false

		1495						LN		58		12		false		         12     way, I -- again, I completely agree.				false

		1496						LN		58		13		false		         13                CHAIR URBAN:  Yeah.  And I absolutely				false

		1497						LN		58		14		false		         14     take the point about the technical difficulty with a				false

		1498						LN		58		15		false		         15     specific compliance as Board Member Ozer put it.  And				false

		1499						LN		58		16		false		         16     I'm sure businesses want to feel comfortable that				false

		1500						LN		58		17		false		         17     they are doing what they need to do, in case there's				false

		1501						LN		58		18		false		         18     an enforcement attention from the Agency.  And so				false

		1502						LN		58		19		false		         19     certainly, these questions aren't simple, however you				false

		1503						LN		58		20		false		         20     look at it.  But I do agree with Board Member Ozer				false

		1504						LN		58		21		false		         21     that the defaults do help as well.				false

		1505						LN		58		22		false		         22                But I really -- Board Member Liebert, did				false

		1506						LN		58		23		false		         23     you have another question?  And then I think we				false

		1507						LN		58		24		false		         24     really -- we're going to need to let Mr. Goldberg go,				false

		1508						LN		58		25		false		         25     who's been very patient with us.				false

		1509						PG		59		0		false		page 59				false

		1510						LN		59		1		false		          1                MR. LIEBERT:  Let's keep him patient.  In				false

		1511						LN		59		2		false		          2     your practice, what percentage of folks are doing				false

		1512						LN		59		3		false		          3     these pseudonymous profiles?  Because I think so many				false

		1513						LN		59		4		false		          4     consumers are so confused about how to -- even how				false

		1514						LN		59		5		false		          5     the systems work, how to protect their information.				false

		1515						LN		59		6		false		          6     We're making some strides with the Delete Act now.				false

		1516						LN		59		7		false		          7     But I -- is this something that's actually very				false

		1517						LN		59		8		false		          8     prevalent that the companies are dealing with?				false

		1518						LN		59		9		false		          9                MR. GOLDBERG:  So as you are probably are				false

		1519						LN		59		10		false		         10     aware, companies have -- oftentimes if you're a				false

		1520						LN		59		11		false		         11     publisher, advertiser, you have many tracking				false

		1521						LN		59		12		false		         12     technologies on your website.  And so that's why I				false

		1522						LN		59		13		false		         13     think, you know, the cookie sync is a good example,				false

		1523						LN		59		14		false		         14     that you may have two companies that have a				false

		1524						LN		59		15		false		         15     technology, and they each drop their own identifier.				false

		1525						LN		59		16		false		         16     They don't really talk to each other.  And then the				false

		1526						LN		59		17		false		         17     cookie sync allows you to match that.  So the answer				false

		1527						LN		59		18		false		         18     is it's really dependent on the website and the				false

		1528						LN		59		19		false		         19     company.  There's a lot of this in the ecosystem.  A				false

		1529						LN		59		20		false		         20     lot of it is honestly even much more basic, that it's				false

		1530						LN		59		21		false		         21     just like we have trackers, and it looks at that				false

		1531						LN		59		22		false		         22     specific device.  So it's really dependent on, on				false

		1532						LN		59		23		false		         23     kind of the company.				false

		1533						LN		59		24		false		         24                CHAIR URBAN:  Thank you, Mr. Goldberg.				false

		1534						LN		59		25		false		         25     It really was an absolutely stellar walkthrough of				false

		1535						PG		60		0		false		page 60				false

		1536						LN		60		1		false		          1     the way the communications happen between the				false

		1537						LN		60		2		false		          2     different systems that you did for us.  I found it				false

		1538						LN		60		3		false		          3     really helpful and enlightening, and I see where the				false

		1539						LN		60		4		false		          4     seams are.  I think that it has been extremely				false

		1540						LN		60		5		false		          5     helpful to hear where the seams are from the				false

		1541						LN		60		6		false		          6     perspective of your clients.  And hopefully, that				false

		1542						LN		60		7		false		          7     will help us provide guidance that will be useful in				false

		1543						LN		60		8		false		          8     some form.  So thank you very much.				false

		1544						LN		60		9		false		          9                MR. GOLDBERG:  Thank you to the Board for				false

		1545						LN		60		10		false		         10     your time today.				false

		1546						LN		60		11		false		         11                CHAIR URBAN:  Does anybody need a quick				false

		1547						LN		60		12		false		         12     break, or shall we?  Yes, no.  Okay.  All right.  We				false

		1548						LN		60		13		false		         13     have our next presenter, I believe, is also remote.				false

		1549						LN		60		14		false		         14     Is our technical system for that in place, or should				false

		1550						LN		60		15		false		         15     we take a small break for technical checks.  Okay.				false

		1551						LN		60		16		false		         16     Wonderful.  Thank you again to Mr. Goldberg.				false

		1552						LN		60		17		false		         17                Our next presenter is Dr. Christo Wilson,				false

		1553						LN		60		18		false		         18     professor in the Khoury College of Computer Sciences				false

		1554						LN		60		19		false		         19     at Northeastern University.  Dr. Wilson is a founding				false

		1555						LN		60		20		false		         20     member of the Cybersecurity and Privacy Institute at				false

		1556						LN		60		21		false		         21     Northeastern, and he serves as the associate dean for				false

		1557						LN		60		22		false		         22     undergraduate programs at Khoury College.  His				false

		1558						LN		60		23		false		         23     research covers a wide range of digital consumer				false

		1559						LN		60		24		false		         24     protection topics using measurement-driven				false

		1560						LN		60		25		false		         25     approaches.  This includes areas like online tracking				false

		1561						PG		61		0		false		page 61				false

		1562						LN		61		1		false		          1     and privacy, deceptive dark-pattern user interfaces,				false

		1563						LN		61		2		false		          2     misinformation and radicalization, fairness and bias				false

		1564						LN		61		3		false		          3     in machine learning, algorithm auditing, and				false

		1565						LN		61		4		false		          4     empirical antitrust investigations of tech platforms.				false

		1566						LN		61		5		false		          5     Dr. Wilson is co-PI of the National Internet				false

		1567						LN		61		6		false		          6     Observatory, which is a National Science Foundation				false

		1568						LN		61		7		false		          7     funded project gathering data about the online habits				false

		1569						LN		61		8		false		          8     of a large representative panel of US residents.  The				false

		1570						LN		61		9		false		          9     observatory makes this data available to qualified				false

		1571						LN		61		10		false		         10     researchers around the world.  He will be speaking on				false

		1572						LN		61		11		false		         11     the where and when of consent and GPC for				false

		1573						LN		61		12		false		         12     Californians, Global Privacy Control.  This session				false

		1574						LN		61		13		false		         13     will highlight two technical issues regarding the				false

		1575						LN		61		14		false		         14     timing and ambiguity of consent signals and how				false

		1576						LN		61		15		false		         15     Global Privacy Control helps publishers address these				false

		1577						LN		61		16		false		         16     challenges.				false

		1578						LN		61		17		false		         17                Welcome, Dr. Wilson.  Thank you for				false

		1579						LN		61		18		false		         18     joining us and for offering us your expertise, and I				false

		1580						LN		61		19		false		         19     will turn things over to you.				false

		1581						LN		61		20		false		         20                DR. WILSON:  Well, thank you very much.				false

		1582						LN		61		21		false		         21     It is my pleasure and honor to be here.  I do have				false

		1583						LN		61		22		false		         22     some slides to share.				false

		1584						LN		61		23		false		         23                CHAIR URBAN:  Sure.				false

		1585						LN		61		24		false		         24                DR. WILSON:  Is that showing the correct				false

		1586						LN		61		25		false		         25     screen?  Is that thing presenter mode?  I'm also				false

		1587						PG		62		0		false		page 62				false

		1588						LN		62		1		false		          1     getting a lot of echo.				false

		1589						LN		62		2		false		          2                CHAIR URBAN:  They are in the control				false

		1590						LN		62		3		false		          3     booths.  They are working on getting your slides into				false

		1591						LN		62		4		false		          4     presenter mode.  Bear with us.				false

		1592						LN		62		5		false		          5                DR. WILSON:  I think I can fix this on my				false

		1593						LN		62		6		false		          6     end.  One moment.				false

		1594						LN		62		7		false		          7                CHAIR URBAN:  There we go.  That looks				false

		1595						LN		62		8		false		          8     good.				false

		1596						LN		62		9		false		          9                DR. WILSON:  There we go.  All right.				false

		1597						LN		62		10		false		         10     Thank you very much.				false

		1598						LN		62		11		false		         11                CHAIR URBAN:  Yeah.  It looks great from				false

		1599						LN		62		12		false		         12     here.  If it looks good on your end, please go ahead,				false

		1600						LN		62		13		false		         13     Dr. Wilson.				false

		1601						LN		62		14		false		         14                DR. WILSON:  I apologize for the hiccup,				false

		1602						LN		62		15		false		         15     and thank you again for having me.  It's a pleasure				false

		1603						LN		62		16		false		         16     to be here.  So I've already been introduced.  I'm				false

		1604						LN		62		17		false		         17     Christo.  I'm a computer scientist by training, and				false

		1605						LN		62		18		false		         18     my research focuses on digital consumer protection				false

		1606						LN		62		19		false		         19     issues.				false

		1607						LN		62		20		false		         20                Around 2021 is when I first got				false

		1608						LN		62		21		false		         21     interested in the CCPA, because it was an incredibly				false

		1609						LN		62		22		false		         22     important landmark privacy law in the United States.				false

		1610						LN		62		23		false		         23     So at the time, we were really interested in how				false

		1611						LN		62		24		false		         24     websites were complying with the law, and our focus				false

		1612						LN		62		25		false		         25     was on the "do not sell my personal information"				false

		1613						PG		63		0		false		page 63				false

		1614						LN		63		1		false		          1     links that websites were supposed to include.  So,				false

		1615						LN		63		2		false		          2     here's an example of one from West Elm; right?  The				false

		1616						LN		63		3		false		          3     idea is that websites were supposed to have this				false

		1617						LN		63		4		false		          4     link, people could click it, and in doing so activate				false

		1618						LN		63		5		false		          5     their privacy rights under the law.  So we conducted				false

		1619						LN		63		6		false		          6     a large-scale study where we ran web crawlers, we				false

		1620						LN		63		7		false		          7     tried to find these links on websites, and this led				false

		1621						LN		63		8		false		          8     to some interesting findings looking at whether those				false

		1622						LN		63		9		false		          9     links were clear and conspicuous as the law requires.				false

		1623						LN		63		10		false		         10     One of the things we looked at is whether the sort of				false

		1624						LN		63		11		false		         11     size and font of those links was good enough, and it				false

		1625						LN		63		12		false		         12     turns out that around 50% of all those links were				false

		1626						LN		63		13		false		         13     either too small or too faint to be reasonably				false

		1627						LN		63		14		false		         14     accessible.				false

		1628						LN		63		15		false		         15                Another thing we looked at is where the				false

		1629						LN		63		16		false		         16     links appeared on web pages.  On the right, this				false

		1630						LN		63		17		false		         17     black rectangle is a heat map showing where links				false

		1631						LN		63		18		false		         18     were on web pages, and most of it's black, but				false

		1632						LN		63		19		false		         19     there's this very hot area at the bottom.  You know,				false

		1633						LN		63		20		false		         20     unsurprisingly, it turns out that most of the				false

		1634						LN		63		21		false		         21     websites that had adopted this link put them at the				false

		1635						LN		63		22		false		         22     very, very bottom, in the footer of the page.  So our				false

		1636						LN		63		23		false		         23     takeaway from this study was that these links, when				false

		1637						LN		63		24		false		         24     they were being adopted, were not really clear and				false

		1638						LN		63		25		false		         25     conspicuous enough.  And so that brings me to the				false

		1639						PG		64		0		false		page 64				false

		1640						LN		64		1		false		          1     topic of Global Privacy Control.  I'm grateful to				false

		1641						LN		64		2		false		          2     Professor Zimmeck for really introducing the concepts				false

		1642						LN		64		3		false		          3     here.				false

		1643						LN		64		4		false		          4                So one thing I'd like to start off by				false

		1644						LN		64		5		false		          5     saying is that GPC solves a lot of these usability				false

		1645						LN		64		6		false		          6     challenges that we saw with those links.  When a user				false

		1646						LN		64		7		false		          7     adopts GPC and enables it in their browser, there's				false

		1647						LN		64		8		false		          8     no longer a need for them to hunt around on a website				false

		1648						LN		64		9		false		          9     for this little obscure link.  There's potentially no				false

		1649						LN		64		10		false		         10     need for them to be interrupted by a big complex				false

		1650						LN		64		11		false		         11     banner.  And by eliminating these sort of roadblocks,				false

		1651						LN		64		12		false		         12     right, this reduces the opportunity for dark				false

		1652						LN		64		13		false		         13     patterns.  So this is something we've seen a lot in				false

		1653						LN		64		14		false		         14     research when we look at these kind of consent banner				false

		1654						LN		64		15		false		         15     interfaces.  Here's an example in the screenshot				false

		1655						LN		64		16		false		         16     where there's a big "Accept All" button that's very				false

		1656						LN		64		17		false		         17     prominent, but to actually opt-out, there's no button				false

		1657						LN		64		18		false		         18     for that.  You have to go to "Manage Cookies" and go				false

		1658						LN		64		19		false		         19     through a complex, adversarial process; right?  So				false

		1659						LN		64		20		false		         20     GPC is wonderful in that it helps alleviate a lot of				false

		1660						LN		64		21		false		         21     those kind of user interface issues.				false

		1661						LN		64		22		false		         22                But what I want to spend most of my time				false

		1662						LN		64		23		false		         23     talking about is other ways that GPC helps,				false

		1663						LN		64		24		false		         24     specifically related to timing and ambiguity problems				false

		1664						LN		64		25		false		         25     that websites face.  So I'm going to be using one of				false

		1665						PG		65		0		false		page 65				false

		1666						LN		65		1		false		          1     my favorite websites, Penny Arcade, as an example.				false

		1667						LN		65		2		false		          2     It's a web comic.  And if you pay attention to this				false

		1668						LN		65		3		false		          3     screenshot, you'll see a couple of important things.				false

		1669						LN		65		4		false		          4     So Penny Arcade is ad-supported; right?  There's a				false

		1670						LN		65		5		false		          5     big advertisement on the right-hand side of the page.				false

		1671						LN		65		6		false		          6     But at the bottom, as a good citizen trying to comply				false

		1672						LN		65		7		false		          7     with the law, they have a cookie banner.  This one				false

		1673						LN		65		8		false		          8     doesn't have any dark patterns there's a button for				false

		1674						LN		65		9		false		          9     "allow," and there's a button for "use necessary				false

		1675						LN		65		10		false		         10     cookies only," which is presumably the way the user				false

		1676						LN		65		11		false		         11     is supposed to opt-out.  So in theory, the user, if				false

		1677						LN		65		12		false		         12     they want to opt-out, is supposed to click that				false

		1678						LN		65		13		false		         13     button, and then the publisher, in this case Penny				false

		1679						LN		65		14		false		         14     Arcade, is supposed to react.  They're supposed to				false

		1680						LN		65		15		false		         15     stop selling and sharing data to third parties to				false

		1681						LN		65		16		false		         16     comply with the law.				false

		1682						LN		65		17		false		         17                There's a couple of different ways they				false

		1683						LN		65		18		false		         18     can implement that.  Option one is to simply not do				false

		1684						LN		65		19		false		         19     it at all, maybe remove advertising and tracking from				false

		1685						LN		65		20		false		         20     the website entirely.  Another option is to continue				false

		1686						LN		65		21		false		         21     using third parties, but don't sell or share data to				false

		1687						LN		65		22		false		         22     them.  This is more of a data minimization approach.				false

		1688						LN		65		23		false		         23     Or option three is that the website can continue				false

		1689						LN		65		24		false		         24     contacting third parties, it can even send sensitive				false

		1690						LN		65		25		false		         25     data to them, but it can put them into a restrictive				false
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		1692						LN		66		1		false		          1     service provider mode.  This is sort of a data-use				false

		1693						LN		66		2		false		          2     restriction approach.  All of these are fine and				false

		1694						LN		66		3		false		          3     would comply with the user's desire to opt-out.				false

		1695						LN		66		4		false		          4                So this all seems good in theory.  User				false

		1696						LN		66		5		false		          5     clicks button, data is treated differently, but the				false

		1697						LN		66		6		false		          6     technical details really matter.  And as it turns				false

		1698						LN		66		7		false		          7     out, there's a lot of ways that this can go wrong and				false

		1699						LN		66		8		false		          8     the user's choice can not be honored.  So this brings				false

		1700						LN		66		9		false		          9     us to some of these issues with opt-out compliance.				false

		1701						LN		66		10		false		         10     I'll go through an example of web page construction				false

		1702						LN		66		11		false		         11     in a minute, but it's important to understand that a				false

		1703						LN		66		12		false		         12     website is not a monolith.  It's actually composed of				false

		1704						LN		66		13		false		         13     hundreds of different objects that load one by one in				false

		1705						LN		66		14		false		         14     order, and it's the sum total of those objects that				false

		1706						LN		66		15		false		         15     compose a website.				false

		1707						LN		66		16		false		         16                We've already been introduced to the				false

		1708						LN		66		17		false		         17     concept of consent management platform, or consent				false

		1709						LN		66		18		false		         18     management software.  This is often one of these				false

		1710						LN		66		19		false		         19     components that gets downloaded and inserted into web				false

		1711						LN		66		20		false		         20     pages while they're loaded.  And the idea behind the				false

		1712						LN		66		21		false		         21     consent management software is that it's supposed to				false

		1713						LN		66		22		false		         22     implement a lot of this CCPA compliance				false

		1714						LN		66		23		false		         23     functionality, so it's often what presents these				false

		1715						LN		66		24		false		         24     banners to the user.  If the user interacts with the				false

		1716						LN		66		25		false		         25     banner, that consent manager is supposed to collect				false
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		1718						LN		67		1		false		          1     and store a consent signal, i.e. the user's choice to				false

		1719						LN		67		2		false		          2     opt-out, and then it's also then responsible for				false

		1720						LN		67		3		false		          3     acting on that consent signal, so stopping the				false

		1721						LN		67		4		false		          4     selling and sharing of data or restricting data				false

		1722						LN		67		5		false		          5     flows.				false

		1723						LN		67		6		false		          6                There's two particular problems with this				false

		1724						LN		67		7		false		          7     kind of overall approach that I want to highlight.				false

		1725						LN		67		8		false		          8     So one is, when is the consent signal available, the				false

		1726						LN		67		9		false		          9     timing component?  The second is, where is the				false

		1727						LN		67		10		false		         10     consent signal located?  This question of ambiguity.				false

		1728						LN		67		11		false		         11                So let's take it from the top.  Websites				false

		1729						LN		67		12		false		         12     are not monoliths, they're composed of many small				false

		1730						LN		67		13		false		         13     objects, and they load incrementally.  So while it				false

		1731						LN		67		14		false		         14     may appear that the website is available in the blink				false

		1732						LN		67		15		false		         15     of an eye, in reality there's a process going on.  So				false

		1733						LN		67		16		false		         16     what typically starts with -- if you go and visit a				false

		1734						LN		67		17		false		         17     website, the first thing you'll get is the HTML.				false

		1735						LN		67		18		false		         18     That gives you kind of the overall structure of the				false

		1736						LN		67		19		false		         19     page and a lot of the content, like the text, but not				false

		1737						LN		67		20		false		         20     much else.  Then you might start loading different				false

		1738						LN		67		21		false		         21     images, right, maybe then some other resources start				false

		1739						LN		67		22		false		         22     to load, like fonts, or third-party analytics, things				false

		1740						LN		67		23		false		         23     to track what you do on the site, look for bugs, that				false

		1741						LN		67		24		false		         24     kind of stuff.  Then advertisements might load.				false

		1742						LN		67		25		false		         25                So now your browser is contacting				false
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		1744						LN		68		1		false		          1     real-time bidding services, different ad networks,				false

		1745						LN		68		2		false		          2     ultimately contacting an advertiser, showing an ad.				false

		1746						LN		68		3		false		          3     And then eventually maybe the consent management				false

		1747						LN		68		4		false		          4     platform loads, and you get this cookie banner.  So				false

		1748						LN		68		5		false		          5     eventually you have the whole website, but the timing				false

		1749						LN		68		6		false		          6     really matters here.  And as you might have guessed,				false

		1750						LN		68		7		false		          7     I've constructed this example in a way to highlight a				false

		1751						LN		68		8		false		          8     particular issue.  The third-party analytics and the				false

		1752						LN		68		9		false		          9     advertisement got loaded before the consent manager.				false

		1753						LN		68		10		false		         10     That is a problem that is all too common in reality.				false

		1754						LN		68		11		false		         11                So let's look at this in terms of a				false

		1755						LN		68		12		false		         12     timeline.  On the bottom here, we have time going				false

		1756						LN		68		13		false		         13     from left to right.  Your browser starts by				false

		1757						LN		68		14		false		         14     downloading the HTML of the web page.  At some point				false

		1758						LN		68		15		false		         15     down the road, the consent management software loads.				false

		1759						LN		68		16		false		         16     From that point on, the user is able to click a				false

		1760						LN		68		17		false		         17     button and make a choice.  And from there on out,				false

		1761						LN		68		18		false		         18     this consent signal is available.  So in theory, any				false

		1762						LN		68		19		false		         19     third-party software, like analytics or advertising,				false

		1763						LN		68		20		false		         20     that loads after the signal is available can				false

		1764						LN		68		21		false		         21     potentially honor the user's opt-out request.  The				false

		1765						LN		68		22		false		         22     data is there if they are able to get it, read it,				false

		1766						LN		68		23		false		         23     and act on it.  But if all of that third-party				false

		1767						LN		68		24		false		         24     analytics and tracking and advertising code loads				false

		1768						LN		68		25		false		         25     before the consent manager, it's actually very hard,				false
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		1770						LN		69		1		false		          1     in some cases impossible, for them to comply.  The				false

		1771						LN		69		2		false		          2     information they need for compliance just isn't				false

		1772						LN		69		3		false		          3     there.  So this is a real problem for users.				false

		1773						LN		69		4		false		          4                There's a number of different ways that				false

		1774						LN		69		5		false		          5     personal data gets shared and sold.  As soon as your				false

		1775						LN		69		6		false		          6     browser starts sending HTTP requests to different				false

		1776						LN		69		7		false		          7     third parties, right off the bat, information that is				false

		1777						LN		69		8		false		          8     sensitive is almost certainly getting shared with				false

		1778						LN		69		9		false		          9     them.  Every one of those HTTP requests can include				false

		1779						LN		69		10		false		         10     cookies that include pseudonymous identifiers.  Other				false

		1780						LN		69		11		false		         11     personal data can be included as well.  Once your				false

		1781						LN		69		12		false		         12     browser has finished contacting those third parties,				false

		1782						LN		69		13		false		         13     they can start executing JavaScript in the browser,				false

		1783						LN		69		14		false		         14     they can read and set more cookies, they can compute				false

		1784						LN		69		15		false		         15     probabilistic fingerprints.  They're also able to do				false

		1785						LN		69		16		false		         16     things like scrape personal data out of the web page.				false

		1786						LN		69		17		false		         17     So, increasingly, third parties will look for things				false

		1787						LN		69		18		false		         18     like your email address or a phone number, and				false

		1788						LN		69		19		false		         19     they'll use that to construct a pseudonymous				false

		1789						LN		69		20		false		         20     identifier that is stable.				false

		1790						LN		69		21		false		         21                The previous speaker was talking about				false

		1791						LN		69		22		false		         22     things like identifier matching, cookie syncing.				false

		1792						LN		69		23		false		         23     That happens automatically as soon as the third				false

		1793						LN		69		24		false		         24     parties start to load.  So it's not just one party,				false

		1794						LN		69		25		false		         25     but now multiple parties who all get this information				false
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		1796						LN		70		1		false		          1     and are synchronizing it.  I mean, basically, once				false

		1797						LN		70		2		false		          2     you have a third party loaded in a scenario like				false

		1798						LN		70		3		false		          3     this, all bets are off.  The data is shared and sold.				false

		1799						LN		70		4		false		          4                So how does GPC help alleviate these				false

		1800						LN		70		5		false		          5     kinds of timing problems?  Because GPC exists in the				false

		1801						LN		70		6		false		          6     user agent itself, in your browser, it's available				false

		1802						LN		70		7		false		          7     immediately from the moment the page begins to load.				false

		1803						LN		70		8		false		          8     By the time that your browser is getting HTML and				false

		1804						LN		70		9		false		          9     parsing it, GPC is already available.  It's actually				false

		1805						LN		70		10		false		         10     already been sent to the publisher.  It's very easy				false

		1806						LN		70		11		false		         11     now for the publisher, in JavaScript, to check:  Has				false

		1807						LN		70		12		false		         12     this person opted out via GPC?  That is all the code				false

		1808						LN		70		13		false		         13     is required to check to see if someone has opted out.				false

		1809						LN		70		14		false		         14                From there on out, the publisher can act				false

		1810						LN		70		15		false		         15     accordingly.  One option is to just not load ad tech				false

		1811						LN		70		16		false		         16     at all.  Another viable option is to continue loading				false

		1812						LN		70		17		false		         17     analytics and advertising, but to put it in a				false

		1813						LN		70		18		false		         18     restricted service provider mode by sending specific				false

		1814						LN		70		19		false		         19     parameters to them.  So GPC is very helpful in this				false

		1815						LN		70		20		false		         20     regard.  There's no waiting around for this signal,				false

		1816						LN		70		21		false		         21     it's just there all the time.				false

		1817						LN		70		22		false		         22                So the other problem I want to highlight				false

		1818						LN		70		23		false		         23     is this question of signal ambiguity.  Coming back to				false

		1819						LN		70		24		false		         24     the consent management software, you have a website,				false

		1820						LN		70		25		false		         25     it's showing this banner, the user clicks the button,				false
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		1822						LN		71		1		false		          1     they say they want to opt-out.  That information,				false

		1823						LN		71		2		false		          2     that the person opted out, has to be distributed to				false

		1824						LN		71		3		false		          3     third parties so that they can act on it				false

		1825						LN		71		4		false		          4     appropriately.  You click, and that signal needs to				false

		1826						LN		71		5		false		          5     go out somehow to everybody else.  The problem is how				false

		1827						LN		71		6		false		          6     to do that.				false

		1828						LN		71		7		false		          7                Different consent managers and different				false

		1829						LN		71		8		false		          8     implementations try to distribute this consent				false

		1830						LN		71		9		false		          9     information in different ways.  Sometimes it's placed				false

		1831						LN		71		10		false		         10     in a cookie or in something like local storage in the				false

		1832						LN		71		11		false		         11     browser, and the expectation is that third-party code				false

		1833						LN		71		12		false		         12     will just be able to find it and read it.  Many of				false

		1834						LN		71		13		false		         13     the consent management platforms have their own				false

		1835						LN		71		14		false		         14     bespoke APIs.  And there's not just one consent				false

		1836						LN		71		15		false		         15     manager, there are many of them, and their APIs are				false

		1837						LN		71		16		false		         16     different.  The Interactive Advertising Bureau, they				false

		1838						LN		71		17		false		         17     have their own APIs that they've tried to standardize				false

		1839						LN		71		18		false		         18     across the industry.  But they have at least two, and				false

		1840						LN		71		19		false		         19     their APIs are complex and not particularly well				false

		1841						LN		71		20		false		         20     adopted.				false

		1842						LN		71		21		false		         21                So if you're a well-meaning third party,				false

		1843						LN		71		22		false		         22     you are in sort of a pickle.  You've been loaded into				false

		1844						LN		71		23		false		         23     a website.  You would like to comply by reading the				false

		1845						LN		71		24		false		         24     consent information, but where is it?  It could be				false

		1846						LN		71		25		false		         25     any of these places.  So GPC also helps solve this				false
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		1848						LN		72		1		false		          1     problem.  GPC is one simple standard API.  There's no				false

		1849						LN		72		2		false		          2     need to go hunting around for cookies or weird				false

		1850						LN		72		3		false		          3     consent manager APIs.  Every HTTP request coming out				false

		1851						LN		72		4		false		          4     of the browser should include the GPC header, so				false

		1852						LN		72		5		false		          5     you're being told explicitly GPC is enabled.  Or you				false

		1853						LN		72		6		false		          6     can look for the navigator object in the DOM, in				false

		1854						LN		72		7		false		          7     JavaScript, and just check, has the user made a				false

		1855						LN		72		8		false		          8     choice one API.  No ambiguity.				false

		1856						LN		72		9		false		          9                So one of the things that we've been				false

		1857						LN		72		10		false		         10     doing lately is actually looking to see if third				false

		1858						LN		72		11		false		         11     parties are using the GPC APIs, and it turns out they				false

		1859						LN		72		12		false		         12     are.  So we see at least 223 different third parties				false

		1860						LN		72		13		false		         13     calling the GPC APIs in the browser.  101 of them are				false

		1861						LN		72		14		false		         14     exclusively using the GPC API.  We don't ever see				false

		1862						LN		72		15		false		         15     them trying to contact the consent manager or use the				false

		1863						LN		72		16		false		         16     IAB APIs.  They just go directly to GPC.  The other				false

		1864						LN		72		17		false		         17     122 use GPC and other APIs, so they're taking sort of				false

		1865						LN		72		18		false		         18     a multifaceted approach.  But this is really nice to				false

		1866						LN		72		19		false		         19     see, that these third parties are already a little				false

		1867						LN		72		20		false		         20     bit ahead of the curve, in my opinion, and trying to				false

		1868						LN		72		21		false		         21     comply proactively.				false
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		1870						LN		72		23		false		         23     GPC is crucial for the success of the CCPA in				false

		1871						LN		72		24		false		         24     California.  It ameliorates a lot of these technical				false

		1872						LN		72		25		false		         25     problems.  "When is the signal available?"  Well,				false
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		1874						LN		73		1		false		          1     with GPC it's just available all the time,				false

		1875						LN		73		2		false		          2     immediately.  And "where is the signal?"  Well, GPC				false

		1876						LN		73		3		false		          3     just has the one simple API, so there's not a lot of				false
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		1878						LN		73		5		false		          5                I'll also highlight that I really believe				false

		1879						LN		73		6		false		          6     the browser, or the operating system, is the right				false

		1880						LN		73		7		false		          7     place for this functionality to be built.  Because				false

		1881						LN		73		8		false		          8     that is the right place to implement the user				false

		1882						LN		73		9		false		          9     interface.  There's no need to find and navigate a				false

		1883						LN		73		10		false		         10     million banners.  You can make this choice once and				false

		1884						LN		73		11		false		         11     it becomes available everywhere.  With consent				false

		1885						LN		73		12		false		         12     banners, if you clear your cookies, all of a sudden				false

		1886						LN		73		13		false		         13     your choices are lost, but that's not true with				false

		1887						LN		73		14		false		         14     something like GPC.  And of course, there's no dark				false

		1888						LN		73		15		false		         15     patterns here.  When this is implemented by your				false

		1889						LN		73		16		false		         16     browser, there's no incentive to try to manipulate				false

		1890						LN		73		17		false		         17     users.  So, there's just a lot to really like about				false

		1891						LN		73		18		false		         18     GPC.				false

		1892						LN		73		19		false		         19                With that, I will conclude.  I thank the				false

		1893						LN		73		20		false		         20     Board very much, and I am happy to take questions.				false

		1894						LN		73		21		false		         21                CHAIR URBAN:  Thank you very much,				false

		1895						LN		73		22		false		         22     Dr. Wilson.  Again, a really edifying and helpful				false

		1896						LN		73		23		false		         23     presentation, which I'm sure I speak for everyone in				false

		1897						LN		73		24		false		         24     saying that we appreciate it greatly.  I think we do				false

		1898						LN		73		25		false		         25     have some questions for you, and we'll start with				false

		1899						PG		74		0		false		page 74				false

		1900						LN		74		1		false		          1     Board Member Liebert.				false

		1901						LN		74		2		false		          2                MR. LIEBERT:  Thank you for that great				false

		1902						LN		74		3		false		          3     presentation.  How does the -- what appears to be the				false

		1903						LN		74		4		false		          4     evolving world towards an agentic AI marketplace, if				false

		1904						LN		74		5		false		          5     you will, in the ad context, how does that, if at				false

		1905						LN		74		6		false		          6     all, change your thinking about this and how we can				false

		1906						LN		74		7		false		          7     be most successful?  Because it sure seems that's the				false

		1907						LN		74		8		false		          8     direction we're headed; correct?				false

		1908						LN		74		9		false		          9                DR. WILSON:  Yeah.  I mean, so I think				false

		1909						LN		74		10		false		         10     GPC helps in this regard as well.  You know, the fact				false

		1910						LN		74		11		false		         11     that it's easier for a person to manage their				false

		1911						LN		74		12		false		         12     preferences and distribute them also makes it easier				false

		1912						LN		74		13		false		         13     for agents to distribute those preferences.  I can				false

		1913						LN		74		14		false		         14     give the agent the preference and it can continue to				false

		1914						LN		74		15		false		         15     promulgate it.  You know, there have been studies				false

		1915						LN		74		16		false		         16     where people try to get agents to do things like				false

		1916						LN		74		17		false		         17     click on banners for them.  And it kind of works, but				false

		1917						LN		74		18		false		         18     it falls into the same traps as a person trying to				false

		1918						LN		74		19		false		         19     interact with those systems; right?  Let's just				false

		1919						LN		74		20		false		         20     eliminate the ambiguity.  You know, part of the				false

		1920						LN		74		21		false		         21     beauty of agents is that they automate things.  GPC				false

		1921						LN		74		22		false		         22     is also about automation and standardization.  So in				false

		1922						LN		74		23		false		         23     my opinion, they work together really well.				false

		1923						LN		74		24		false		         24                CHAIR URBAN:  Thank you.				false

		1924						LN		74		25		false		         25                Other questions?				false

		1925						PG		75		0		false		page 75				false

		1926						LN		75		1		false		          1                Board Member Ozer, please.				false

		1927						LN		75		2		false		          2                MS. OZER:  I just have a question about				false

		1928						LN		75		3		false		          3     both sort of the scope of where GPC is currently				false

		1929						LN		75		4		false		          4     available for use.  And also from a technical				false

		1930						LN		75		5		false		          5     standpoint, how is GPC sort of different in how it				false

		1931						LN		75		6		false		          6     functions or how it's available from something like				false

		1932						LN		75		7		false		          7     Privacy Badger or sort of other browser extensions.				false

		1933						LN		75		8		false		          8                DR. WILSON:  Yeah.  So I'll take that in				false

		1934						LN		75		9		false		          9     two parts.  Thanks to the new law in California, GPC				false

		1935						LN		75		10		false		         10     should be included in all major web browsers version.				false

		1936						LN		75		11		false		         11     So that is awesome.  There is some ambiguity there,				false

		1937						LN		75		12		false		         12     and I don't know how the law or the regs are going to				false

		1938						LN		75		13		false		         13     deal with this.  But it is often true that apps will				false

		1939						LN		75		14		false		         14     embed browsers, and this is often done to display				false

		1940						LN		75		15		false		         15     advertisements.  And this is kind of a weird				false

		1941						LN		75		16		false		         16     scenario.  This is not Chrome or Brave or Firefox on				false

		1942						LN		75		17		false		         17     your desktop.  This is now just an, an invisible				false

		1943						LN		75		18		false		         18     window within an app that's using browser technology,				false

		1944						LN		75		19		false		         19     but without any of the buttons, the menus, the				false

		1945						LN		75		20		false		         20     interface, none of that.  So it is not entirely clear				false

		1946						LN		75		21		false		         21     to me how a user is supposed to express a GPC signal				false

		1947						LN		75		22		false		         22     in an embedded browser context like that.				false

		1948						LN		75		23		false		         23                This gets to kind of the second point,				false

		1949						LN		75		24		false		         24     which is mobile operating systems.  I don't think				false

		1950						LN		75		25		false		         25     there's any requirement yet that Android or IOS or				false

		1951						PG		76		0		false		page 76				false

		1952						LN		76		1		false		          1     any of the big mobile operating systems to adopt GPC				false

		1953						LN		76		2		false		          2     unilaterally.  That is not good in my opinion.  I				false

		1954						LN		76		3		false		          3     mean, the vast majority of web browsing is now done				false

		1955						LN		76		4		false		          4     on mobile devices.  So when a person is on their				false

		1956						LN		76		5		false		          5     phone in a web browser, they will have this right.				false

		1957						LN		76		6		false		          6     But when they're on their phone in an app, they won't				false

		1958						LN		76		7		false		          7     necessarily be protected in the same way.  Sebastian				false

		1959						LN		76		8		false		          8     also mentions this.  You know, there are kind of self				false

		1960						LN		76		9		false		          9     regulatory regimes around the ad IDs on the mobile				false

		1961						LN		76		10		false		         10     devices, but that is not a substitute for actual				false

		1962						LN		76		11		false		         11     regulation.				false

		1963						LN		76		12		false		         12                You know, the other context I will				false

		1964						LN		76		13		false		         13     highlight is devices.  So there's now a whole bunch				false

		1965						LN		76		14		false		         14     of studies looking at, you know, voice assistants				false

		1966						LN		76		15		false		         15     like Amazon, Alexis, smart TVs.  We have a new study				false

		1967						LN		76		16		false		         16     coming out in a couple of months looking at connected				false

		1968						LN		76		17		false		         17     cars.  They all include ad tech now.  But it's not				false

		1969						LN		76		18		false		         18     browser based.  So none of those devices are				false

		1970						LN		76		19		false		         19     necessarily going to have GPC, but yet they are still				false

		1971						LN		76		20		false		         20     collecting this information.  So trying to extend				false

		1972						LN		76		21		false		         21     this kind of uniformity and simplicity of opt-out				false

		1973						LN		76		22		false		         22     into the device space, I think it's going to be				false

		1974						LN		76		23		false		         23     really important.				false

		1975						LN		76		24		false		         24                CHAIR URBAN:  Thank you.  Board Member				false

		1976						LN		76		25		false		         25     Ozer anticipated my question a bit as well.  This is				false

		1977						PG		77		0		false		page 77				false

		1978						LN		77		1		false		          1     Jennifer Urban.  I was going to ask you to expand, if				false

		1979						LN		77		2		false		          2     you felt comfortable and could, on the mention you				false

		1980						LN		77		3		false		          3     made near the very end of your presentation, of				false

		1981						LN		77		4		false		          4     operating systems and browsers.  And then you spoke				false

		1982						LN		77		5		false		          5     of browsers.  And I understand from the examples that				false

		1983						LN		77		6		false		          6     you're giving now that in the mobile space, for				false

		1984						LN		77		7		false		          7     example, the browser may not be sufficient, in your				false

		1985						LN		77		8		false		          8     view.  Do you have a view on signals and operating				false

		1986						LN		77		9		false		          9     systems more generally?  And could you expand on that				false

		1987						LN		77		10		false		         10     for us?				false

		1988						LN		77		11		false		         11                DR. WILSON:  Yeah.  So I do think it is				false

		1989						LN		77		12		false		         12     important for operating systems to start adopting				false

		1990						LN		77		13		false		         13     universal opt-out technology.  I mean, to a large				false

		1991						LN		77		14		false		         14     extent, I think Apple has led the way on this.  You				false

		1992						LN		77		15		false		         15     know, any app that wants to do tracking has to ask				false

		1993						LN		77		16		false		         16     for permission.  You know, that's largely enforced				false

		1994						LN		77		17		false		         17     either technically by preventing access to				false

		1995						LN		77		18		false		         18     identifiers by the OS, as well as by app store				false

		1996						LN		77		19		false		         19     policy.  So if you continue to do things, and you				false

		1997						LN		77		20		false		         20     sell and share data, then you risk being delisted.  I				false

		1998						LN		77		21		false		         21     think that's a pretty strong model.  I would love to				false

		1999						LN		77		22		false		         22     see that turned into more affirmative regulation for				false

		2000						LN		77		23		false		         23     all the operating -- in all the major operating				false

		2001						LN		77		24		false		         24     systems.				false

		2002						LN		77		25		false		         25                CHAIR URBAN:  Thank you.  Any additional				false

		2003						PG		78		0		false		page 78				false

		2004						LN		78		1		false		          1     questions or comments?				false

		2005						LN		78		2		false		          2                Okay.  Thank you so much, Dr. Wilson.				false

		2006						LN		78		3		false		          3     And as with the other speakers, you're most welcome				false

		2007						LN		78		4		false		          4     to say.  Ms. Schesser is going to be speaking next,				false

		2008						LN		78		5		false		          5     and then we will have public comments.  And of				false

		2009						LN		78		6		false		          6     course, if you can't stay, we completely understand.				false

		2010						LN		78		7		false		          7     And all of the public comment will be available in				false

		2011						LN		78		8		false		          8     recording in a transcript for you.  Thank you again				false

		2012						LN		78		9		false		          9     very much for that very helpful presentation.				false

		2013						LN		78		10		false		         10                Please bear with us for a few minutes				false

		2014						LN		78		11		false		         11     while we get set up for our next speaker, and then I				false

		2015						LN		78		12		false		         12     will introduce her.				false

		2016						LN		78		13		false		         13                All right.  Our final presenter for this				false

		2017						LN		78		14		false		         14     information session is Ms. Stacy Schesser,				false

		2018						LN		78		15		false		         15     supervising deputy attorney general for the privacy				false

		2019						LN		78		16		false		         16     unit in the consumer protection section of the office				false

		2020						LN		78		17		false		         17     of the California Attorney General.  Supervising				false

		2021						LN		78		18		false		         18     Deputy Attorney General Schesser leads the team that				false

		2022						LN		78		19		false		         19     enforces the CCPA at the California Attorney				false

		2023						LN		78		20		false		         20     General's Office.  She began her career at the				false

		2024						LN		78		21		false		         21     attorney general's office in 2007 in its criminal				false

		2025						LN		78		22		false		         22     division and has worked in the privacy unit since its				false

		2026						LN		78		23		false		         23     inception in 2012.  In 2014, she was named the				false

		2027						LN		78		24		false		         24     California privacy lawyer of the year.				false

		2028						LN		78		25		false		         25                And in -- what.  I'm just reading what I				false

		2029						PG		79		0		false		page 79				false

		2030						LN		79		1		false		          1     got.				false

		2031						LN		79		2		false		          2                So in 2024, she was named -- which I				false

		2032						LN		79		3		false		          3     was -- probably my typo.  So we'll -- I'll be honest.				false

		2033						LN		79		4		false		          4     She was named California Privacy Lawyer of the Year.				false

		2034						LN		79		5		false		          5     And in 2019, was recognized as one of the Recorder's				false

		2035						LN		79		6		false		          6     Women Leaders in Tech Law, the only public sector				false

		2036						LN		79		7		false		          7     recipient of this award.  So we are just replete with				false

		2037						LN		79		8		false		          8     award winning attorneys from whom to learn today.				false

		2038						LN		79		9		false		          9                Today, Ms. Schesser will highlight the				false

		2039						LN		79		10		false		         10     California Attorney General's enforcement of the				false

		2040						LN		79		11		false		         11     CCPA's opt-out preference signal requirements,				false

		2041						LN		79		12		false		         12     focusing on lessons learned from recent				false

		2042						LN		79		13		false		         13     investigations.  She will also cover the Attorney				false

		2043						LN		79		14		false		         14     General's settlements involving the Global Privacy				false

		2044						LN		79		15		false		         15     Control, related agency enforcement actions, and				false

		2045						LN		79		16		false		         16     coordinated enforcement efforts with other attorneys				false

		2046						LN		79		17		false		         17     general.				false

		2047						LN		79		18		false		         18                Welcome Ms. Schesser.  And please begin				false

		2048						LN		79		19		false		         19     when you're ready.				false

		2049						LN		79		20		false		         20                MS. SCHESSER:  Thank you.  Good				false

		2050						LN		79		21		false		         21     afternoon, Chair Urban, Board Members Ozer, Hamer,				false

		2051						LN		79		22		false		         22     and Liebert, Executive Director Kemp, and the				false

		2052						LN		79		23		false		         23     outstanding staff of Cal Privacy, and members of the				false

		2053						LN		79		24		false		         24     public.  As Chair Urban said, my name is Stacy				false

		2054						LN		79		25		false		         25     Schesser.  It's my honor to be here to speak to you				false

		2055						PG		80		0		false		page 80				false

		2056						LN		80		1		false		          1     today.  I have the privilege of leading a team of				false

		2057						LN		80		2		false		          2     exceptional attorneys on the privacy enforcement team				false

		2058						LN		80		3		false		          3     at DOJ, a role I've held since 2016.  I am sharing my				false

		2059						LN		80		4		false		          4     views only, and they should not be attributed to the				false

		2060						LN		80		5		false		          5     attorney general.  My remarks are limited to our				false

		2061						LN		80		6		false		          6     public enforcement actions, and I have to be mindful				false

		2062						LN		80		7		false		          7     about the confidentiality of our current				false

		2063						LN		80		8		false		          8     investigations.				false

		2064						LN		80		9		false		          9                With that said, I'm honored to speak to				false

		2065						LN		80		10		false		         10     you today about the hallmark of the CCPA, the				false

		2066						LN		80		11		false		         11     consumer's right to opt-out, and the expression of				false

		2067						LN		80		12		false		         12     that right via opt-out preference signal.  This to me				false

		2068						LN		80		13		false		         13     is the most important aspect of the CCPA, and the				false

		2069						LN		80		14		false		         14     most critical one to think about being intentional,				false

		2070						LN		80		15		false		         15     broad, and protective of the consumer's right to stop				false

		2071						LN		80		16		false		         16     the proliferation of their data in the online				false

		2072						LN		80		17		false		         17     ecosystem and marketplace.				false

		2073						LN		80		18		false		         18                The GPC -- as speakers here today have				false

		2074						LN		80		19		false		         19     been very inspiring and very comprehensive in how				false

		2075						LN		80		20		false		         20     they've explained it.  GPC uses existing web				false

		2076						LN		80		21		false		         21     infrastructure and technologies to solve many of the				false

		2077						LN		80		22		false		         22     timing and technical challenges presented by ad tech				false

		2078						LN		80		23		false		         23     and the data industry that instantly and invisibly				false

		2079						LN		80		24		false		         24     sell and share consumers' personal information.  It				false

		2080						LN		80		25		false		         25     is an incredibly important tool that gives the				false

		2081						PG		81		0		false		page 81				false

		2082						LN		81		1		false		          1     consumer the power to automate privacy with the same				false

		2083						LN		81		2		false		          2     force and pervasiveness as those seeking to monetize				false

		2084						LN		81		3		false		          3     data.  It also expresses one powerful sentiment:				false

		2085						LN		81		4		false		          4     Stop.  Stop selling my data.  Stop sharing it for the				false

		2086						LN		81		5		false		          5     purposes of cross-contextual behavioral advertising.				false

		2087						LN		81		6		false		          6     Stop trading it with third parties.  Stop giving it				false

		2088						LN		81		7		false		          7     to data brokers.  Stop tracking me.  Just stop.				false

		2089						LN		81		8		false		          8                But I would like to provide some				false

		2090						LN		81		9		false		          9     background as to when we first wrote the initial				false

		2091						LN		81		10		false		         10     regulations establishing a user-enabled Global				false

		2092						LN		81		11		false		         11     Privacy Control.  We wrote the language to be as				false

		2093						LN		81		12		false		         12     intentional as possible, with every word having				false

		2094						LN		81		13		false		         13     meaning.  And these words include "the consumer if				false

		2095						LN		81		14		false		         14     known," and it was developed in consultation with our				false

		2096						LN		81		15		false		         15     long-standing brilliant contract technologist Nathan				false

		2097						LN		81		16		false		         16     Good.  It was solidified in our Disney enforcement				false

		2098						LN		81		17		false		         17     action, recently filed in February 2026, which				false

		2099						LN		81		18		false		         18     Mr. Goldberg discussed and I'm going to discuss a				false

		2100						LN		81		19		false		         19     little bit more at length in a few moments.				false

		2101						LN		81		20		false		         20                We also understood, and continue to				false

		2102						LN		81		21		false		         21     enforce, this right to be one that is broad,				false

		2103						LN		81		22		false		         22     investigating its implementation and effectuation to				false

		2104						LN		81		23		false		         23     include downstream entities, and conceptualized it as				false

		2105						LN		81		24		false		         24     a persistent privacy choice.  A consumer sets it and				false

		2106						LN		81		25		false		         25     forgets it, and even one that could be expressed by a				false

		2107						PG		82		0		false		page 82				false

		2108						LN		82		1		false		          1     consumer who chose a privacy product that built GPC				false

		2109						LN		82		2		false		          2     in by default.  And finally, we wanted to mandate				false

		2110						LN		82		3		false		          3     that user-enabled Global Privacy Control is one				false

		2111						LN		82		4		false		          4     that's deeply protective of the right to opt-out.				false

		2112						LN		82		5		false		          5                Originally, a consumer would have to				false

		2113						LN		82		6		false		          6     click the "do not sell my personal information" link				false

		2114						LN		82		7		false		          7     on every website, on every browser, and every device.				false

		2115						LN		82		8		false		          8     But with the regulations enshrining the right to				false

		2116						LN		82		9		false		          9     opt-out via a user-enabled Global Privacy Control,				false

		2117						LN		82		10		false		         10     the mechanism by which a user expresses this right				false

		2118						LN		82		11		false		         11     became global and persistent, all while reducing				false

		2119						LN		82		12		false		         12     burden on the consumer.  When GPC was introduced, it				false

		2120						LN		82		13		false		         13     was supposed to be as easy, immediate, and pervasive				false

		2121						LN		82		14		false		         14     as ad tech. It's supposed to be a constant signal				false

		2122						LN		82		15		false		         15     that interrupts the system of real-time bidding an				false

		2123						LN		82		16		false		         16     average consumer has no idea happens in the				false

		2124						LN		82		17		false		         17     background and in microseconds when they land on a				false
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		2368						LN		92		1		false		          1     sales and sharing of their data without having to				false

		2369						LN		92		2		false		          2     individually opt-out with multiple businesses and				false

		2370						LN		92		3		false		          3     multiple devices.				false

		2371						LN		92		4		false		          4                In addition to Sephora, Healthline, and				false

		2372						LN		92		5		false		          5     Disney, and as I'm sure you're well aware, GPC is				false

		2373						LN		92		6		false		          6     being robustly enforced by Cal Privacy as ratified in				false

		2374						LN		92		7		false		          7     recent settlements with Tractor Supply and PlayOn,				false

		2375						LN		92		8		false		          8     where businesses failed to recognize and honor				false

		2376						LN		92		9		false		          9     opt-out preference signals on their web properties.				false

		2377						LN		92		10		false		         10     And we applaud Cal Privacy's extensive enforcement				false

		2378						LN		92		11		false		         11     work there as well.  I would also like to point out				false

		2379						LN		92		12		false		         12     that even though my remarks today are about companies				false

		2380						LN		92		13		false		         13     that did not comply with GPC, we are seeing companies				false

		2381						LN		92		14		false		         14     who are endeavoring towards compliance.  Companies				false

		2382						LN		92		15		false		         15     are integrating and updating their systems for GPC				false

		2383						LN		92		16		false		         16     even as we continue to maintain pressure through				false

		2384						LN		92		17		false		         17     enforcement.  We should continue to maintain that				false

		2385						LN		92		18		false		         18     pressure on developing GPC for mobile and				false

		2386						LN		92		19		false		         19     beyond-browser integration.				false

		2387						LN		92		20		false		         20                Indeed, it is exciting that we will soon				false

		2388						LN		92		21		false		         21     enforce new requirements set forth in AB566,				false

		2389						LN		92		22		false		         22     requiring companies to build in opt-out preference				false

		2390						LN		92		23		false		         23     signal functionality within their browser, thanks to				false

		2391						LN		92		24		false		         24     the Agency's stellar legislative advocacy and the				false

		2392						LN		92		25		false		         25     work of Maureen Mahoney.  Mobile devices and the very				false

		2393						PG		93		0		false		page 93				false

		2394						LN		93		1		false		          1     sensitive data that comes along with them need to				false

		2395						LN		93		2		false		          2     develop better tools for consumers and for opt-out				false

		2396						LN		93		3		false		          3     preference signals.  While both Android and iPhone				false

		2397						LN		93		4		false		          4     provide controls to delete ad IDs or request apps not				false

		2398						LN		93		5		false		          5     to track, ad tech companies regularly attempt to				false

		2399						LN		93		6		false		          6     circumvent them to continue tracking users.				false

		2400						LN		93		7		false		          7     Consumers want and need robust and comprehensive				false

		2401						LN		93		8		false		          8     privacy solutions, and I say this with deep				false

		2402						LN		93		9		false		          9     appreciation that I'm speaking during the first week				false

		2403						LN		93		10		false		         10     in which data brokers will begin processing requests				false

		2404						LN		93		11		false		         11     via DROP.				false

		2405						LN		93		12		false		         12                Please continue to keep opt-out				false

		2406						LN		93		13		false		         13     preference signals the robust tool that it is.  I				false

		2407						LN		93		14		false		         14     caution the Board about considering adding more				false

		2408						LN		93		15		false		         15     language to the regulatory text, as it could allow				false

		2409						LN		93		16		false		         16     companies the opportunity to sometimes blur the line				false

		2410						LN		93		17		false		         17     for compliance.  Continued enforcement will				false

		2411						LN		93		18		false		         18     effectively telegraph the requirements of the law for				false

		2412						LN		93		19		false		         19     businesses that fail to fully effectuate a consumer's				false

		2413						LN		93		20		false		         20     right under the CCPA.				false

		2414						LN		93		21		false		         21                I want to close with noting that				false

		2415						LN		93		22		false		         22     California sets the standard for the rest of the				false

		2416						LN		93		23		false		         23     country.  As former Attorney General Kamala Harris				false

		2417						LN		93		24		false		         24     said, "As California goes, so goes the nation."  It				false

		2418						LN		93		25		false		         25     is because of our innovation here, both legal and				false

		2419						PG		94		0		false		page 94				false

		2420						LN		94		1		false		          1     technological, that consumers enjoy robust privacy				false

		2421						LN		94		2		false		          2     protections.  It is because of our standards and				false

		2422						LN		94		3		false		          3     demands for better privacy rights that states are now				false

		2423						LN		94		4		false		          4     following in our footsteps, with many more states				false

		2424						LN		94		5		false		          5     providing rights for their own constituents to				false

		2425						LN		94		6		false		          6     exercise their rights via opt-out preference signals.				false

		2426						LN		94		7		false		          7     I have found also, in reviewing federal privacy laws				false

		2427						LN		94		8		false		          8     and federal privacy bills, that Congress has included				false

		2428						LN		94		9		false		          9     references to opt-out preference signals, but has				false

		2429						LN		94		10		false		         10     erroneously required further study or pausing its				false

		2430						LN		94		11		false		         11     immediate effect language that we should continue to				false

		2431						LN		94		12		false		         12     oppose.  Because GPC is working, and it will continue				false

		2432						LN		94		13		false		         13     to work in California, as it has for over six years				false

		2433						LN		94		14		false		         14     now.  Please continue to support opt-out preference				false

		2434						LN		94		15		false		         15     signals as a robust tool for consumers, and I will				false

		2435						LN		94		16		false		         16     continue to do my job to enforce the law so that this				false

		2436						LN		94		17		false		         17     tool only becomes stronger, even more protective,				false

		2437						LN		94		18		false		         18     intentional, and broad for consumers.  Thank you.				false

		2438						LN		94		19		false		         19                CHAIR URBAN:  Thank you.  Thank you very				false

		2439						LN		94		20		false		         20     much, Ms. Schesser.  And of course, the Board and the				false

		2440						LN		94		21		false		         21     Agency greatly appreciate all of the attorney				false

		2441						LN		94		22		false		         22     general's leadership in this space as well.  And we				false

		2442						LN		94		23		false		         23     have been very pleased to see the cooperation that				false

		2443						LN		94		24		false		         24     the two agencies have undertaken with regards to				false

		2444						LN		94		25		false		         25     enforcement.  Which is, as you say, more guidance for				false

		2445						PG		95		0		false		page 95				false

		2446						LN		95		1		false		          1     businesses.  As we publish enforcement actions.  I				false

		2447						LN		95		2		false		          2     have -- I'm going to ask you if you have views that				false

		2448						LN		95		3		false		          3     you think would be helpful to the Board when it comes				false

		2449						LN		95		4		false		          4     to regulations or other guidance that would be				false

		2450						LN		95		5		false		          5     responsive to Mr. Goldberg's question?				false

		2451						LN		95		6		false		          6                So I heard you loud and clear.  Privacy				false

		2452						LN		95		7		false		          7     protects people, not devices.  And if somebody is				false

		2453						LN		95		8		false		          8     known, even if they're pseudonymous, then the GPC				false

		2454						LN		95		9		false		          9     signal should propagate and should be respected.  Do				false

		2455						LN		95		10		false		         10     you have views on the probabilistic identifier				false

		2456						LN		95		11		false		         11     challenge that Mr. Goldberg identified for us or				false

		2457						LN		95		12		false		         12     described for us?  If there is a mushy middle, or you				false

		2458						LN		95		13		false		         13     don't think there is a mushy middle, or if there's a				false

		2459						LN		95		14		false		         14     mushy middle, if there's something that you think				false

		2460						LN		95		15		false		         15     that we could do to make that easily actionable.				false

		2461						LN		95		16		false		         16                MS. SCHESSER:  I don't have specific				false

		2462						LN		95		17		false		         17     views.  And I heard the complexity of that question				false

		2463						LN		95		18		false		         18     that you had asked Mr. Goldberg, which I thought he				false

		2464						LN		95		19		false		         19     tried to answer as -- you know, as best as he could,				false

		2465						LN		95		20		false		         20     given the complexity of the question.  The only thing				false

		2466						LN		95		21		false		         21     I will say is that when thinking about these things,				false

		2467						LN		95		22		false		         22     you know, I don't want to speak too much because this				false

		2468						LN		95		23		false		         23     may be something that could come up in the context of				false

		2469						LN		95		24		false		         24     enforcement.  It could come up in the context of an				false

		2470						LN		95		25		false		         25     investigation, and it could be something that, based				false

		2471						PG		96		0		false		page 96				false

		2472						LN		96		1		false		          1     on how companies are responding to opt-outs, could				false

		2473						LN		96		2		false		          2     even go beyond CCPA and, you know, potentially become				false

		2474						LN		96		3		false		          3     an unfair business practice, something that is				false

		2475						LN		96		4		false		          4     deceptive as well.  And so I want to be very careful				false

		2476						LN		96		5		false		          5     about, you know, speaking specifically on potential				false

		2477						LN		96		6		false		          6     text or regulation that targets that, because it				false

		2478						LN		96		7		false		          7     could also be something that we interpret through the				false

		2479						LN		96		8		false		          8     lens of enforcement.				false

		2480						LN		96		9		false		          9                CHAIR URBAN:  Absolutely.  Yes.  All				false

		2481						LN		96		10		false		         10     right.  Thank you very much.				false

		2482						LN		96		11		false		         11                Are there questions or comments from				false

		2483						LN		96		12		false		         12     other board members?				false

		2484						LN		96		13		false		         13                Board Member Hamer?				false

		2485						LN		96		14		false		         14                MS. HAMER:  Yeah.  No.  You actually said				false

		2486						LN		96		15		false		         15     what I was going to say, so thank you for that.  But				false

		2487						LN		96		16		false		         16     thank you for your work.  It is a really interesting				false

		2488						LN		96		17		false		         17     overview.  Appreciate it.				false

		2489						LN		96		18		false		         18                CHAIR URBAN:  Thank you.				false

		2490						LN		96		19		false		         19                Board member Liebert?				false

		2491						LN		96		20		false		         20                MR. LIEBERT:  Yes.  You are a legend in				false

		2492						LN		96		21		false		         21     the privacy world.  I thank you for all your great				false

		2493						LN		96		22		false		         22     work.  It sure seems like we're on the precipice of a				false

		2494						LN		96		23		false		         23     true revolution in the ad tech world when it comes to				false

		2495						LN		96		24		false		         24     the evolution now of AI and AI platform and what				false

		2496						LN		96		25		false		         25     they're signaling, that those two are going to be the				false

		2497						PG		97		0		false		page 97				false

		2498						LN		97		1		false		          1     means by which we are targeted with advertisements				false

		2499						LN		97		2		false		          2     and given advertisements.  And I'm wondering to what				false

		2500						LN		97		3		false		          3     extent now the GPC world needs to evolve in that				false

		2501						LN		97		4		false		          4     regard because right now, of course, they're not, I				false

		2502						LN		97		5		false		          5     believe, covered by the law in regards to that				false

		2503						LN		97		6		false		          6     process.  So to what extent are, are we going to face				false

		2504						LN		97		7		false		          7     those issues?				false

		2505						LN		97		8		false		          8                MS. SCHESSER:  I will just say that while				false

		2506						LN		97		9		false		          9     the conversation was happening, I was scribbling				false

		2507						LN		97		10		false		         10     notes and having different thoughts, and I would like				false

		2508						LN		97		11		false		         11     to just reserve the ability to continue to think				false

		2509						LN		97		12		false		         12     about that and how it would apply in the context of				false

		2510						LN		97		13		false		         13     CCPA.				false

		2511						LN		97		14		false		         14                CHAIR URBAN:  All right, Counsel.  You				false

		2512						LN		97		15		false		         15     can reserve your time, and we'll bring you back for				false

		2513						LN		97		16		false		         16     another session.				false

		2514						LN		97		17		false		         17                Other comments or questions from the				false

		2515						LN		97		18		false		         18     Board?				false

		2516						LN		97		19		false		         19                Thank you again, Ms. Schesser.  Fantastic				false

		2517						LN		97		20		false		         20     presentation.  I very much appreciate it.				false

		2518						LN		97		21		false		         21                That concludes the informational session				false

		2519						LN		97		22		false		         22     presentation to the Board.  And I would like to				false

		2520						LN		97		23		false		         23     welcome public comments on any of the topics that we				false

		2521						LN		97		24		false		         24     have discussed so far today through the presentation.				false

		2522						LN		97		25		false		         25     If there's anyone here in person who would like to				false

		2523						PG		98		0		false		page 98				false

		2524						LN		98		1		false		          1     make public comment, please proceed to the podium,				false

		2525						LN		98		2		false		          2     and I will call on you when ready.				false

		2526						LN		98		3		false		          3                And if there's anyone on Zoom who would				false

		2527						LN		98		4		false		          4     like to make public comment, please raise your hand				false

		2528						LN		98		5		false		          5     using the raise your hand function in your Zoom				false

		2529						LN		98		6		false		          6     application, if you're using that.  If you are using				false

		2530						LN		98		7		false		          7     your phone to call into the Zoom, I believe it is				false

		2531						LN		98		8		false		          8     star-six to raise your hand.  And I am going to check				false

		2532						LN		98		9		false		          9     with Ms. Carwile to be sure I got that right.				false

		2533						LN		98		10		false		         10     Star-nine.  I flipped it.  Okay.  Apologies to				false

		2534						LN		98		11		false		         11     everybody on zoom by phone.  If you would like to				false

		2535						LN		98		12		false		         12     make a public comment, please press star-nine.  And				false

		2536						LN		98		13		false		         13     Ms. Carwile will call on Zoom participants when we				false

		2537						LN		98		14		false		         14     are ready and unmute them.  And then she will mute				false

		2538						LN		98		15		false		         15     you again when you are done.				false

		2539						LN		98		16		false		         16                For folks in the room, I will ask you to				false

		2540						LN		98		17		false		         17     speak into the microphone for purposes of the record.				false

		2541						LN		98		18		false		         18     And we will start with our first comment in the room.				false

		2542						LN		98		19		false		         19     As a reminder, you have three minutes.  Thank you				false

		2543						LN		98		20		false		         20     very much.				false

		2544						LN		98		21		false		         21                MR. KATHLACABE:  Thank you.  My name is				false

		2545						LN		98		22		false		         22     Mike Kathlacabe, and I'm here in my personal capacity				false

		2546						LN		98		23		false		         23     as a consumer in California.				false

		2547						LN		98		24		false		         24                So first, let me say that I'm glad I live				false

		2548						LN		98		25		false		         25     in California where we have a California Privacy				false

		2549						PG		99		0		false		page 99				false

		2550						LN		99		1		false		          1     Protection Agency, and we have a California				false

		2551						LN		99		2		false		          2     Department of Justice that actually enforces the				false

		2552						LN		99		3		false		          3     rules.  On the other hand, I see the efforts to				false

		2553						LN		99		4		false		          4     protect privacy relying on opt-out as kind of a game				false

		2554						LN		99		5		false		          5     of wack-a-mole; right?  Advertisers and the market of				false

		2555						LN		99		6		false		          6     surveillance capitalism is constantly trying to find				false

		2556						LN		99		7		false		          7     ways around the protections that we put in place.  It				false

		2557						LN		99		8		false		          8     shouldn't be incumbent on the consumer to opt-out of				false

		2558						LN		99		9		false		          9     all of the various things in order to protect their				false

		2559						LN		99		10		false		         10     privacy.  It should be opt-in.				false

		2560						LN		99		11		false		         11                Now, I realize you're working with the				false

		2561						LN		99		12		false		         12     law as it exists and perhaps not as we would like.				false

		2562						LN		99		13		false		         13     So that's incumbent upon me as a consumer and a voter				false

		2563						LN		99		14		false		         14     in California to try to change that law.  But one of				false

		2564						LN		99		15		false		         15     the things as a consumer and obtaining information				false

		2565						LN		99		16		false		         16     about myself from data brokers is realizing that as				false

		2566						LN		99		17		false		         17     someone who is very interested in privacy, I take all				false

		2567						LN		99		18		false		         18     of the measures I can to protect my privacy.  And yet				false

		2568						LN		99		19		false		         19     when I get reports about myself from data brokers, I				false

		2569						LN		99		20		false		         20     am amazed that they are able to tie my physical				false

		2570						LN		99		21		false		         21     credit card transactions to my online persona and				false

		2571						LN		99		22		false		         22     multiple email addresses.  And again, like I said,				false

		2572						LN		99		23		false		         23     I'm using all the privacy browser settings.  I'm				false

		2573						LN		99		24		false		         24     using privacy add-ons.  I'm using ad blockers, all of				false

		2574						LN		99		25		false		         25     those things.  But even for me -- and I consider				false

		2575						PG		100		0		false		page 100				false

		2576						LN		100		1		false		          1     myself relatively sophisticated when it comes to				false

		2577						LN		100		2		false		          2     protecting my privacy -- it's a game of wack-a-mole				false

		2578						LN		100		3		false		          3     for me, and I'm not successful.  Please keep this in				false

		2579						LN		100		4		false		          4     mind in going forward.				false

		2580						LN		100		5		false		          5                And Department of Justice, keep on doing				false

		2581						LN		100		6		false		          6     your thing.  It would be great if instead of settling				false

		2582						LN		100		7		false		          7     with some of these companies, we could actually cause				false

		2583						LN		100		8		false		          8     actual consequences for them.  I know you can't put a				false

		2584						LN		100		9		false		          9     company in jail yet, but just allowing them to pay				false

		2585						LN		100		10		false		         10     their way out of violating our privacy doesn't seem				false

		2586						LN		100		11		false		         11     like an adequate solution.  So once again, thank you				false

		2587						LN		100		12		false		         12     for this.  I very much appreciate it.  And good luck,				false

		2588						LN		100		13		false		         13     because I think we all need it.				false

		2589						LN		100		14		false		         14                CHAIR URBAN:  Thank you so much.  We				false

		2590						LN		100		15		false		         15     really appreciate the public comments and you joining				false

		2591						LN		100		16		false		         16     us today in person.  Are there any other public				false

		2592						LN		100		17		false		         17     comments here or on Zoom?				false

		2593						LN		100		18		false		         18                MS. CARWILE:  Yes, we do have somebody on				false

		2594						LN		100		19		false		         19     zoom, and that's Ben Tobin.  I'm going to unmute you				false

		2595						LN		100		20		false		         20     at this time.  You'll have three minutes to make your				false

		2596						LN		100		21		false		         21     comments.  So please begin when you are ready.				false

		2597						LN		100		22		false		         22                MR. TOBIN:  Oh, I had to hit the button.				false

		2598						LN		100		23		false		         23     Good afternoon, Chair Urban, Board Members Hamer,				false

		2599						LN		100		24		false		         24     Liebert, Mactaggart, Ozer, and Executive Director				false

		2600						LN		100		25		false		         25     Kemp.  My name is Ben Tobin.  I run Surveil, a				false

		2601						PG		101		0		false		page 101				false

		2602						LN		101		1		false		          1     California company.				false

		2603						LN		101		2		false		          2                So what do we do?  We search the index				false

		2604						LN		101		3		false		          3     internet, including data broker sites, to verify				false

		2605						LN		101		4		false		          4     whether a person's information's exposed online.  And				false

		2606						LN		101		5		false		          5     I do have a commercial interest in this.  No one has				false

		2607						LN		101		6		false		          6     sent me, and I am speaking for myself.  I'm here to				false

		2608						LN		101		7		false		          7     address recommendations one and two.  And I think				false

		2609						LN		101		8		false		          8     there's somewhat of the same problem.  And I'll start				false

		2610						LN		101		9		false		          9     with something in your own regulation.				false

		2611						LN		101		10		false		         10                So specifically, Section 7022, that's				false

		2612						LN		101		11		false		         11     7022, says, "A business complies with the request to				false

		2613						LN		101		12		false		         12     delete by erasing the information or de-identifying				false

		2614						LN		101		13		false		         13     it or aggregating it."  And this is kind of the				false

		2615						LN		101		14		false		         14     kicker, the business gets to choose.  And it only has				false

		2616						LN		101		15		false		         15     to notify the consumer whether it complied and not				false

		2617						LN		101		16		false		         16     which action it took.  So let's say me, the consumer,				false

		2618						LN		101		17		false		         17     asked to be deleted.  I'm told "yes," but I never				false

		2619						LN		101		18		false		         18     actually learn which of the three options were				false

		2620						LN		101		19		false		         19     executed.				false

		2621						LN		101		20		false		         20                And then I kind of want to drive home on				false

		2622						LN		101		21		false		         21     the third one, aggregation in this kind of agentic AI				false

		2623						LN		101		22		false		         22     model building space that we're dealing with now.				false

		2624						LN		101		23		false		         23     Aggregation is not technically a destruction.  It's a				false

		2625						LN		101		24		false		         24     change of form.  The information is technically gone				false

		2626						LN		101		25		false		         25     as a record, but it's present as a training set.  And				false

		2627						PG		102		0		false		page 102				false

		2628						LN		102		1		false		          1     a training set can still produce actionable insights				false

		2629						LN		102		2		false		          2     about the person that it came from, whether ever				false

		2630						LN		102		3		false		          3     needing that person's name again.  That is				false

		2631						LN		102		4		false		          4     recommendation to a profile that acts on someone				false

		2632						LN		102		5		false		          5     without having to identify them.  The deletion is				false

		2633						LN		102		6		false		          6     real.  The compliance is real, and nothing really				false

		2634						LN		102		7		false		          7     about that person's exposure has changed.				false

		2635						LN		102		8		false		          8                Now, what we're doing is we're kind of				false

		2636						LN		102		9		false		          9     introducing friction here through the CCPA.  And in a				false

		2637						LN		102		10		false		         10     world with a fixed appetite where data brokers are				false

		2638						LN		102		11		false		         11     concerned, that would be appropriate.  However, data				false

		2639						LN		102		12		false		         12     that becomes a model never really decays, and it				false

		2640						LN		102		13		false		         13     doesn't have to be reacquired.  It can basically just				false

		2641						LN		102		14		false		         14     sit around until it's used, these models, and then				false

		2642						LN		102		15		false		         15     produce results.  And now, I do want to be careful				false

		2643						LN		102		16		false		         16     here.  I'm not saying anyone's actively doing this,				false

		2644						LN		102		17		false		         17     but what I am saying is that your own rules do permit				false

		2645						LN		102		18		false		         18     it and nothing actively requires anyone to disclose				false

		2646						LN		102		19		false		         19     it, and nothing technically would show it.				false

		2647						LN		102		20		false		         20                So the words I suggest should carry more				false

		2648						LN		102		21		false		         21     weight.  Opt-out should mean you do not get to watch				false

		2649						LN		102		22		false		         22     me and delete me should mean just that.  Delete me.				false

		2650						LN		102		23		false		         23     And on recommendation one, your own rule already				false

		2651						LN		102		24		false		         24     knows this.  Section 7025 promises a consumer can				false

		2652						LN		102		25		false		         25     opt-out with all businesses, but it then adds four				false

		2653						PG		103		0		false		page 103				false

		2654						LN		103		1		false		          1     words, "they interact with online."  Those four words				false

		2655						LN		103		2		false		          2     at the end of a sentence, nobody outside of this room				false

		2656						LN		103		3		false		          3     necessarily has read.  The consumer hears all				false

		2657						LN		103		4		false		          4     businesses, but the rule means the ones whose				false

		2658						LN		103		5		false		          5     websites they've opened.				false

		2659						LN		103		6		false		          6                MS. CARWILE:  Thank you.  That is three				false

		2660						LN		103		7		false		          7     minutes.				false

		2661						LN		103		8		false		          8                MR. TOBIN:  Have a good day.  Thank you				false

		2662						LN		103		9		false		          9     for your time.				false

		2663						LN		103		10		false		         10                MS. CARWILE:  If there are any other				false

		2664						LN		103		11		false		         11     members of the public who'd like to speak at this				false

		2665						LN		103		12		false		         12     time, please go ahead by using the raised hand				false

		2666						LN		103		13		false		         13     feature or by using star-nine if you're joining us by				false

		2667						LN		103		14		false		         14     phone.  Again, this is for Agenda Item 2.				false

		2668						LN		103		15		false		         15                Madam Chair, I'm not seeing any other				false

		2669						LN		103		16		false		         16     hands raised at this time.				false

		2670						LN		103		17		false		         17                CHAIR URBAN:  Thank you very much.  And				false

		2671						LN		103		18		false		         18     thank you for the public comment that we received on				false

		2672						LN		103		19		false		         19     Zoom as well.				false

		2673						LN		103		20		false		         20                Before we move to the next agenda item,				false

		2674						LN		103		21		false		         21     we are going to take a break of about 15 minutes.				false

		2675						LN		103		22		false		         22     It's 10 or 15 minutes.  Let's come back at 3:30.  Is				false

		2676						LN		103		23		false		         23     that sufficient for everybody's purposes?  Okay.				false

		2677						LN		103		24		false		         24     Wonderful.  So we will come back at 3:30, for those				false

		2678						LN		103		25		false		         25     of you on Zoom.  And thanks again to our speakers and				false

		2679						PG		104		0		false		page 104				false

		2680						LN		104		1		false		          1     to everyone for their attention, questions and				false

		2681						LN		104		2		false		          2     comments.				false

		2682						LN		104		3		false		          3                (Whereupon, a short recess was				false

		2683						LN		104		4		false		          4                taken.)				false

		2684						LN		104		5		false		          5                CHAIR URBAN:  Welcome back, everyone.				false

		2685						LN		104		6		false		          6     Thank you for giving us some time to take a break.				false

		2686						LN		104		7		false		          7     We will now turn to agenda Item Number 3, which is an				false

		2687						LN		104		8		false		          8     item on preliminary rulemaking update and				false

		2688						LN		104		9		false		          9     recommendations from staff on opt-out preference				false

		2689						LN		104		10		false		         10     signals.  So we have been well prepared by the				false

		2690						LN		104		11		false		         11     discussion that we just had.  It will be presented by				false

		2691						LN		104		12		false		         12     Philip Laird, the general counsel of CPPA, Lisa Kim,				false

		2692						LN		104		13		false		         13     senior privacy counsel and advisor to the Agency, and				false

		2693						LN		104		14		false		         14     Rianna Grenda, senior legal analyst, CPPA.  I will				false

		2694						LN		104		15		false		         15     ask the team to please go ahead when you're ready and				false

		2695						LN		104		16		false		         16     everyone to turn to the materials in your packet for				false

		2696						LN		104		17		false		         17     this agenda item.				false

		2697						LN		104		18		false		         18                But I cannot let this moment pass without				false

		2698						LN		104		19		false		         19     mentioning that we have yet another recipient of the				false

		2699						LN		104		20		false		         20     California Lawyers Association Privacy Attorney of				false

		2700						LN		104		21		false		         21     the Year award in the form of Ms. Lisa Kim.  So we				false

		2701						LN		104		22		false		         22     really are being advised by the best, and we are very				false

		2702						LN		104		23		false		         23     grateful for it.  Please go ahead.				false

		2703						LN		104		24		false		         24                MR. LAIRD:  Thank you, Chair Urban, and				false

		2704						LN		104		25		false		         25     members of the Board.  And actually, to start with				false

		2705						PG		105		0		false		page 105				false

		2706						LN		105		1		false		          1     that point, I'd love to note that, in fact, all four				false

		2707						LN		105		2		false		          2     recipients ever in the history of the Privacy Lawyer				false

		2708						LN		105		3		false		          3     of the Year award are in this room right now.  So				false

		2709						LN		105		4		false		          4     we're very, very excited to have a full --				false

		2710						LN		105		5		false		          5                CHAIR URBAN:  I'm getting the last one				false

		2711						LN		105		6		false		          6     tomorrow, so.				false

		2712						LN		105		7		false		          7                MR. LAIRD:  Exactly.  And furthermore, I				false

		2713						LN		105		8		false		          8     just want to take the opportunity to thank the				false

		2714						LN		105		9		false		          9     speakers this afternoon.  We really appreciate them				false

		2715						LN		105		10		false		         10     to taking time out of their days to be with us to				false

		2716						LN		105		11		false		         11     present to the Board and staff and the public.  I				false

		2717						LN		105		12		false		         12     found it very informative, and I hope you all did as				false

		2718						LN		105		13		false		         13     well.				false

		2719						LN		105		14		false		         14                CHAIR URBAN:  Actually, we're going to				false

		2720						LN		105		15		false		         15     break protocol for a moment, because Board Member				false

		2721						LN		105		16		false		         16     Liebert would like to say something very quick.				false

		2722						LN		105		17		false		         17                MR. LIEBERT:  Wow.  Terrific program.  We				false

		2723						LN		105		18		false		         18     all, as a board, decided together to pursue these				false

		2724						LN		105		19		false		         19     informational hearings where you're educating us				false

		2725						LN		105		20		false		         20     since you already understand all this.  And thank you				false

		2726						LN		105		21		false		         21     so much.  It was really a terrific program and				false

		2727						LN		105		22		false		         22     really, really appreciate how these are developing.				false

		2728						LN		105		23		false		         23     They're excellent.				false

		2729						LN		105		24		false		         24                MR. LAIRD:  Well, thank you.  And				false

		2730						LN		105		25		false		         25     complements certainly go to the two to my right, who				false

		2731						PG		106		0		false		page 106				false

		2732						LN		106		1		false		          1     were very much behind thinking through who would be				false

		2733						LN		106		2		false		          2     the appropriate speakers to cover so much territory				false

		2734						LN		106		3		false		          3     and so much important work being done.  So to begin,				false

		2735						LN		106		4		false		          4     as a reminder, at our November 2025 board meeting,				false

		2736						LN		106		5		false		          5     the Board directed staff to begin preliminary				false

		2737						LN		106		6		false		          6     rulemaking on four topic areas.  One was opt-out				false

		2738						LN		106		7		false		          7     preference signals, another was reducing friction in				false

		2739						LN		106		8		false		          8     the exercise of privacy rights, a third was notices				false

		2740						LN		106		9		false		          9     and disclosures, and a fourth was employee data.				false

		2741						LN		106		10		false		         10     Just a few small topics.				false

		2742						LN		106		11		false		         11                Today we will provide a preliminary				false

		2743						LN		106		12		false		         12     rulemaking update, along with proposed rulemaking				false

		2744						LN		106		13		false		         13     recommendations related to the first topic, opt-out				false

		2745						LN		106		14		false		         14     preference signals.  But to preview for the Board				false

		2746						LN		106		15		false		         15     today, we do plan to present updates to the Board on				false

		2747						LN		106		16		false		         16     our work on both reducing friction in the exercise of				false

		2748						LN		106		17		false		         17     privacy rights and notices and disclosures at the				false

		2749						LN		106		18		false		         18     Board's November meeting of this year, and we are				false

		2750						LN		106		19		false		         19     then planned in February to present our preliminary				false

		2751						LN		106		20		false		         20     rulemaking updates on employee data.  So, the legal				false

		2752						LN		106		21		false		         21     division has been hard at work carrying out the				false

		2753						LN		106		22		false		         22     direction of this Board, and I'm pleased that we are				false

		2754						LN		106		23		false		         23     moving at a good pace, and plan to have these				false

		2755						LN		106		24		false		         24     presentations to you over the course of the next				false

		2756						LN		106		25		false		         25     several meetings.				false

		2757						PG		107		0		false		page 107				false

		2758						LN		107		1		false		          1                That said, if the Board has any concerns				false

		2759						LN		107		2		false		          2     regarding the schedule, we of course welcome that				false

		2760						LN		107		3		false		          3     feedback.  And with that all said, I will now turn to				false

		2761						LN		107		4		false		          4     the professionals to my right, senior privacy counsel				false

		2762						LN		107		5		false		          5     and adviser Lisa Kim and senior legal analyst Rianna				false

		2763						LN		107		6		false		          6     Grenda, who will walk you through today's preliminary				false

		2764						LN		107		7		false		          7     rulemaking update and proposed recommendations				false

		2765						LN		107		8		false		          8     related to opt-out preference signals.				false

		2766						LN		107		9		false		          9                MS. KIM:  Great.  Thank you so much.  So				false

		2767						LN		107		10		false		         10     as mentioned, over the past 10 months our OOPS team,				false

		2768						LN		107		11		false		         11     our opt-out preference signal team, has been				false

		2769						LN		107		12		false		         12     diligently evaluating whether additional OOPS				false

		2770						LN		107		13		false		         13     regulations are necessary and would be beneficial to				false

		2771						LN		107		14		false		         14     businesses and consumers.  So we appreciate the				false

		2772						LN		107		15		false		         15     opportunity to present our recommendations to the				false

		2773						LN		107		16		false		         16     Board today.				false

		2774						LN		107		17		false		         17                This afternoon we're going to walk you				false

		2775						LN		107		18		false		         18     through three items.  First, we'll provide some				false

		2776						LN		107		19		false		         19     level-setting background on OOPS.  Second, we'll				false

		2777						LN		107		20		false		         20     offer an overview of the preliminary rulemaking				false

		2778						LN		107		21		false		         21     activities our team has undertaken.  And finally, we				false

		2779						LN		107		22		false		         22     will present our recommendations for the Board's				false

		2780						LN		107		23		false		         23     consideration.  See if I can get our slide up.				false

		2781						LN		107		24		false		         24                That said, before we begin, I wanted to				false

		2782						LN		107		25		false		         25     acknowledge a team member who wasn't able to join us				false

		2783						PG		108		0		false		page 108				false

		2784						LN		108		1		false		          1     today.  Joe Brown, the Agency's former fellow,				false

		2785						LN		108		2		false		          2     contributed meaningfully to this work before				false

		2786						LN		108		3		false		          3     completing his fellowship and then moving on to				false

		2787						LN		108		4		false		          4     permanent employment.  So I want to just do a little				false

		2788						LN		108		5		false		          5     shout-out.  Joe, if you're watching, we just want to				false

		2789						LN		108		6		false		          6     acknowledge and thank you for your efforts and the				false

		2790						LN		108		7		false		          7     support you provided during this process.				false

		2791						LN		108		8		false		          8                So, starting with the background on				false

		2792						LN		108		9		false		          9     opt-out preference signals.  The informational				false

		2793						LN		108		10		false		         10     session covered some of this, but we believe it's				false

		2794						LN		108		11		false		         11     important to understand the context of how OOPS came				false

		2795						LN		108		12		false		         12     about, as we talk about recommendations.  As set				false

		2796						LN		108		13		false		         13     forth in the regulations, "The purpose of an opt-out				false

		2797						LN		108		14		false		         14     preference signal is to provide consumers with a				false

		2798						LN		108		15		false		         15     simple and easy-to-use method by which consumers				false

		2799						LN		108		16		false		         16     interacting with businesses online can automatically				false

		2800						LN		108		17		false		         17     exercise the right to opt-out of sale and sharing.				false

		2801						LN		108		18		false		         18     And through an opt-out preference signal, a consumer				false

		2802						LN		108		19		false		         19     can opt-out of the sale and sharing of their personal				false

		2803						LN		108		20		false		         20     information with all businesses they interact with				false

		2804						LN		108		21		false		         21     online, without having to make individual requests				false

		2805						LN		108		22		false		         22     with each business."  So opt-out preference signals				false

		2806						LN		108		23		false		         23     align very well with our strategic goal of allowing				false

		2807						LN		108		24		false		         24     consumers to exercise their rights at scale and in a				false

		2808						LN		108		25		false		         25     simple and easy way.				false

		2809						PG		109		0		false		page 109				false

		2810						LN		109		1		false		          1                Now, as Professor Zimmeck previewed				false

		2811						LN		109		2		false		          2     earlier, opt-out preference signals were part of the				false

		2812						LN		109		3		false		          3     very first iteration of the CCPA regulations well				false

		2813						LN		109		4		false		          4     before the CPRA came out, and also before the Agency				false

		2814						LN		109		5		false		          5     was created.  In August 2020, the attorney general				false

		2815						LN		109		6		false		          6     adopted a forward-looking regulation to treat as a				false

		2816						LN		109		7		false		          7     valid request to opt-out a user-enabled Global				false

		2817						LN		109		8		false		          8     Privacy Control, such as a browser plug-in or privacy				false

		2818						LN		109		9		false		          9     setting, device setting, or other mechanism that				false

		2819						LN		109		10		false		         10     communicates or signals the consumer's choice.				false

		2820						LN		109		11		false		         11                In response to that regulation, a group				false

		2821						LN		109		12		false		         12     of privacy researchers, including Professor Zimmeck				false

		2822						LN		109		13		false		         13     and our former executive director Ashkan Soltani,				false

		2823						LN		109		14		false		         14     developed what became known as the Global Privacy				false

		2824						LN		109		15		false		         15     Control, which was later introduced at the World Wide				false

		2825						LN		109		16		false		         16     Web Consortium, W3C, in October 2020.  A month later,				false

		2826						LN		109		17		false		         17     California voters voted on CPRA.  In early 2021, the				false

		2827						LN		109		18		false		         18     attorney general publicly confirmed that GPC met the				false

		2828						LN		109		19		false		         19     CCPA's requirements for a user-enabled opt-out				false

		2829						LN		109		20		false		         20     mechanism.  And then a year and a half later, in				false

		2830						LN		109		21		false		         21     August 2022, the AG announced its first CCPA				false

		2831						LN		109		22		false		         22     settlement, with Sephora, which included allegations				false

		2832						LN		109		23		false		         23     that Sephora had failed to honor GPC.  Now, CPRA				false

		2833						LN		109		24		false		         24     amendments to the law went into effect shortly after				false

		2834						LN		109		25		false		         25     that, using the term OOPS instead of global privacy				false

		2835						PG		110		0		false		page 110				false

		2836						LN		110		1		false		          1     controls.				false

		2837						LN		110		2		false		          2                And so, to clear up any confusion between				false

		2838						LN		110		3		false		          3     the CCPA regulations and the CPRA's new amendments to				false

		2839						LN		110		4		false		          4     the law, the Agency adopted regulations that				false

		2840						LN		110		5		false		          5     reiterated the requirements set forth in the original				false

		2841						LN		110		6		false		          6     CCPA regulations to ensure consistency between the				false

		2842						LN		110		7		false		          7     old and current regulations.  After that, enforcement				false

		2843						LN		110		8		false		          8     of OOPS requirements and the GPC has continued				false

		2844						LN		110		9		false		          9     steadily by both the AG's office and Cal Privacy.				false

		2845						LN		110		10		false		         10     Healthline, Tractor Supply, PlayOn Sports, and most				false

		2846						LN		110		11		false		         11     recently Disney all involved businesses who failed to				false
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		2890						LN		112		3		false		          3     rulemaking package on SB976, the Protecting Our Kids				false

		2891						LN		112		4		false		          4     from Social Media Addiction Act, particularly the age				false
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		2893						LN		112		6		false		          6                Lastly, we did an in-depth review and				false

		2894						LN		112		7		false		          7     analysis of the comments that were submitted to us				false
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		2897						LN		112		10		false		         10     briefly summarize the written comments that we				false
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		2900						LN		112		13		false		         13     to our team's work, but also the reducing friction				false
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		2903						LN		112		16		false		         16     advocate organizations, data brokers, authorized				false

		2904						LN		112		17		false		         17     agents, academics, and legal practitioners.  The				false

		2905						LN		112		18		false		         18     diversity of this input really helped us identify				false

		2906						LN		112		19		false		         19     areas of alignment, areas of tension, and where				false

		2907						LN		112		20		false		         20     further clarification or direction may be needed as				false

		2908						LN		112		21		false		         21     we move toward rulemaking.				false

		2909						LN		112		22		false		         22                On this slide, you will see a high-level				false

		2910						LN		112		23		false		         23     summary of the themes that we saw across the written				false

		2911						LN		112		24		false		         24     comments.  We received a wide variety of comments.				false

		2912						LN		112		25		false		         25     Some were very substantive, others were less relevant				false
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		2917						LN		113		4		false		          4     rather than the regulations themselves.  But when we				false

		2918						LN		113		5		false		          5     filtered through all of the comment submissions,				false
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		2927						LN		113		14		false		         14     cookies.  We also saw interest in recognizing				false
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		2930						LN		113		17		false		         17     competition-neutral safeguards in applying OOPS				false

		2931						LN		113		18		false		         18     uniformly, which would largely require statutory				false

		2932						LN		113		19		false		         19     revisions to balance third-party versus first-party				false

		2933						LN		113		20		false		         20     data rights.  There were also a few items that only				false

		2934						LN		113		21		false		         21     came from one or two commenters, such as AI handling				false

		2935						LN		113		22		false		         22     of GPC as well as age-signal interoperability.  These				false
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		2953						LN		114		14		false		         14     timing issues regarding GPC and the sale and sharing				false

		2954						LN		114		15		false		         15     tracking technologies we see in the marketplace.				false

		2955						LN		114		16		false		         16                So I'll start with the first one,				false

		2956						LN		114		17		false		         17     explicitly identifying GPC.  Our first recommendation				false

		2957						LN		114		18		false		         18     is that the Board explicitly identify GPC as an				false

		2958						LN		114		19		false		         19     example of an OOPS.  As the history we covered				false

		2959						LN		114		20		false		         20     already shows, GPC has functioned as an OOPS since				false
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		2970						LN		115		5		false		          5     other states have passed legislation related to				false

		2971						LN		115		6		false		          6     universal opt-out mechanisms, and several of those				false

		2972						LN		115		7		false		          7     states include language requiring their own OOPS or				false

		2973						LN		115		8		false		          8     universal opt-out mechanisms to align with similar				false
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		2975						LN		115		10		false		         10     state laws.  So for us to clarify in California				false

		2976						LN		115		11		false		         11     regulations that GPC is a valid OOPS would actually				false
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		3033						LN		117		16		false		         16     efforts by making key CCPA metrics easily accessible				false
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		3037						LN		117		20		false		         20     significant security and privacy risks, as reflected				false
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		3039						LN		117		22		false		         22     audit and risk assessment requirements, thereby				false
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		3083						LN		119		14		false		         14     with both OOPS obligations and the timing				false

		3084						LN		119		15		false		         15     requirements already set forth in the regulations.				false

		3085						LN		119		16		false		         16     Several commenters, including privacy attorneys,				false
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		3087						LN		119		18		false		         18     participants, have raised similar concerns during the				false
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		3096						LN		120		1		false		          1     detecting and honoring OOPS at the outset is both				false

		3097						LN		120		2		false		          2     feasible and essential.  Otherwise, businesses risk				false

		3098						LN		120		3		false		          3     immediately selling or sharing personal information				false

		3099						LN		120		4		false		          4     and later facing the difficult and impractical task				false

		3100						LN		120		5		false		          5     of attempting to remedy those disclosures under the				false

		3101						LN		120		6		false		          6     regulation, section 7026(f)(2).  So providing this				false

		3102						LN		120		7		false		          7     clarification through an example, rather than a new				false

		3103						LN		120		8		false		          8     regulatory amendment, ensures that the Agency does				false

		3104						LN		120		9		false		          9     not inadvertently suggest that the existing law is				false

		3105						LN		120		10		false		         10     unclear, or undermine current or future enforcement				false

		3106						LN		120		11		false		         11     actions.  And to be clear, this example would reflect				false

		3107						LN		120		12		false		         12     existing requirements.  The example simply offers				false

		3108						LN		120		13		false		         13     additional guidance to help businesses comply.				false

		3109						LN		120		14		false		         14                So together, these four recommendations				false

		3110						LN		120		15		false		         15     are intended to address issues raised by the public,				false

		3111						LN		120		16		false		         16     to provide clear guidance to businesses, and to				false

		3112						LN		120		17		false		         17     strengthen compliance with existing law and reinforce				false

		3113						LN		120		18		false		         18     the effectiveness of OOPS as a tool for consumers.				false

		3114						LN		120		19		false		         19     With that, I'm happy to hear your thoughts and any				false

		3115						LN		120		20		false		         20     questions you may have.				false

		3116						LN		120		21		false		         21                CHAIR URBAN:  Thank you, Ms. Kim.  Thank				false

		3117						LN		120		22		false		         22     you, Ms. Grenda.  That was both -- that was very				false

		3118						LN		120		23		false		         23     clear and helpful.  Thank you both.				false

		3119						LN		120		24		false		         24                Does staff recommend that the Board take				false

		3120						LN		120		25		false		         25     action today to direct staff to develop the materials				false

		3121						PG		121		0		false		page 121				false

		3122						LN		121		1		false		          1     to be ready to commence a formal rulemaking in our				false

		3123						LN		121		2		false		          2     next meeting?  Is that the process-based				false

		3124						LN		121		3		false		          3     recommendation here?				false

		3125						LN		121		4		false		          4                MS. KIM:  I think the process would be				false

		3126						LN		121		5		false		          5     to, yes, direct us to get ready to engage with formal				false

		3127						LN		121		6		false		          6     rulemaking.  Of course, once we have draft language				false

		3128						LN		121		7		false		          7     and text, that would come back to the Board for the				false

		3129						LN		121		8		false		          8     Board to review and finally approve.				false

		3130						LN		121		9		false		          9                CHAIR URBAN:  Yes.  But staff are ready				false

		3131						LN		121		10		false		         10     to go ahead and prepare the draft language, the				false

		3132						LN		121		11		false		         11     initial statement of reasons, and so forth for the				false

		3133						LN		121		12		false		         12     Board to consider.				false

		3134						LN		121		13		false		         13                MS. KIM:  Yes.				false

		3135						LN		121		14		false		         14                CHAIR URBAN:  Okay.  Right.  I just				false

		3136						LN		121		15		false		         15     wanted to be sure we all knew what we were thinking				false

		3137						LN		121		16		false		         16     about from a process perspective as we go into any				false

		3138						LN		121		17		false		         17     comments or questions from the Board.				false

		3139						LN		121		18		false		         18                Are there any?				false

		3140						LN		121		19		false		         19                Board Member Hamer?				false

		3141						LN		121		20		false		         20                MS. HAMER:  Yeah.  Thank you.  It was a				false

		3142						LN		121		21		false		         21     very clear presentation.  There we go.  Thank you for				false

		3143						LN		121		22		false		         22     a very clear presentation.  One of the items in the				false

		3144						LN		121		23		false		         23     summary was AI handling of GPC.  So was there a				false

		3145						LN		121		24		false		         24     thought given to that, because that's going to be				false

		3146						LN		121		25		false		         25     kind of like a landslide at some point, and I think				false

		3147						PG		122		0		false		page 122				false

		3148						LN		122		1		false		          1     it'd be good to get ahead of it?				false

		3149						LN		122		2		false		          2                MS. KIM:  Yes.  Thank you for that				false

		3150						LN		122		3		false		          3     question.  We did think through and consider whether				false

		3151						LN		122		4		false		          4     or not that topic was right for consideration for				false

		3152						LN		122		5		false		          5     rulemaking or regulation, in particular.  I think we				false

		3153						LN		122		6		false		          6     need some additional time to truly understand how				false

		3154						LN		122		7		false		          7     that AI or agentic AI works on a high level.  I think				false

		3155						LN		122		8		false		          8     what we see in the marketplace right now is not -- is				false

		3156						LN		122		9		false		          9     more with regard to browsers having AI features that				false

		3157						LN		122		10		false		         10     go and search for information and then summarize and				false

		3158						LN		122		11		false		         11     provide to the consumer.  So the consumer's actually				false

		3159						LN		122		12		false		         12     not going anywhere.  They're staying within that				false

		3160						LN		122		13		false		         13     platform discussion.  And in light of that, we still				false

		3161						LN		122		14		false		         14     need to do more factual understanding as to how our				false

		3162						LN		122		15		false		         15     law applies to that factual scenario and whether it's				false

		3163						LN		122		16		false		         16     applicable here.				false

		3164						LN		122		17		false		         17                But that said, it's certainly something				false

		3165						LN		122		18		false		         18     that we're carefully watching and engaging with and				false

		3166						LN		122		19		false		         19     thinking through.  I would say at this time, we don't				false

		3167						LN		122		20		false		         20     think it's right for a regulation at this moment.				false

		3168						LN		122		21		false		         21                MR. LAIRD:  And I'll just bolster that to				false

		3169						LN		122		22		false		         22     say.  One thing we kind of kept coming back to is,				false

		3170						LN		122		23		false		         23     the beauty of CCPA is how agnostic it is to the				false

		3171						LN		122		24		false		         24     technology it's potentially regulating.  And so in				false

		3172						LN		122		25		false		         25     many regards, I think we also thought through this,				false

		3173						PG		123		0		false		page 123				false

		3174						LN		123		1		false		          1     and you come back to, well, the rules as written				false

		3175						LN		123		2		false		          2     apply sort of regardless.  You know, a developer of				false

		3176						LN		123		3		false		          3     AI technology, you know, a business you engaged to				false

		3177						LN		123		4		false		          4     use AI technology still has -- is obliged by the same				false

		3178						LN		123		5		false		          5     opt-out requirements of sale and sharing as any other				false

		3179						LN		123		6		false		          6     business.  And so in some regard, I think to Ms.				false

		3180						LN		123		7		false		          7     Kim's point, what we're waiting to observe is if				false

		3181						LN		123		8		false		          8     there is an alternative use that somehow brings into				false

		3182						LN		123		9		false		          9     question exactly how those rules apply.  But				false

		3183						LN		123		10		false		         10     otherwise, we also think there's some simplicity here				false

		3184						LN		123		11		false		         11     that businesses should be able to translate on its				false

		3185						LN		123		12		false		         12     face.  Simply put, they cannot sell or share your				false

		3186						LN		123		13		false		         13     personal information, whether it's through an AI tool				false

		3187						LN		123		14		false		         14     you are using on -- through them or otherwise, if				false

		3188						LN		123		15		false		         15     you're given that signal -- if you've given that				false

		3189						LN		123		16		false		         16     direction.				false

		3190						LN		123		17		false		         17                CHAIR URBAN:  Thank you.				false

		3191						LN		123		18		false		         18                Please, do you have follow up, Ms. Hamer.				false

		3192						LN		123		19		false		         19                MS. HAMER:  Perhaps even an example being				false

		3193						LN		123		20		false		         20     added might help clarify that it actually does apply,				false

		3194						LN		123		21		false		         21     because I doubt that developers think it does.  I				false

		3195						LN		123		22		false		         22     think a lot of the language is specific around				false

		3196						LN		123		23		false		         23     browsers, and we have some issues around other types				false

		3197						LN		123		24		false		         24     of devices and smart devices.  And AI is already				false

		3198						LN		123		25		false		         25     doing things, probably, that are contrary to what --				false

		3199						PG		124		0		false		page 124				false

		3200						LN		124		1		false		          1     that they should be doing.				false

		3201						LN		124		2		false		          2                MR. LAIRD:  Yeah.  That's absolutely				false

		3202						LN		124		3		false		          3     helpful feedback.  And I don't disagree that belt and				false

		3203						LN		124		4		false		          4     suspenders is also helpful always when it comes to				false

		3204						LN		124		5		false		          5     regulation.  So I mean, I think it's certainly				false

		3205						LN		124		6		false		          6     something we could explore at the staff level				false

		3206						LN		124		7		false		          7     further, even if we feel like it's a restatement of				false

		3207						LN		124		8		false		          8     plain meaning of the law.  I take the point				false

		3208						LN		124		9		false		          9     certainly, that that doesn't hurt and could help more				false

		3209						LN		124		10		false		         10     compliance.				false

		3210						LN		124		11		false		         11                CHAIR URBAN:  Thank you.				false

		3211						LN		124		12		false		         12                Board Member Liebert?				false

		3212						LN		124		13		false		         13                MR. LIEBERT:  Okay.  Thank you.  I'm				false

		3213						LN		124		14		false		         14     looking at our wonderful website privacy.CA.gov.  And				false

		3214						LN		124		15		false		         15     I see some great helpful information on how Drop				false

		3215						LN		124		16		false		         16     works.  And I'm wondering if we should consider doing				false

		3216						LN		124		17		false		         17     something similar in regards to OOPS and GPC that,				false

		3217						LN		124		18		false		         18     you know, educate -- we have some actually good				false

		3218						LN		124		19		false		         19     educating materials I've seen on the site for				false

		3219						LN		124		20		false		         20     businesses, but I don't know that we do -- and maybe				false

		3220						LN		124		21		false		         21     I'm just missing it -- in regards to consumers.				false

		3221						LN		124		22		false		         22                MS. KIM:  I think perhaps Tom might be				false

		3222						LN		124		23		false		         23     the best person to respond to this.				false

		3223						LN		124		24		false		         24                MR. KEMP:  Yeah.  Sure.  So we have put				false

		3224						LN		124		25		false		         25     forth about ten privacy tips, and that's one of the				false

		3225						PG		125		0		false		page 125				false

		3226						LN		125		1		false		          1     top privacy tips --				false

		3227						LN		125		2		false		          2                MR. LIEBERT:  Okay.				false

		3228						LN		125		3		false		          3                MR. KEMP:  -- we have.  And then I did a				false

		3229						LN		125		4		false		          4     couple blog posts on that as well.  And -- but				false

		3230						LN		125		5		false		          5     really, the big focus will be in January when the				false

		3231						LN		125		6		false		          6     browser vendors support it.  And so we're going to go				false

		3232						LN		125		7		false		          7     really hard.  And I think Ms. White will talk more				false

		3233						LN		125		8		false		          8     about this --				false

		3234						LN		125		9		false		          9                MR. LIEBERT:  Okay.				false

		3235						LN		125		10		false		         10                MR. KEMP:  -- tomorrow.  So I'm not going				false

		3236						LN		125		11		false		         11     to say anything more because that's a topic.  But				false

		3237						LN		125		12		false		         12     you'll get a good feel for what's happening as it				false

		3238						LN		125		13		false		         13     relates to further promotion of this directly to				false

		3239						LN		125		14		false		         14     consumers.				false

		3240						LN		125		15		false		         15                And the other thing I'll add is, is that				false

		3241						LN		125		16		false		         16     we've built up an incredible mailing list for				false

		3242						LN		125		17		false		         17     newsletter subscribers.  And so this gives us a great				false

		3243						LN		125		18		false		         18     opportunity come January to promote the fact that now				false

		3244						LN		125		19		false		         19     with all these major browsers, here are the specific				false

		3245						LN		125		20		false		         20     directions that you can use to turn it on.				false

		3246						LN		125		21		false		         21                So in summary, content does exist.  I				false

		3247						LN		125		22		false		         22     think we also created a video for consumers as well.				false

		3248						LN		125		23		false		         23     But the big push will happen come January.				false

		3249						LN		125		24		false		         24                MR. LIEBERT:  And that content, then, it				false

		3250						LN		125		25		false		         25     sounds like, will be put on the website, as well.				false

		3251						PG		126		0		false		page 126				false

		3252						LN		126		1		false		          1                MR. KEMP:  Oh, absolutely.  There is				false

		3253						LN		126		2		false		          2     content now under the privacy tips.  Also, if you				false

		3254						LN		126		3		false		          3     look at the senior scammers, we are teaching senior				false

		3255						LN		126		4		false		          4     citizens how to turn that on as well when we do those				false

		3256						LN		126		5		false		          5     events.  And so it's been integrated.  It's one of				false

		3257						LN		126		6		false		          6     our top -- the easiest one is Drop.  The second				false

		3258						LN		126		7		false		          7     suggestion that we have is to turn on OOPS.  And so				false

		3259						LN		126		8		false		          8     the thought process is, if you spend 5, 6, 7 minutes				false

		3260						LN		126		9		false		          9     on Drop, you spend 30 seconds.  If it's a browser				false

		3261						LN		126		10		false		         10     that supports it, or you download a third-party				false

		3262						LN		126		11		false		         11     extension, maybe you spend another minute or two.				false

		3263						LN		126		12		false		         12     And that's kind of the 20/80 rule that you get a lot				false

		3264						LN		126		13		false		         13     of great coverage with third parties with Drop, and				false

		3265						LN		126		14		false		         14     then the opt-out of sale and sharing with first party				false

		3266						LN		126		15		false		         15     interactions as well.  But it really makes sense come				false

		3267						LN		126		16		false		         16     January, when we can explicitly tell people on				false

		3268						LN		126		17		false		         17     Chrome, go to this, this, this.  Same thing with				false

		3269						LN		126		18		false		         18     Safari, same thing with Edge.  And so we will be very				false

		3270						LN		126		19		false		         19     prescriptive, and that will be a big focus of our				false

		3271						LN		126		20		false		         20     campaigns come January.				false

		3272						LN		126		21		false		         21                CHAIR URBAN:  Thank you.  Additional				false

		3273						LN		126		22		false		         22     comments or questions?				false

		3274						LN		126		23		false		         23                All right.  So maybe this will prompt				false

		3275						LN		126		24		false		         24     some or maybe not.  So taking into account the				false

		3276						LN		126		25		false		         25     substantive recommendations from staff and what I				false

		3277						PG		127		0		false		page 127				false

		3278						LN		127		1		false		          1     understand the process to be, I will request a motion				false

		3279						LN		127		2		false		          2     to direct staff to prepare all documents and				false

		3280						LN		127		3		false		          3     materials necessary to open formal rulemaking for the				false

		3281						LN		127		4		false		          4     regulatory changes staff recommended today and in				false

		3282						LN		127		5		false		          5     alignment with today's discussion, and to bring draft				false

		3283						LN		127		6		false		          6     text implementing those recommendations before the				false

		3284						LN		127		7		false		          7     Board, again, before commencing the 45-day public				false

		3285						LN		127		8		false		          8     comment period.				false

		3286						LN		127		9		false		          9                Mr. Laird, did I cover the necessary?				false

		3287						LN		127		10		false		         10                MR. LAIRD:  Yes.  Perfect.				false

		3288						LN		127		11		false		         11                CHAIR URBAN:  Okay.  Great.  So that will				false

		3289						LN		127		12		false		         12     be the motion I will request.  And at this point, I				false

		3290						LN		127		13		false		         13     would like to ask if there's any public comments on				false

		3291						LN		127		14		false		         14     this item.				false

		3292						LN		127		15		false		         15                MS. CARWILE:  This is for Agenda Item 3,				false

		3293						LN		127		16		false		         16     Preliminary Rulemaking Update and Recommendations on				false

		3294						LN		127		17		false		         17     Opt-Out Preference Signals.  If you'd like to make a				false

		3295						LN		127		18		false		         18     comment at this time, please raise your hand using				false

		3296						LN		127		19		false		         19     the raised hand feature or by pressing star-nine if				false

		3297						LN		127		20		false		         20     you are joining us by phone.  This is for Agenda Item				false

		3298						LN		127		21		false		         21     3.				false

		3299						LN		127		22		false		         22                Madam Chair, I'm not seeing any hand				false

		3300						LN		127		23		false		         23     raised at this time.				false

		3301						LN		127		24		false		         24                CHAIR URBAN:  Okay.  Thank you, Ms.				false

		3302						LN		127		25		false		         25     Carwile.				false

		3303						PG		128		0		false		page 128				false

		3304						LN		128		1		false		          1                And with that, I will request from the				false

		3305						LN		128		2		false		          2     Board the motion as stated.  Is anyone ready to make				false

		3306						LN		128		3		false		          3     the motion?				false

		3307						LN		128		4		false		          4                Mr. Liebert makes the motion.  Is there a				false

		3308						LN		128		5		false		          5     second?				false

		3309						LN		128		6		false		          6                MS. OZER:  Second.				false

		3310						LN		128		7		false		          7                CHAIR URBAN:  Thank you.  I have a motion				false

		3311						LN		128		8		false		          8     on the table and a second motion from Mr. Liebert,				false

		3312						LN		128		9		false		          9     second from Ms. Ozer.				false

		3313						LN		128		10		false		         10                Ms. Carwile, would you please conduct the				false

		3314						LN		128		11		false		         11     roll call vote?				false

		3315						LN		128		12		false		         12                MS. CARWILE:  Yes, this is a roll call				false

		3316						LN		128		13		false		         13     for the motion as stated by the Chair.				false

		3317						LN		128		14		false		         14                Board Member Hamer?				false

		3318						LN		128		15		false		         15                MS. HAMER:  Aye.				false

		3319						LN		128		16		false		         16                MS. CARWILE:  Board Member Liebert?				false

		3320						LN		128		17		false		         17                MR. LIEBERT:  Aye.				false

		3321						LN		128		18		false		         18                MS. CARWILE:  Board Member Mactaggart?				false

		3322						LN		128		19		false		         19                Board Member Ozer?				false

		3323						LN		128		20		false		         20                MS. OZER:  Aye.				false

		3324						LN		128		21		false		         21                MS. CARWILE:  Chair Urban.				false

		3325						LN		128		22		false		         22                CHAIR URBAN:  Aye.				false

		3326						LN		128		23		false		         23                MS. CARWILE:  Madam Chair, you have four				false

		3327						LN		128		24		false		         24     yeses and one not voting.				false

		3328						LN		128		25		false		         25                CHAIR URBAN:  Thank you very much, Ms.				false

		3329						PG		129		0		false		page 129				false

		3330						LN		129		1		false		          1     Carwile.  And thanks everyone on the Board and of				false

		3331						LN		129		2		false		          2     course, to our wonderful staff for that very				false

		3332						LN		129		3		false		          3     thoughtful and efficient presentation.  The motion				false

		3333						LN		129		4		false		          4     has been approved by a vote of four to zero.				false

		3334						LN		129		5		false		          5                We will now move on to Agenda Item 4,				false

		3335						LN		129		6		false		          6     which is Discussion and Possible Action to Amend				false
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		3366						LN		130		11		false		         11                CHAIR URBAN:  Thank you very much,				false

		3367						LN		130		12		false		         12     Mr. Laird.  Any Board questions or comments on this?				false

		3368						LN		130		13		false		         13                All right.  And then I will request the				false
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		3398						LN		131		17		false		         17     Agenda Item 4.				false

		3399						LN		131		18		false		         18                Madam Chair, I'm not seeing any hands				false

		3400						LN		131		19		false		         19     raised at this time.				false

		3401						LN		131		20		false		         20                CHAIR URBAN:  Thank you, Ms. Carwile.				false

		3402						LN		131		21		false		         21                In that case, may I have the motion as				false

		3403						LN		131		22		false		         22     stated?  Thank you.  I have a motion from Ms. Hamer.				false

		3404						LN		131		23		false		         23     May I have a second?				false
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          1                         *PROCEEDINGS*



          2



          3                CHAIR URBAN:  Good afternoon.  Welcome to



          4     the California Privacy Protection Agency's



          5     Informational Board Session and Board Meeting.  We



          6     will be holding these over the course of today,



          7     August 6, 2026, and tomorrow, August 7, 2026.



          8                We are meeting in San Francisco and in a



          9     hybrid format.  So as you can see, three of my fellow



         10     board members are here in person along with members



         11     of the Agency staff.  And Board Member Alistair



         12     Mactaggart will likely join us remotely for part of



         13     the meeting, but is not here right now.  So welcome



         14     everyone.  And I'm pleased to be here with everyone



         15     in person and the many of you joining us on Zoom.



         16                Before we get started with the program, I



         17     have a few reminders.  Please make sure your



         18     microphone is muted when you're not speaking.  If



         19     you're here in person at the CPUC, please silence



         20     your cell phone to avoid any interruption.  And



         21     importantly, please do you note that this meeting is



         22     being recorded.



         23                CPU staff are also present in person, and



         24     we continue to offer the public the opportunity to



         25     watch and participate today -- in today's meeting
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          1     virtually.



          2                Both days of the -- this meeting of the



          3     Board will follow the Bagley-Keene Open Meeting Act



          4     as required by law.  All of the agenda and all



          5     supporting materials are available here in San



          6     Francisco and also on the CPPA website.  You may



          7     notice board members accessing devices such as



          8     laptops or tablets or other devices during the



          9     meeting.  They are using these devices solely to



         10     access board meeting materials.



         11                The Board welcomes public comment, and I



         12     will call for it this afternoon at the end of our



         13     informational program and after other agenda items as



         14     we move through the agenda later today and tomorrow.



         15                Please do note the general rules for



         16     public comment.  Each speaker will have up to three



         17     minutes to make their comments. Under the Bagley-Keene



         18     Open Meeting Act, both board members and members of



         19     the public may only discuss items that are listed on



         20     the agenda.  And for this afternoon's program, that



         21     means that public comment should relate to the topics



         22     discussed in the program and be limited to the topic



         23     on which I have called for public comment.  Members



         24     of the public will have the opportunity to comment



         25     either in person or via Zoom.  I will provide more
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          1     detail about participation when we reach the time for



          2     public comments at the end of the speaker program



          3     today.



          4                Please note that the hybrid format does



          5     create some technical complexities.  And please bear



          6     with us if we experience any technical issues.  If we



          7     do, we will pause the meeting to address them as



          8     needed.  If you're attending remotely and you



          9     experience an issue like the audio dropping, please



         10     let us know by emailing us at info@CPPA.CA.gov.  That



         11     is India, November, Foxtrot, Oscar, at CPPA, for



         12     California Privacy Protection Agency, dot CA, dot



         13     gov.  That inbox will be monitored throughout the



         14     meeting, and we will address any technical issues



         15     that arise.  We will pause the meeting if it is



         16     affecting the Zoom participation.



         17                We'll take breaks as needed.  I will



         18     though be moving things along, as we have a very rich



         19     program today.  My many thanks to the Board members



         20     for their service and everyone helping to make



         21     today's meeting possible.  My special thanks to



         22     Executive Director Tom Kemp and Phillip Laird, our



         23     general counsel, who are serving in their capacities



         24     with us today, and to all of our speakers who will be



         25     providing this with -- edifying information at our
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          1     informational session.



          2                Again, we are at the California public



          3     utilities commission in San Francisco, and we greatly



          4     appreciate the CPC team for their hospitality and not



          5     only allowing us to use their auditorium, but



          6     providing assistance -- technical assistance with the



          7     AV system today.



          8                I'd like to thank and welcome our



          9     moderator, Ms. Serena Carwile, and ask her to please



         10     conduct the roll call.



         11                MS. CARWILE:  Board Member Hamer?



         12                MS. HAMER:  Present.



         13                MS. CARWILE:  Board Member Liebert?



         14                MR. LIEBERT:  Present.



         15                MS. CARWILE:  Board Member Mactaggart?



         16                Board Member Ozer?



         17                MS. OZER:  Present.



         18                MS. CARWILE:  Chair Urban?



         19                CHAIR URBAN:  Present.



         20                MS. CARWILE:  Madam Chair, we have four



         21     present and one absent board member.



         22                CHAIR URBAN:  Thank you, Ms. Carwile.



         23     The Board has established a quorum.



         24                Before we begin the substance of today's



         25     meeting, I'll take a moment to explain the format for
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          1     the informational session.  The objective of this



          2     format is to allow the Board and the public to learn



          3     about topics that are relevant to the Agency's work.



          4     This afternoon's informational session is an overview



          5     of the history, laws, and technology between opt-out



          6     preference signals.



          7                I want to emphasize that the views



          8     expressed by our guest speakers are their own.  They



          9     should not be taken as the views of the Agency or the



         10     Board.  And I will introduce each speaker with a



         11     brief biography before their presentation.  Speaker



         12     biographies and any slides are posted on our website



         13     and are also available here in San Francisco at the



         14     back of the room.



         15                We'll give approximately 20 minutes for



         16     each speaker and take about ten minutes for the Board



         17     to ask questions.  Once we've moved through all four



         18     speakers, I will also open it up for public comment.



         19     And just so you know, some of the east coast speakers



         20     may not be able to stay the whole time, so please be



         21     aware of that.  We will now proceed to the first



         22     informational session of the day.



         23                Our first presenter is Sebastian Zimmeck,



         24     who's an Associate Professor of Computer Science at



         25     Wesleyan University.  And he'll be speaking on the
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          1     background and development of the Global Privacy



          2     Control.  Dr. Zimmeck is an Associate Professor of



          3     Computer Science, in where he directs the privacy



          4     tech lab.  His research focuses on the intersection



          5     of information privacy, security, and law, leveraging



          6     AI and program analysis techniques to bridge the gap



          7     between system behavior and legal requirements.



          8                He's a cofounder of the Global Privacy



          9     Control of Web standard, and Dr. Zimmeck leads the



         10     technical alignment efforts, assuring that software



         11     systems are structurally compliant with applicable



         12     laws.  He holds a PhD and an MS in Computer Science



         13     from Columbia University and a JD and PhD in Law from



         14     the University of Kiel in Germany.  His perspective



         15     is informed by his background as a former attorney at



         16     Fresh Field and a Google research fellow at the



         17     Berkeley Center for Law and Technology.  Dr. Zimmeck



         18     advises government regulators and technology



         19     companies.



         20                Welcome, Dr. Zimmeck, and I will turn



         21     things over to you.



         22                DR. ZIMMECK:  Yeah.  Thank you so much



         23     for the invitation.  It's a pleasure to be here.  And



         24     I have prepared some slides, so I will share my



         25     screen.  And then I will talk for about 20 minutes,

�                                                                   9











          1     and then there should be a ten-minutes Q and A.  So



          2     let's get started.  Okay.



          3                So I'll be talking about the background



          4     and development of Global Privacy Control, what it



          5     is, how it works, how it has evolved.



          6                And, you know, to start out, okay, we



          7     have a problem with opting out.  And, you know, one



          8     of the things that actually helped us tackle this



          9     problem is the California Consumer Privacy Protection



         10     Act.  And, you know, here, you see some of, you know,



         11     the different banners that people, you know, saw over



         12     the last couple of years and are still seeing.  So



         13     here, you see, you know, as a user, I need to look at



         14     the GDPR, US state law, Switzerland.  I see here a



         15     privacy notice with 1,255 technology partners to



         16     share my data with.  And this is just too much.



         17                So we want to have a simpler way of



         18     exercising your right to opt-out under the CPPA.  And



         19     the Global Privacy Control is that simpler way.  It



         20     is the mechanism so that people can exercise their



         21     opt-out right under the CCPA.  Imagine it as a little



         22     robot that is, you know, automatically pushing the



         23     opt-out button when you visit a website.  So instead



         24     of clicking a link or clicking a banner, you just



         25     visit the website you have.  Before you do that, set
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          1     your browser to send a GPC signal, and then that



          2     happens automatically.  You can opt-out for all sites



          3     or just some.



          4                This is also not only for websites, but



          5     also for mobile ads, for IOT, basically for every



          6     system where the web is the underlying communication



          7     platform.  So the mobile ads that you see, that you



          8     use, also have ads, and those are also web based.



          9     And so people should also be able to opt-out on



         10     mobile ads.



         11                Now, maybe some of you will think, "Well,



         12     wait a minute.  Don't browsers have 'do not track'



         13     already?"  And so what I'm showing here is a



         14     screenshot of the latest Google Chrome.  And it's



         15     very small at the bottom, there is actually sent a



         16     "do not track" request.  And so we have this new



         17     signal that I just mentioned, Global Privacy Control.



         18     And then we have still this "do not track" setting.



         19                So what's the difference?  The difference



         20     is that "do not track" was based on an older law.



         21     It's called the California Online Privacy Protection



         22     Act.  And if you look here under number five, the



         23     third paragraph, it requires to disclose how the



         24     operator responds to web browsers' "do not track"



         25     signals.  I say it again.  It says, "disclose how the
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          1     operator responds."  So it actually does not say that



          2     you have to comply.  You just have to disclose what



          3     you do.  And that's a pretty dramatic difference to



          4     the CCPA that actually requires compliance.  And so



          5     that's the difference to "do not track."



          6                And so in 2020, with my collaborators, I



          7     started working on Global Privacy Control.  And



          8     that's also a standard at the World Wide Web



          9     Consortium.  Or more specifically, it is a draft



         10     standard.  It's not yet finalized, but, you know,



         11     we're on good -- we're making good progress there.



         12     And it is also supported by the National Science



         13     Foundation.  And coincidentally, I can say just



         14     yesterday, I received, you know, the official



         15     approval that the National Science Foundation will



         16     continue to support GPC until 2030.  So we have a new



         17     grant, and I'm happy to, you know, continue this



         18     work.



         19                And as you can see here, how did it all



         20     start out?  It started out with the attorney general



         21     tweeting that GPC is the mechanism that is required



         22     to be respected for the opt-out right under the CCPA.



         23     Some people at the time called it regulation by



         24     tweet.



         25                It is now more elaborate, this
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          1     regulation.  So we have now the official regulations



          2     here that you can find on the CPPA website.  And here



          3     in this section, for example, it talks specifically



          4     about the opt-out preference signals.  And the third



          5     paragraph here, as you can see, it says, "The



          6     business shall treat the opt-out preference signal as



          7     a valid request to opt-out of sale/sharing submitted



          8     pursuant to" this civil code section.



          9                And we have seen enforcement actions.



         10     Here, against Sephora for not respecting GPC signals.



         11     We also have seen actions from the CPPA here just



         12     earlier this year against youth sports media company,



         13     PlayOn Sports, that did not respect GPC signals.  And



         14     so this is very good.  Without enforcement, you know,



         15     it wouldn't work so well.  And the regulatory



         16     authorities in California are really at the forefront



         17     of enforcing this.



         18                They often work together with two other



         19     states, my home state, Connecticut, and also



         20     Colorado.  And we have actually also recently seen



         21     many more states joining these investigative sweeps.



         22     So I think we will see much more in the next month



         23     and years.  There is the California Consumer Privacy



         24     Act, the Colorado Privacy Act, the Connecticut Data



         25     Privacy Act, New Jersey Privacy Act, and the Oregon
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          1     Consumer Privacy Act for which it is explicit that



          2     GPC is required.  There may be more laws where it is



          3     required, but these, definitely GPC applies.



          4                And there are different approaches that



          5     the states take.  So in California, we have a



          6     statute.  We have the CCPA, and then we have



          7     regulations that spell out in more detail how to



          8     respect privacy preference signals.



          9                In Colorado, we also have a statute and



         10     regulations.  And then we have a Universal Opt-Out



         11     List.  So that is sort of -- you know, you can apply.



         12     You have a signal.  And then if it satisfies the



         13     requirements of the regulations, you know, it will be



         14     on this opt-out list and will also be required.  And



         15     GPC is, at the moment, the only signal.  But I



         16     remember when the opt-out list came out, we actually



         17     submitted also the app, you know, tracking framework



         18     of Apple.  We took the liberty to do it on behalf of



         19     Apple, but it was not recognized at the time.



         20                And then we have a Connecticut with --



         21     which has a statute and then informal guidance how to



         22     respect GPC.  So for example, on websites of the



         23     state, frequently asked questions, and so on and so



         24     forth.  So there are these different ways of how, you



         25     know, states conveyed this information and how they
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          1     approached this.



          2                Now, I'm talking about states here.  One



          3     important thing to note is that, you know, these are



          4     state laws.  We have local laws.  We don't have a



          5     federal law, and we also don't have an international



          6     law.  And so, what does the GPC signal mean in the



          7     different, you know, geographies?  And you know, the



          8     answer is it means what the specific regulator says



          9     it means.  So we have just one setting.  It will be



         10     required in all browsers starting next year,



         11     according to a California law, an amendment of the



         12     CCPA.  And this setting is the same everywhere unless



         13     browser makes a specific California browser,



         14     Connecticut browser, and so on and so forth, which I



         15     -- but then the meaning of that signal will be



         16     different depending on where people live, where are



         17     the people, you know, using that browser, which law



         18     applies to them.  And so while we don't expect it to



         19     be dramatically different in the different states in



         20     the US, it can be, you know, slightly different.  It



         21     can have slightly different nuances.



         22                I'm also working with regulators in the



         23     EU.  With the EU commission, for example, to bring



         24     GPC to the EU.  And so there, we need to do the same



         25     mapping that I just said here.  And so under EU law,
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          1     it could mean, for example, withdrawing consent for



          2     behavioral advertising, plus objecting to processing



          3     if the legal basis for the processing is legitimate



          4     interest.  There is a new effort in the EU, it's



          5     called the digital omnibus, to make the EU more --



          6     you know, modernize it.  And so there is an article



          7     that changes the GDPR that also has privacy



          8     preference signals, but it's not clear whether it



          9     will become law or not.  And for the EU, this is also



         10     about solving the cookie banner problem.



         11                Now, let's talk about that for a moment.



         12     Cookie banners and privacy preference signals.



         13     What's the difference?  Are they the same?  You know,



         14     what's their connection?  And when I talk here about



         15     cookies, I don't only mean technically HTTP cookies,



         16     but I mean all the tracking mechanisms that are being



         17     used, you know, for advertising.  And so, you know,



         18     if you look at a different, you know, website, for



         19     example, what you see is here.  For example, oh, your



         20     browser's Global Privacy Control is enabled.



         21     Nonessential cookies have been automatically



         22     disabled.  So this is, you know, something that I



         23     have seen websites doing.  And I don't have a



         24     systematic study on that, but the point here is that



         25     when you enable your GPC signal, then websites often
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          1     will at least disable targeting cookies for



          2     advertising, or as in this case here, disable all



          3     non-necessary cookies.  And so that's the connection



          4     between, you know, the privacy preference signals and



          5     the cookies that -- you know, there is this overlap



          6     of cookies that are used for advertising that could



          7     also be a sale or sharing of personal information



          8     under the CCPA.  And so at a minimum, that would need



          9     to be turned off.  And so in that sense, it might



         10     also reduce cookie banners.



         11                We have some measurements.  We do



         12     measurements ourselves.  I'm citing here also



         13     something from a colleague.  Enabling GPC initially



         14     reduces the number of intractable cookies by 30% on



         15     average, with a further 32% reduction possible on



         16     subsequent visits by rejecting the banners.



         17                We have adoption and various browsers and



         18     browser extensions.  So if you use the Brave,



         19     Firefox, or DuckDuckGo browser, for example, there is



         20     already in the setting of the browser a Global



         21     Privacy Control setting.  Also, if you use a



         22     different browser, you can use a browser extension to



         23     get that GPC setting.  Or starting next year,



         24     according to the California up -- meat act, all



         25     browsers are required to have a setting for GPC.  And
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          1     we have seen in beta versions of, for example, the



          2     Apple Safari browser that there is already a GPC



          3     setting in there.



          4                Then for the website, they often use what



          5     is called consent management platforms to receive



          6     that signal.  So we're also working with, you know,



          7     most of these -- I think probably all of them,



          8     actually.  I mean, the major ones at least.  And then



          9     there are the sites that, you know, respect the



         10     signals.  Here just showing you some -- at least



         11     385,000 sites at the moment respect GPC.  But that's



         12     lower bound.  It is likely more.  These are only the



         13     ones that advertise it, you know, that they do it.



         14                We work with privacy and consumer



         15     organizations.  So consumer reports, for example, is



         16     a major contributor here to Global Privacy Control



         17     and then also with regulators.  So with yourself here



         18     in California, but also with Colorado and



         19     Connecticut, for example.  Here, you just see some



         20     sites.  You can go to this website that I'm showing



         21     here, and, you know, that's what I was referring to.



         22     You know, these are the sites that positively



         23     indicate that they respect GPC.  And, you know, just



         24     to say a little bit about the technicalities here.



         25     So if you go, for example, to the Washington Post and
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          1     you go to this URL, .well-known/GPC.json, then there



          2     is a file that says, we respect GPC.  This is



          3     according to the specification that I mentioned



          4     earlier.  And, you know, here is the specification.



          5     We're working on that.  And the idea is that we want



          6     to build privacy into the structure of the web.  So



          7     this should not be tagged on as, you know -- and, you



          8     know, optional possibility, but rather, it should be



          9     inherent in the web.  And that's the reason why we do



         10     this specification effort at the W3C.



         11                GPC works in two ways.  As I said, you



         12     know, I imagine this little robot that is sending the



         13     signal, and that is technically an HTTP header.  So



         14     every time you send the request to see, for example,



         15     the New York Times website, you transmit also this



         16     GPC signal.  The recipient does not need to keep



         17     track of this because with every request that you



         18     make, you receive the same signal again.  And once



         19     you have done that, then there is something called



         20     the DOM property, which essentially, you can imagine



         21     as a storage in your browser that keeps track on --



         22     okay, this browser is opted out.  This browser has



         23     turned on GPC.  And that can also be requested by



         24     advertisers.



         25                As a side note, many advertising networks
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          1     that are integrated on site prefer to get a GPC



          2     signal via the DOM property because it is a little



          3     bit quicker.  They want to know as soon as possible,



          4     can I tailor the advertising here to this user, or do



          5     I show a generic or contextual ad.



          6                A very small background.  Again, GPC



          7     integrates into the current ad ecosystem, which, you



          8     know, isn't perfect.  I would say, you know, it could



          9     be substantially improved.  But, you know, the idea



         10     is the following:  The GPC signal will be sent to all



         11     first party websites, for example, you know, a



         12     publisher like the New York Times or, you know,



         13     Netflix, or something like that.  And those have, for



         14     ad purposes, integrated ad networks, sometimes also



         15     data brokers or social networks.  And then the GPC



         16     signal will be transformed into, for example, the



         17     IABUS privacy stream or the Google restricted data



         18     processing.  And that is, you know, what these third



         19     parties are looking for.  And then they opt-out the



         20     user.  There's no reason why, you know, these third



         21     parties could also, you know, not listen to the GPC



         22     signal directly because they receive that as well.



         23     But, you know, this is one of the shortcomings of the



         24     current ad ecosystem, that, you know, we have to kind



         25     of translate the GPC signal into these privacy flags.
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          1     And that's the job of the first party websites.



          2                What we see in general is that there is



          3     an increasing compliance over time.  So what this



          4     graph is intended to show is that for California, the



          5     number of noncompliance site is slightly decreasing



          6     over time.  That is, you know, what we're observing.



          7     And that is also, you know, what we continue to



          8     measure over the next couple of years.  And I think



          9     that's interesting for two purposes.  First, to see



         10     where enforcement efforts are necessary, and



         11     secondly, if enforcement efforts are effective.  So



         12     if we measure that over time, we can answer these two



         13     questions.



         14                Small note on what we will also do is we



         15     also measure what I call here statistical ads.  And



         16     so that means, for example, instead of these privacy



         17     flag propagation, we also check, for example -- okay,



         18     we go to a realtime website and then, you know, put



         19     the shirt here in the checkout cart.  And then we go



         20     to a different news website and see, okay, are we



         21     getting an ad for that same shirt?  And if that's the



         22     case, then, you know, that's the sign that we were



         23     not opted out despite sending the GPC signal.



         24                A few points on the future.  What will



         25     GPC mean in the Agentic Web?  So when you use ChatGPT
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          1     or Google, Gemini, or some other artificial



          2     intelligence, how do you opt-out there?  That's the



          3     question we will address in the next couple of years.



          4     Ideally, we want to minimize data from the beginning.



          5     So the signal propagation, oh somebody has opted out.



          6     Now, I cannot use their data, but still sending the



          7     signal is not good.  But that's the current setup of



          8     the ecosystem at the moment.  But we really want this



          9     data shouldn't be shared in the first place.  So



         10     that's -- I think what we can also make actually



         11     happening in the Agentic Web.



         12                The final word, keep it simple.  So keep



         13     it simple for people to exercise their right, but



         14     also keep it simple for implementers.  I talk a lot



         15     with, you know, website owners, and it is often that



         16     they want to be compliant.  And when you contact



         17     them, they say, "Well, you know, thank you.  We



         18     actually, you know, didn't know how to do it."  And



         19     -- but, you know, with GPC, we can actually, you



         20     know, keep it simple.  It is, you know, as one of my



         21     collaborators say, just one line of code that you



         22     need to implement.  And so I think a big part of it



         23     is keeping it simple for everyone involved.



         24                Okay.  That's all I have.  If there are



         25     any questions, I'm happy to answer those.
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          1                CHAIR URBAN:  Thank you much -- thank you



          2     very much, Dr. Zimmeck.



          3                Are there questions from the Board for



          4     Dr. Zimmeck?  Okay.  I have Board Member Ozer and



          5     then Board Member Liebert.  Yes.  All right.



          6                Please go ahead, Board Member Ozer.



          7                MS. OZER:  Dr. Zimmeck, I just wondered,



          8     what are some of sort of the big picture questions



          9     you may be thinking about in terms of GPC in the



         10     Agentic Web.



         11                CHAIR URBAN:  I'll just double down and



         12     say that was my question as well.  And I'm also



         13     interested in any sort of general technical



         14     background you can give us to say how you're thinking



         15     about that problem.



         16                DR. ZIMMECK:  Yeah.  I would like to say



         17     I'm an optimist, and that the opportunity that we



         18     have in this new web is actually one where we can



         19     improve privacy.  And the reason I think that is



         20     because if people move more and more to interacting



         21     with their ChatGPT, with their Google Gemini, with,



         22     you know, their other AI agent, then this AI agent



         23     actually can be a privacy proxy for the people



         24     browsing the web.  And this agent can actually be



         25     smart about not disclosing data when it's not
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          1     necessary.  And so my hope is to develop GPC not only



          2     into just a signal, but actually into a mechanism for



          3     data minimization.



          4                Because currently, how the ad ecosystem



          5     is set up -- and that's, you know, that's because it



          6     has developed organically -- is that when you



          7     opt-out, you are still sending your data to third



          8     parties.  In many cases, it's just -- it comes with



          9     an op out, you know, with a privacy preference signal



         10     telling the third party to not use that data, to



         11     delete it when it is incoming.  And so in this new



         12     world in the Agentic Web where people, you know,



         13     browse the web through their agent, we actually have



         14     the opportunity now that the agent says, "Well, I



         15     don't actually need to disclose, you know, your email



         16     address or even your cookie identifier.  I can omit



         17     that."



         18                And on the technical way, how to make



         19     that happen, the current idea that we are at the



         20     moment following is that there are Agentic protocols.



         21     So just like there is -- you know, I told you about



         22     the GPC specification on the web, there is a protocol



         23     for agents -- for AI agents.  One is, for example,



         24     called the model context protocol.  And if we can



         25     build the data minimization mechanism into this model

�                                                                   24











          1     context protocol, for example, I think that would be,



          2     you know, a good outcome for the people using the



          3     agents.



          4                CHAIR URBAN:  Thank you.  Did that answer



          5     your question, Board Member Ozer?  All right.



          6     Wonderful.



          7                Board Member Liebert, please go ahead.



          8                MR. LIEBERT:  Thank you so much.  Great



          9     presentation, Dr. Zimmeck.  I really appreciate it



         10     and absolutely love your optimism.  We don't often



         11     get to hear that in the privacy context, to say the



         12     least.  So please keep coming back and getting on the



         13     phone and doing everything to keep us optimistic.  It



         14     seems to me that the AI agent revolution is also



         15     going to completely revolutionize the whole ad



         16     marketing system; right?  And as part of your



         17     optimism, is that based on -- ultimately, it appears



         18     that it's going to be these huge AI agent companies



         19     that need to be regulated on the use of our private



         20     information.  And does that lowering -- constricting



         21     of that actually lead to a potentially easier way to



         22     determine whether or not our private information is



         23     being protected?



         24                DR. ZIMMECK:  Yeah.  That's a good point.



         25     So let me preface that by saying that I think we will
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          1     have also ads in the future.  So I think, you know,



          2     we already see that.  So I saw from ChatGPT, from



          3     open AI, as well as from Microsoft Co-pilot, that



          4     they have decided they will have ads.  And I'm not



          5     principally against that.  I think there is space for



          6     ads because, yeah, this has to be financed, you know.



          7     And -- but it has to be done in a privacy preserving



          8     way.



          9                And I think I -- what you're saying,



         10     that's something I think too, that, you know, if



         11     there is somehow more, let's say, concentration that



         12     users browsed through these AI agents, then I think



         13     that could be potentially easier to regulate, indeed.



         14     Because then, yeah, at the moment, you know, it is



         15     very nontransparent.  You know, if you go to website,



         16     as I showed you, there were -- I forgot, 1,255 --



         17     what was it called -- partners or something on there;



         18     right?  And so that is very, you know, hard to grasp



         19     environment.  But I think it might be more



         20     streamlined if we go through this new agentic world.



         21     And so I think that that is probably true.  But I



         22     would also say in addition, it is also true that



         23     there is an opportunity to be actually systematic



         24     about it.



         25                So the, the current ad ecosystem has sort
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          1     of evolved very, let's say, positively, naturally.



          2     But now we actually have the opportunity to regulate



          3     it positively how that should work in the Agentic



          4     Web.  And I think that's another big opportunity.



          5     Yeah, absolutely.



          6                CHAIR URBAN:  Thank you, Dr. Zimmeck.



          7     This is Jennifer Urban.  Again, I was hoping to



          8     follow up on Board Member Liebert's question by



          9     harking back to the observation you made about signal



         10     propagation versus data flows, which we've been



         11     talking about in terms of the Agentic Web.  I would



         12     like to hear your thoughts about the top two or three



         13     things that you think we would need to do in order to



         14     have consumers be able to express their preference in



         15     this seamless way across different kinds of devices



         16     and networks.  What are we missing?



         17                So in California, as you said, we have



         18     the new law that is requiring an opt-out preference



         19     signal to be in browsers.  And so that is obviously



         20     really important.  Are there any sort of, I guess I



         21     would call them information paths, that go missing



         22     that you haven't mentioned already in response to



         23     Board Member Liebert's observation about the ad tech



         24     system?



         25                DR. ZIMMECK:  Yeah.  I think one of the

�                                                                   27











          1     points, if I'm correctly informed, it's the way that



          2     in California, if, for example, someone is logged in



          3     with their account, you know, then the opt-out



          4     applies to also the mobile app, if they're logged in



          5     on the website, for example; right?  So I think if



          6     that is known, then I think that would be good, you



          7     know, to apply to, you know, these different, you



          8     know, contexts.  And I mean, if that's not the case,



          9     then I do think -- and I mean, there was the earlier



         10     effort on amending the CCPA with the mobile opt-out



         11     setting; right?  And so at the moment, what we have



         12     is -- we have the -- you know, if you use an Android



         13     or an Apple phone, for example, you have a way to



         14     disable the advertising ID.  And so that is basically



         15     this idea that you -- as a developer of an app, you



         16     agree with Google or Apple that you say, I -- when



         17     somebody on their phone makes this ad ID setting, I



         18     will not track them.



         19                But that does not have the force under



         20     the law.  This is just a purely, you know,



         21     contractual obligation that an app developer has



         22     towards the companies.  And so what we suggest is



         23     that actually, this setting -- you know, this ad ID



         24     setting should be actually relevant under the law.



         25     You are actually declaring you opt-out under the law
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          1     when you make that setting.  Because at the moment,



          2     you have these two parallel tracks.  You have the ad



          3     ID opt-out, which has no meaning under the law.  And



          4     then you have the, you know, opting out under the



          5     CCPA, for example, which is a separate interface



          6     inside the app, which, by the way, half of all apps



          7     do not have.  And so, so I think my view, an urgent



          8     problem is the opting out on mobile apps.  I think



          9     that is currently happening insufficiently.  And



         10     also, the situation is confusing for users because



         11     you have these two up out systems that don't align



         12     with each other.



         13                CHAIR URBAN:  Thank you.  That's very



         14     helpful.  Thank you very much.



         15                Are there additional questions from board



         16     members?  If not, well, thank you again, Dr. Zimmeck,



         17     for that really enlightening presentation.  It was



         18     very helpful.  I invite you to stay and listen.  But



         19     if you can't, we understand.  And any public



         20     comments, we will have recorded in transcripts and in



         21     video in case that is of interest.  So thank you



         22     again very much.  And we appreciate it.



         23                DR. ZIMMECK:  Yeah.  Thank you.  Also, I



         24     want to say thank you to you.  You know, it's such a



         25     great thing that you do your work.  And I'm always
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          1     happy to see the news, you know, coming out of



          2     California.  So thank you.



          3                CHAIR URBAN:  Well, we have a lot of



          4     brilliant and extremely hard working people in the



          5     CPPA who absolutely deserve that.  Thanks.  And I'm



          6     sure they appreciate it.  So thank you.



          7                With that, we will move to our next



          8     presenter, Mr. Daniel Goldberg.  He is attorney and



          9     chair of the data strategy, privacy and security



         10     group at Frankfurt Kurnit Klein and Selz.



         11     Mr. Goldberg advises companies on compliance with the



         12     CCPA and other state privacy laws, with a focus on



         13     advertising technology, online tracking, opt-out



         14     rights, and data governance.  He also represents



         15     clients in privacy regulatory investigations and



         16     enforcement matters.  In 2025, the California Lawyers



         17     Association named him California Privacy Lawyer of



         18     the Year.  Congratulations, it's a big honor.



         19     Mr. Goldberg's presentation today will provide a



         20     practitioner's perspective on opt-out preference



         21     signals under the CCPA and explain the role of



         22     pseudonymous profiles in the advertising technology



         23     system and practical compliance considerations that



         24     businesses face.



         25                So, welcome Mr. Goldberg, and please do
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          1     begin when you're ready.  Do you have slides?



          2                MR. GOLDBERG:  I do not have any slides.



          3                CHAIR URBAN:  Oh, that's --



          4                MR. GOLDBERG:  Just going to be speaking



          5     to the Board.



          6                CHAIR URBAN:  Okay.  That's absolutely



          7     fine.  I just wanted to be sure you had everything



          8     you needed.



          9                MR. GOLDBERG:  I have everything here.



         10     You can hear me fine?



         11                CHAIR URBAN:  Yes.



         12                MR. GOLDBERG:  Okay.



         13                CHAIR URBAN:  Go ahead.



         14                MR. GOLDBERG:  Excellent.  Good afternoon



         15     Chair Urban and members of the Board.  Thank you for



         16     inviting me here to participate today.  I chair the



         17     data strategy, privacy, and security group at



         18     Frankfurt Kurnit Klein and Selz.  I advise businesses



         19     on CCPA compliance, including the implementation of



         20     opt-out preference signals, and I do a significant



         21     amount of work in advertising technology.



         22                I am here to offer a practitioner's



         23     perspective on opt-out preference signals,



         24     specifically the role of pseudonymous profiles in the



         25     advertising ecosystem and the practical compliance
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          1     considerations that businesses face when honoring



          2     these signals.  And I'm speaking today in my



          3     individual capacity, based on my own experience



          4     advising clients as a lawyer, and not on behalf of



          5     the firm or on behalf of any specific client.  I have



          6     to put that out there.



          7                So let me start by looking at the CCPA



          8     rule itself that we're talking about.  When a



          9     business receives an opt-out preference signal, the



         10     regulation requires the business to treat that signal



         11     as an opt-out at three levels.  The first level, the



         12     business, must apply the opt-out to the specific



         13     browser or device.  The second level, the business



         14     must apply the opt-out to any consumer profile



         15     associated with that browser or device, including a



         16     pseudonymous profile.  And third, the business must



         17     apply the opt-out where the consumer is known to the



         18     business.



         19                So for this last example, the



         20     known-to-the-business, the attorney general's



         21     settlement earlier this year illustrates this known



         22     consumer case.  And Stacy's going to be talking --



         23     I'm sure -- about this a little bit later.  In that



         24     case, the attorney general alleged that Disney



         25     offered a single account through which consumers
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          1     could access Disney+, Hulu, and ESPN+ on televisions,



          2     phones, tablets, and computers.  According to the



          3     complaint, Disney used data associated with those



          4     accounts for advertising across its services, but it



          5     did not fully apply consumer opt-outs across the



          6     devices and services connected to those accounts.



          7                The complaint explained how the attorney



          8     general applied the regulation to those facts.  And



          9     to quote the complaint, "If a business can associate



         10     a consumer's devices with the consumer for



         11     advertising purposes, it can and it must use those



         12     devices with the consumer for purposes of honoring



         13     the consumer's opt-out rights."  Put another way, if



         14     a business relies on an association to obtain the



         15     benefits of advertising across devices, it must also



         16     account for that association when applying the



         17     consumer's opt-out.  So Disney is a relatively



         18     straightforward application of that rule.  Through



         19     the consumer's account, Disney already had a way to



         20     connect consumer activity across devices and



         21     services.  But the harder question arises when there



         22     is no known consumer and no account connecting that



         23     activity.  In that situation, the regulation still



         24     requires the business to apply the signal to any



         25     associated consumer profile, including a pseudonymous
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          1     profile, which I'm now going to talk about.



          2                And to understand why the Disney



          3     principle becomes harder to apply in that setting, it



          4     helps to understand and look at how advertising



          5     systems work.  At a high level, the advertising



          6     ecosystem connects publishers that have ad space with



          7     advertisers that want to reach relevant audiences.



          8     Various ad tech companies may select the



          9     advertisement, deliver it, provide audience



         10     information, or measure the results.



         11                Much of online advertising does not



         12     depend on knowing a consumer's name.  Instead,



         13     advertising systems recognize a browser or device



         14     through what the CCPA calls a unique identifier,



         15     which includes identifiers such as cookie IDs, mobile



         16     ad IDs, IP addresses, and other device identifiers.



         17     For example, an advertising company may assign a



         18     browser an identifier such as ABC123.  That



         19     identifier allows the company to recognize the



         20     browser, but not on its own identify the specific



         21     consumer using it.  It therefore functions as what I



         22     would call a pseudonymous identifier.  Over time, the



         23     company may record activity under that identifier.



         24     For example, when a browser visits a web page,



         25     receives an advertisement, or completes a purchase,
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          1     the company may store that event in its systems using



          2     the identifier.  This allows the company to collect



          3     information such as browsing activity, inferred



          4     interest, ads shown, audience segments, or purchase



          5     activity, to the same identifier.



          6                Now, advertising systems may connect



          7     identifiers and activity in more than one way.  Some



          8     connections are direct, where one identifier is



          9     directly mapped to another identifier.  Other



         10     connections are inferred from patterns or signals



         11     with varying degrees of confidence.  And each company



         12     often uses its own proprietary identifier.  So a



         13     publisher's web page may include advertising



         14     technologies from several companies, each of which



         15     places its own cookie and assigns its own browser and



         16     identifier, which is proprietary.  So cookie syncing



         17     is a method, it's a direct method, of linking these



         18     different identifiers, and is a useful one for us to



         19     walk through right now.



         20                In cookie syncing, two companies assign a



         21     unique identifier to the same browser.  For example,



         22     company A may assign the browser the identifier



         23     ABC123, while company B independently assigns that



         24     same browser XYZ987.  Because each company cannot



         25     directly read the identifiers stored in the other
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          1     company's cookie, neither initially knows that the



          2     two identifiers relate to the same browser.  When the



          3     browser loads a page involving both companies'



          4     technologies, one company may direct the browser to



          5     send a request to the other that includes the



          6     identifier, so the receiving company can then match



          7     the identifier to its own and store the relationship.



          8     So ABC123 maps to XYZ987 for that browser.  That



          9     mapping allows companies to recognize that their



         10     different identifiers refer to the same browser and



         11     use the information connected to those identifiers



         12     for advertising activities.  So this brings us right



         13     to the practical compliance considerations businesses



         14     face when getting opt-out preference signals and



         15     looking at the regs.



         16                So when you look at the regs, the regs



         17     talk about pseudonymous profiles, but they don't



         18     define it and they don't explain what it means for a



         19     profile to be associated with a device or a browser.



         20     When counseling clients, I think of a pseudonymous



         21     profile as a pseudonymous identifier together with



         22     the information collected with it.  So the identifier



         23     functions as the key through which the business



         24     recognizes and retrieves the information under the



         25     profile.  The harder question is, what makes that
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          1     profile associated with the browser or device that



          2     sends the signal?



          3                In the cookie sync example, the



          4     connection is direct.  One identifier is directly



          5     mapped to another identifier used for that same



          6     browser.  However, not every association is based on



          7     a direct identifier match.  The CCPA recognizes the



          8     concept of an inferred association through its



          9     definition of a probabilistic identifier, which is an



         10     identifier that identifies a consumer or device to a



         11     degree of certainty that is more probable than not.



         12     That definition does not necessarily determine what



         13     "associated with" means, but it does suggest that an



         14     inferred association requires more than a possible or



         15     speculative connection.  For businesses, the



         16     practical difficulty is determining when an inferred



         17     connection is sufficiently reliable to be treated as



         18     an association for purposes of applying the signal.



         19                Now, this reliability of an association



         20     can change over time, including an association



         21     originally established through a direct match.



         22     Cookies expire or may be deleted.  IP addresses can



         23     change or be reassigned.  Mobile ad IDs may be reset



         24     or become unavailable, and patterns of activity may



         25     become stale.  As those underlying identifiers and
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          1     signals change, an association that was once reliable



          2     may no longer reflect the same consumer or device.



          3     In that context, businesses therefore have to



          4     translate the regulation's language into practical



          5     questions.  What profile does the business actually



          6     maintain?  What connects that profile to the browser



          7     or device sending the signal?  How reliable and



          8     current is the association?  And does the business



          9     actually use or rely on that association for



         10     advertising purposes?



         11                Now once a business has identified the



         12     relevant profile and association, it still faces the



         13     difficult task of actually operationalizing the



         14     opt-out across its systems.  The first challenge is



         15     detecting the signal and translating it into an



         16     actionable preference within the business's systems.



         17     Most businesses rely on a consent management



         18     platform, or CMP, or another outside vendor to



         19     perform that function.  Now, these products can be



         20     expensive and their capabilities vary considerably.



         21     Many consent management platforms were originally



         22     designed to address the opt-out at the browser or



         23     device level only, for example, by detecting the



         24     signal on a particular website and preventing



         25     selected advertising technologies from operating
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          1     there.  But that does not necessarily mean that the



          2     platform can apply the opt-out to every consumer



          3     profile associated with that browser or device, or to



          4     a known consumer.  And although these products are



          5     often marketed as tools for CCPA compliance, broader



          6     functionality may require a higher-priced tier, an



          7     additional module, custom configuration, separate



          8     engineering work, or another vendor altogether.  Even



          9     then, the platform may only pass the preference to



         10     systems that have specifically been integrated with



         11     it.  And even when the preference is successfully



         12     captured, the business still has to route it to the



         13     relevant profile and data uses that exist.



         14                That can be difficult because businesses



         15     often operate through fragmented technology



         16     environments.  They may use different advertising



         17     platforms, separate accounts and audience systems,



         18     legacy databases, systems inherited through



         19     acquisitions, or different technologies across brands



         20     and business units.  Some of those systems may



         21     communicate through a shared database or vendor, and



         22     others may use different identifiers or not



         23     communicate at all.  So, as you can see, there's a



         24     lot going on here, and that requires the business to



         25     ask practical questions about its systems and work
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          1     through the operations.  Does one system recognize



          2     the identifier used by another?  Is there an account,



          3     shared database, common vendor, or other existing



          4     relationship that connects them?  Or would the



          5     business actually have to go and create a new



          6     identity resolution process solely to establish this



          7     connection?  Those questions point to an important



          8     distinction between honoring an association the



          9     business already maintains and requiring the business



         10     to create an association that does not otherwise



         11     exist in its systems.



         12                So consistent with both the regs and the



         13     Disney case, the obligation should really extend to



         14     connections that the business actually uses and



         15     relies on.  So if it uses a connection for



         16     advertising, it must account for that same connection



         17     when applying the opt-out.  But if it does not



         18     maintain or rely on that connection, it should not



         19     have to create a new identity resolution process



         20     solely to expand the signal's reach.



         21                So, one way the Board can provide



         22     practical guidance on honoring opt-out preference



         23     signals for pseudonymous profiles would be through an



         24     example, such as a cookie sync example.  Returning to



         25     our earlier example, let's assume business W uses the
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          1     unique identifier ABC123 for a browser, and business



          2     X uses the identifier XYZ987 for that same browser.



          3     Business W's website facilitates a cookie sync in



          4     which ABC123 is transmitted to business X. Business X



          5     then directly maps ABC123 to XYZ987.  That mapping



          6     creates a direct association between the browser



          7     identified by ABC123 and the pseudonymous profile



          8     consisting of XYZ987 and the information connected to



          9     it.  A consumer visits W's website, now using a



         10     browser that has an opt-out preference signal



         11     enabled.  If business W receives the signal before



         12     the cookie sync occurs and can prevent the



         13     transmission, it should not initiate the sync with



         14     business X. If the cookie sync has already occurred,



         15     business W would need to stop further transmission of



         16     ABC123 to business X or communicate the preference to



         17     business X.



         18                An example could also address how the



         19     reliability of an association may change over time.



         20     As I mentioned, a cookie may expire or be deleted, an



         21     IP address may be reassigned, a device may change



         22     hands, or a probabilistic link may become stale.  The



         23     historical association may remain stored, but it may



         24     no longer reliably connect the browser or device to



         25     the same pseudonymous profile.  Additional guidance
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          1     would be helpful on how the opt-out applies when the



          2     association is no longer sufficiently reliable or



          3     current.  This would give businesses practical



          4     guidance without requiring the regs to adopt a



          5     comprehensive definition of pseudonymous profile or



          6     "associated with."



          7                So in closing, my hope was to give the



          8     Board a practical overview of how businesses think



          9     about operationalizing opt-out preference signals and



         10     the complexities with it.  And I really do think that



         11     Disney provides a useful guiding principle.  If a



         12     business relies on an association for advertising, it



         13     must also account for that association when applying



         14     the opt-out.  At the same time, as this discussion of



         15     pseudonymous profiles shows, translating that



         16     principle into practice is difficult.  A concrete



         17     cookie example could help illustrate how the rule



         18     applies when a browser is directly associated with a



         19     pseudonymous profile.  And additional guidance would



         20     also be helpful on how the opt-out applies where an



         21     association is no longer sufficiently reliable or



         22     current, and on the distinction between honoring an



         23     existing connection and requiring the business to



         24     create a new identity resolution process.



         25                So, thank you very much.  I know I've
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          1     said a lot, and I'm happy and welcome to answer any



          2     questions the Board may have.



          3                CHAIR URBAN:  Thank you very much,



          4     Mr. Goldberg.



          5                Questions from the Board?



          6                Go ahead please, Board Member Liebert.



          7                MR. LIEBERT:  Wonderful presentation,



          8     Daniel.  I want to go a little bit higher than the



          9     weeds that you've been in about pseudonymous -- if I



         10     can pronounce it -- profiles in about 30,000 feet, as



         11     you're one of the State's honored privacy lawyers.



         12     Have you become a luddite now that you know so much



         13     about what's happening in -- with our personal



         14     information in these ads?  You don't have to answer



         15     that.



         16                Okay.  Here's my question.  The ad tech



         17     world has obviously been brilliant in finding ways to



         18     discover who we are for purposes so -- of selling



         19     things to us.  I'm wondering what you tell your



         20     friends and family as to whether it's actually



         21     possible now given that there are dossiers on all of



         22     us as to who we are.  I mean, years have gone by,



         23     right, where all of this information has been scooped



         24     up.  Is it too late, or do you feel like there are



         25     things that we can still do and that we're all trying
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          1     here in this Agency so strongly to really start



          2     shutting off that spigot in a way that will protect



          3     California's consumers?



          4                MR. GOLDBERG:  So one interesting things



          5     about the advertising ecosystem and especially on the



          6     legal side -- I'll speak on that -- is I find that



          7     especially the lawyers who think about this in the



          8     advertising ecosystem are really sophisticated and



          9     dig into these issues.  And I'm part of several trade



         10     organizations, and they're really wonderful about



         11     thinking about these issues.  I do not think it is



         12     too late to be thinking about this at all.  I also



         13     think tremendous strides have been taken with respect



         14     to things.  I mean, a good example is what's going on



         15     with the Delete Act, right, and data broker



         16     obligations as well, which has an impact on all this



         17     stuff that's going on.  So no.  And that's why I'm



         18     saying that I think thoughtful interpretation of what



         19     the regs requires is really important where it's not



         20     like a one size fits all rule.  It's really looking



         21     into the specific facts of what's going on.



         22                CHAIR URBAN:  Thank you.



         23                Board Member Hamer, please?



         24                MS. HAMER:  Yeah.  So I think I was



         25     following everything you said without slides.
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          1                MR. GOLDBERG:  I know it's a lot.  Yeah.



          2                MS. HAMER:  Yeah.  No.  I'm just curious



          3     how what you're describing is different or more



          4     complicated than the data governance and data



          5     cleansing and data management issues that all



          6     businesses who are subject to CCPA have to go



          7     through, for example, when they get a deletion



          8     request.  Because you've got last name first, first



          9     name last, some dots.  So you've got the same kind of



         10     issue, and everybody seems to be able to do it.  So



         11     help me understand.



         12                MR. GOLDBERG:  So -- and this kind of



         13     goes back to the known consumer point that I was



         14     saying.  That if you have an account on a known



         15     consumer and you receive a deletion request, right --



         16     so it's Jill Hamer, first name, last name, or email



         17     address, it's not that difficult to go into your



         18     system potentially and purge that.  And I think



         19     that's really like the intent of everything we're



         20     looking at.  When you're looking at these identifiers



         21     and these pseudonymous profiles, they're not always



         22     directly connected to that level.  And as I was



         23     mentioning, they have different levels of, you know,



         24     how connected they are with the levels of



         25     association.  And so it becomes a very technical
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          1     process.  And in my experience, the companies I've



          2     worked with really do try to comply with this.  They



          3     work very diligently to delete data or to opt-out



          4     from their systems.  But not all systems talk to each



          5     other.  You're working with a lot of different



          6     vendors, for example, and you may have two different



          7     identifiers that are completely unrelated.  And so



          8     that's kind of the question is, how do you think



          9     about that, operationalizing it when it's not a known



         10     consumer?  And that -- right?  Like, when it's not



         11     directly connected to this individual.  And the law



         12     says there are still responsibilities around that



         13     data set.



         14                CHAIR URBAN:  I'd like to follow this up



         15     by pressing you a little bit.  I'm quite sympathetic



         16     to the messiness of the situation for businesses, and



         17     I certainly hear what you're saying about the



         18     probabilistic connection and that there is a point



         19     where the probabilities become pretty loose.  I



         20     understand the practicality, and it makes sense to me



         21     that it -- and I will say at a minimum, if the



         22     business understands or relies on that, that is an



         23     identifier that counts.  What I need help with is



         24     what is your line for when it doesn't count.  And if



         25     you have an example, that would be great.  And it's
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          1     similar to Board Member Hamer's question.



          2     Businesses, you know -- well, so that's one question.



          3                And then relatedly, I'd like to



          4     understand why this is more difficult for businesses



          5     than the current situation where, for example, if I



          6     trash all my cookies and I trash all my trackers, I



          7     know I have to start over.  As a consumer, I know



          8     that the browser is going to go to the site.  The



          9     site's not going to know who I am anymore, and I'm



         10     going to have to start over.  And so that seems to be



         11     built into the ecosystem, that kind of understanding,



         12     at least at that level.  I recognize once you have



         13     these many, many transactions between many, many



         14     parties, it gets exponentially or at least maybe



         15     something between monotonically and geometrically.



         16     -- sorry to be a nerd -- more complicated very



         17     quickly.



         18                But I'm -- what I'm trying to understand



         19     is, where do you think is the reasonable line of



         20     connection probablistically?  Because I'm just not



         21     quite with "if the business understands and relies



         22     on," because that changes dynamically over time.  And



         23     I think what I would like to look for is something



         24     that is implementable by businesses and also meshes



         25     with consumer expectations.  And to the extent that
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          1     requires businesses to keep track of how their



          2     systems are operating and to change the way they are



          3     treating these pseudonymous identifiers when they've



          4     updated the system in some way so that the



          5     probability changes.  I would like them to do that,



          6     because that messes more closely with consumer



          7     expectations.  And that is more privacy protective,



          8     which is what the law is really asking businesses to



          9     do.



         10                So if you can give me a sense of what you



         11     think is reasonable, like what's too loose a



         12     connection, probablistically, what's reasonable.



         13     And, you know, where is the line, I guess, on what



         14     businesses responsibility should be?



         15                MR. GOLDBERG:  So those are great



         16     questions.  And it's what makes it difficult to



         17     answer that easily is that ad tech is really complex.



         18     And every company, I know that it's generalization,



         19     but --



         20                CHAIR URBAN:  No, no.  I'm sorry.  I



         21     didn't mean to talk over you.  It is.  It is



         22     exceptionally complex.



         23                MR. GOLDBERG:  It is exceptionally



         24     complex.  And so every company has its different



         25     methods of how it connects identifiers, how it
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          1     crosses it.  And as I mentioned when I was speaking



          2     before about probabilistic identifier, again, that is



          3     actually in the CCPA underlying text.



          4                CHAIR URBAN:  Right.  I know.  And even



          5     though that it's not defined, we don't know how --



          6                MR. GOLDBERG:  Well, probabilistic --



          7     sorry.



          8                CHAIR URBAN:  -- needs to be -- right.



          9     What I'm asking is, if the regulations don't give



         10     sufficient guidance on how close the connection



         11     becomes, what guidance should we give?



         12                MR. GOLDBERG:  I think it's, it's one



         13     that probably examples would help.  I think it's



         14     really hard to give a specific clear line of here is



         15     what the answer is or not.  That's just, you know,



         16     the reality of the situation.  And there has to be



         17     some level of room there that, you know, our goal --



         18     and I agree with you completely -- is to facilitate



         19     the protection of consumers, but also in a way that



         20     actually, you know, businesses can comply with.  And



         21     so what I think -- you don't want to have something



         22     that is so stringent that no one can comply with it.



         23                CHAIR URBAN:  So can you give me an



         24     example of when a business can not comply?  Maybe



         25     let's start there.
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          1                MR. GOLDBERG:  Yeah.  So a good example



          2     would be that you have, you know, maybe a system in



          3     place where you have two systems that, like, don't



          4     talk to each other at all, and they're both wings of



          5     the business that engage in advertising practices.



          6     So what I'm saying is that if those are not connected



          7     and the business is not getting the benefit of that



          8     data to reidentify.  And to connect those two systems



          9     completely is a really difficult task.  And I



         10     actually think, you know, within the confines of the



         11     law, the way I read it, it would require a lot on



         12     behalf of the business.



         13                CHAIR URBAN:  So sorry, just to pause to



         14     make sure I understand.  So let's say we have two



         15     divisions or we actually have two -- we have two



         16     subsidiaries and --



         17                MR. GOLDBERG:  Yeah.



         18                CHAIR URBAN:  -- do different things.



         19     And a consumer opts out or sends a preference signal



         20     to one subsidiary.  And the other subsidiary over



         21     here also has some kind of pseudonymous identifier



         22     that would go with that person's device or maybe with



         23     the person themselves, and then asking them to find



         24     that match --



         25                MR. GOLDBERG:  To find that match.
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          1     Exactly.



          2                CHAIR URBAN:  -- would be difficult.  So



          3     how does this connect to Board Member Hamer's



          4     question about data governance, generally.  Should we



          5     not expect businesses to have this kind of



          6     communication, because this is a known person.



          7                MR. GOLDBERG:  No, of course.  And so



          8     data governance, right, is the concept of saying that



          9     you have to have -- like, you have to be thinking at



         10     a high level, what you're looking at and how you're



         11     addressing privacy compliance.  But I think that



         12     requiring that affirmative connection when there is



         13     not a connection, can be something that is almost



         14     impossible for a business to do it, unless they had



         15     like a similar vendor that was connecting, you know,



         16     the two processes there --



         17                CHAIR URBAN:  Okay.



         18                MR. GOLDBERG:  -- between the



         19     identifiers.



         20                CHAIR URBAN:  I thought you were going to



         21     go to relationships outside of one business entity to



         22     another entity.  So now I'm sorry.  This is not --



         23     you have my academic antenna up.



         24                MR. GOLDBERG:  No, no.  Of course.



         25                CHAIR URBAN:  So how then would you
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          1     evaluate the same subsidiary but with multiple



          2     divisions that have sort of different



          3     responsibilities and they attract some set of -- two



          4     sets of customers with an overlap, but they're not



          5     all the same customers.  Should they be able to --



          6     should they -- do they have enough information and



          7     reliance in order for that to be --



          8                MR. GOLDBERG:  Yeah.



          9                CHAIR URBAN:  -- actionable?



         10                MR. GOLDBERG:  Absolute.  So if it's



         11     relating to the known consumer; right?  So I think,



         12     again, going back to the Disney example, there's a



         13     login.  If it is connected in that way between these



         14     parts of the organization, that you can associate



         15     everything, I do think so.  But I think if you have



         16     two separate systems and you get -- you know, you get



         17     the signal, let's say, the GPC signal coming in, and



         18     it's relating to a specific identifier.  And that



         19     identifier is connected to one data set, but not the



         20     other, there's no way for the business necessarily to



         21     associate that with the other side of it.  That's



         22     what I'm saying.



         23                CHAIR URBAN:  And then when you add the



         24     probabilistic profiling in the middle, so that



         25     there's some information, you know, you can't do the
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          1     one-to-one if you -- I think it was ABC 123.  And



          2     BB --



          3                MR. GOLDBERG:  Yeah, yeah, yeah.



          4                CHAIR URBAN:  It's not one-to-one, but



          5     there's a probabilistic cloud of some sort.  How



          6     should we treat that, going beyond if the business



          7     relies on it and has understanding.  What's the --



          8     how -- what is the probability or the reliability



          9     that you would think was reasonable?



         10                MR. GOLDBERG:  So in -- when I go back to



         11     the definition, it says more probable than not.  So



         12     that's how I would be looking at it.



         13                CHAIR URBAN:  Okay.  All right.  So that



         14     itself is not too challenging in the regulations, but



         15     examples would be helpful.



         16                MR. GOLDBERG:  Exactly.



         17                CHAIR URBAN:  Okay.  Thank you very much.



         18                MS. HAMER:  Okay.



         19                CHAIR URBAN:  Yes.



         20                MS. HAMER:  I'm still a little confused.



         21     Because you were talking about a business having two



         22     different systems that don't talk to each other,



         23     which seems a little archaic to me given the other



         24     privacy rights that are going on.  Like, what would



         25     you --
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          1                MR. GOLDBERG:  You'd be shocked.



          2                MS. HAMER:  No, I actually wouldn't.  But



          3     I -- you know, I shouldn't be.  We've been around for



          4     a while.  And businesses have had plenty of notice to



          5     get their data management and data government stuff



          6     together.  So what would you advise the one company



          7     that has two different systems that don't talk to



          8     each other, but share some client data?



          9                MR. GOLDBERG:  I think that's the key --



         10                MS. HAMER:  Not ad data, but, you know,



         11     data deletion.  The data deletion is a basic request.



         12                MR. GOLDBERG:  I think -- by the way, I



         13     want to be very clear.  That's the key.  It's the



         14     fact that you're talking about the sharing of the



         15     data that connects it -- that allows for the



         16     connecting of it, the association.  In that case,



         17     you're getting the benefit of the data for the



         18     advertising purposes.  That's what I'm saying is that



         19     if it's -- you know, you're looking at like the



         20     chain.  If the chain is connected, it's much easier



         21     to be able to facilitate that than if it's completely



         22     separate.



         23                MS. HAMER:  I'm still not sure --



         24                MR. GOLDBERG:  Yeah.



         25                MS. HAMER:  -- that we're talking about
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          1     the same thing.



          2                MR. GOLDBERG:  Okay.



          3                CHAIR URBAN:  I think process-wise, I'm



          4     not sure a Board Member Hamer is talking about



          5     exactly the same thing as Mr. Goldberg.  I also --



          6     Mr. Goldberg, tell me if this is wrong.  I got a



          7     sense that you have practical pushback to the idea



          8     that within the same company, the systems really are



          9     -- can reasonably, easily be connected to each other.



         10                MR. GOLDBERG:  That is correct.



         11                CHAIR URBAN:  Yes.  And with opt-out



         12     preference signals, you often have pseudonymous --



         13                MR. GOLDBERG:  Yes.



         14                CHAIR URBAN:  Good heavens -- and so



         15     forth, which is a little bit different from other



         16     kinds of relationships with the business.  This is



         17     how I understand the essential problem space.



         18                MR. GOLDBERG:  Yes.



         19                CHAIR URBAN:  Okay.  Thank you.  So I



         20     think -- to Board Member Hamer and to all of us, one



         21     thing we could think about certainly would be to come



         22     up with examples, as Mr. Goldberg suggests.  And then



         23     we would receive public comment that I hope would be



         24     very concrete about how practical they are.  And we



         25     would hear from businesses, of course, but also
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          1     consumers in civil society groups about where they



          2     think the opt-out breaks, when it should not.  I'm



          3     not asking anybody to agree with me in the



          4     information session.  I'm just trying to repeat back



          5     to you what I understood you to say the problem to be



          6     and some of the ways that we might address it.



          7                Any other comments or questions from the



          8     Board?



          9                Board Member Ozer?



         10                MS. OZER:  Thank you so much.  Yeah.  I'm



         11     just trying to kind of zoom out a little bit as well,



         12     and just sort of -- whose burden it is when there is



         13     more complexity?  Because I'm also sort of hearing



         14     this a little bit, that, you know, consumers have



         15     some rights or some opportunities or some tools to



         16     better protect their privacy.  But then, of course,



         17     the companies want to continue to do advertising.  So



         18     then the system becomes more complex in terms of sort



         19     of finding ways that that profit can still happen,



         20     even though there are some regulations or laws in



         21     place.  And so I'm just -- there's sort of specific



         22     compliance, and then there's obviously like privacy



         23     guidance and sort of bigger picture governance.



         24                So I am hearing you that there's a lot of



         25     complexity and, you know, as a lawyer myself, I
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          1     understand that, you know, then you're kind of



          2     helping your clients figure out how to then navigate.



          3     But I guess the question for me is how much of this



          4     complexity is being created on the company's side in



          5     order to continue to do things that maybe the intent



          6     is to try to address.



          7                MR. GOLDBERG:  So first off, to be clear,



          8     I mean, I do think the burden should be on industry



          9     and on companies.  Like, I'm in no way disputing



         10     that.  And that's my own personal belief.  A lot of



         11     the systems were created with the concept in mind



         12     that the advertising industry did not necessarily



         13     want to recognize the individual consumer.  It was



         14     more focused on getting the right ad to the right



         15     device.  And a lot of it is using like legacy



         16     systems, as I was mentioning, where you'll have the



         17     company acquires another company, and the two systems



         18     don't talk to each other, et cetera.  And so that's



         19     part of it, is that all, you know, what I'm saying,



         20     -- and I agree -- is that the business really needs



         21     to look at this, and in no way can they disregard



         22     what the obligations are.  At the same point, it's --



         23     you know, it's the -- how specific it is and what the



         24     regulations are laying out.  And these are the



         25     different elements that businesses are thinking about
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          1     all the time and how they address it.



          2                MS. OZER:  I guess one of the questions



          3     is just sort of a specific compliance versus a system



          4     approach.  Our goal here is actually to respect sort



          5     of the privacy -- the expectations of the consumer



          6     versus, okay, we have these really technical systems



          7     and, you know, parsing of the language in terms of



          8     specific compliance.  So I'm just interested in sort



          9     of when you see something like this kind of legacy



         10     system, what is the kind of practical advice you



         11     give?  Are you giving more like, well, let's look at



         12     this systematically.



         13                MR. GOLDBERG:  Well, we -- I mean, I



         14     always look at it, to the extent you, you know,



         15     really, you can be doing it, you should be doing it.



         16     Like, that's a big part of this is recognizing that



         17     people have the right to their privacy and to be



         18     protected.  And I think when you look at the law



         19     around the association language that says, you know,



         20     associated with the pseudonymous profile, device



         21     associated, that's what it hangs on, is what is that



         22     association?  And to Chair Urban's point, you know,



         23     that's the question is, what triggers that?  What



         24     level of association is that?  And that's a really



         25     difficult thing for businesses to look at that.
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          1                CHAIR URBAN:  It's possibly less



          2     difficult for businesses if they are taking a systems



          3     approach that is privacy first.  Because then the



          4     association will -- they, they won't need to split



          5     hairs over how close the association is if they are



          6     first considering whether or not that's the -- if



          7     they're -- excuse me -- if they're using privacy as a



          8     default.



          9                MR. GOLDBERG:  Of course.  And again, if



         10     the associations are being used in a way for



         11     advertising purposes where they're connected in that



         12     way, I -- again, I completely agree.



         13                CHAIR URBAN:  Yeah.  And I absolutely



         14     take the point about the technical difficulty with a



         15     specific compliance as Board Member Ozer put it.  And



         16     I'm sure businesses want to feel comfortable that



         17     they are doing what they need to do, in case there's



         18     an enforcement attention from the Agency.  And so



         19     certainly, these questions aren't simple, however you



         20     look at it.  But I do agree with Board Member Ozer



         21     that the defaults do help as well.



         22                But I really -- Board Member Liebert, did



         23     you have another question?  And then I think we



         24     really -- we're going to need to let Mr. Goldberg go,



         25     who's been very patient with us.
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          1                MR. LIEBERT:  Let's keep him patient.  In



          2     your practice, what percentage of folks are doing



          3     these pseudonymous profiles?  Because I think so many



          4     consumers are so confused about how to -- even how



          5     the systems work, how to protect their information.



          6     We're making some strides with the Delete Act now.



          7     But I -- is this something that's actually very



          8     prevalent that the companies are dealing with?



          9                MR. GOLDBERG:  So as you are probably are



         10     aware, companies have -- oftentimes if you're a



         11     publisher, advertiser, you have many tracking



         12     technologies on your website.  And so that's why I



         13     think, you know, the cookie sync is a good example,



         14     that you may have two companies that have a



         15     technology, and they each drop their own identifier.



         16     They don't really talk to each other.  And then the



         17     cookie sync allows you to match that.  So the answer



         18     is it's really dependent on the website and the



         19     company.  There's a lot of this in the ecosystem.  A



         20     lot of it is honestly even much more basic, that it's



         21     just like we have trackers, and it looks at that



         22     specific device.  So it's really dependent on, on



         23     kind of the company.



         24                CHAIR URBAN:  Thank you, Mr. Goldberg.



         25     It really was an absolutely stellar walkthrough of
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          1     the way the communications happen between the



          2     different systems that you did for us.  I found it



          3     really helpful and enlightening, and I see where the



          4     seams are.  I think that it has been extremely



          5     helpful to hear where the seams are from the



          6     perspective of your clients.  And hopefully, that



          7     will help us provide guidance that will be useful in



          8     some form.  So thank you very much.



          9                MR. GOLDBERG:  Thank you to the Board for



         10     your time today.



         11                CHAIR URBAN:  Does anybody need a quick



         12     break, or shall we?  Yes, no.  Okay.  All right.  We



         13     have our next presenter, I believe, is also remote.



         14     Is our technical system for that in place, or should



         15     we take a small break for technical checks.  Okay.



         16     Wonderful.  Thank you again to Mr. Goldberg.



         17                Our next presenter is Dr. Christo Wilson,



         18     professor in the Khoury College of Computer Sciences



         19     at Northeastern University.  Dr. Wilson is a founding



         20     member of the Cybersecurity and Privacy Institute at



         21     Northeastern, and he serves as the associate dean for



         22     undergraduate programs at Khoury College.  His



         23     research covers a wide range of digital consumer



         24     protection topics using measurement-driven



         25     approaches.  This includes areas like online tracking
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          1     and privacy, deceptive dark-pattern user interfaces,



          2     misinformation and radicalization, fairness and bias



          3     in machine learning, algorithm auditing, and



          4     empirical antitrust investigations of tech platforms.



          5     Dr. Wilson is co-PI of the National Internet



          6     Observatory, which is a National Science Foundation



          7     funded project gathering data about the online habits



          8     of a large representative panel of US residents.  The



          9     observatory makes this data available to qualified



         10     researchers around the world.  He will be speaking on



         11     the where and when of consent and GPC for



         12     Californians, Global Privacy Control.  This session



         13     will highlight two technical issues regarding the



         14     timing and ambiguity of consent signals and how



         15     Global Privacy Control helps publishers address these



         16     challenges.



         17                Welcome, Dr. Wilson.  Thank you for



         18     joining us and for offering us your expertise, and I



         19     will turn things over to you.



         20                DR. WILSON:  Well, thank you very much.



         21     It is my pleasure and honor to be here.  I do have



         22     some slides to share.



         23                CHAIR URBAN:  Sure.



         24                DR. WILSON:  Is that showing the correct



         25     screen?  Is that thing presenter mode?  I'm also
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          1     getting a lot of echo.



          2                CHAIR URBAN:  They are in the control



          3     booths.  They are working on getting your slides into



          4     presenter mode.  Bear with us.



          5                DR. WILSON:  I think I can fix this on my



          6     end.  One moment.



          7                CHAIR URBAN:  There we go.  That looks



          8     good.



          9                DR. WILSON:  There we go.  All right.



         10     Thank you very much.



         11                CHAIR URBAN:  Yeah.  It looks great from



         12     here.  If it looks good on your end, please go ahead,



         13     Dr. Wilson.



         14                DR. WILSON:  I apologize for the hiccup,



         15     and thank you again for having me.  It's a pleasure



         16     to be here.  So I've already been introduced.  I'm



         17     Christo.  I'm a computer scientist by training, and



         18     my research focuses on digital consumer protection



         19     issues.



         20                Around 2021 is when I first got



         21     interested in the CCPA, because it was an incredibly



         22     important landmark privacy law in the United States.



         23     So at the time, we were really interested in how



         24     websites were complying with the law, and our focus



         25     was on the "do not sell my personal information"
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          1     links that websites were supposed to include.  So,



          2     here's an example of one from West Elm; right?  The



          3     idea is that websites were supposed to have this



          4     link, people could click it, and in doing so activate



          5     their privacy rights under the law.  So we conducted



          6     a large-scale study where we ran web crawlers, we



          7     tried to find these links on websites, and this led



          8     to some interesting findings looking at whether those



          9     links were clear and conspicuous as the law requires.



         10     One of the things we looked at is whether the sort of



         11     size and font of those links was good enough, and it



         12     turns out that around 50% of all those links were



         13     either too small or too faint to be reasonably



         14     accessible.



         15                Another thing we looked at is where the



         16     links appeared on web pages.  On the right, this



         17     black rectangle is a heat map showing where links



         18     were on web pages, and most of it's black, but



         19     there's this very hot area at the bottom.  You know,



         20     unsurprisingly, it turns out that most of the



         21     websites that had adopted this link put them at the



         22     very, very bottom, in the footer of the page.  So our



         23     takeaway from this study was that these links, when



         24     they were being adopted, were not really clear and



         25     conspicuous enough.  And so that brings me to the
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          1     topic of Global Privacy Control.  I'm grateful to



          2     Professor Zimmeck for really introducing the concepts



          3     here.



          4                So one thing I'd like to start off by



          5     saying is that GPC solves a lot of these usability



          6     challenges that we saw with those links.  When a user



          7     adopts GPC and enables it in their browser, there's



          8     no longer a need for them to hunt around on a website



          9     for this little obscure link.  There's potentially no



         10     need for them to be interrupted by a big complex



         11     banner.  And by eliminating these sort of roadblocks,



         12     right, this reduces the opportunity for dark



         13     patterns.  So this is something we've seen a lot in



         14     research when we look at these kind of consent banner



         15     interfaces.  Here's an example in the screenshot



         16     where there's a big "Accept All" button that's very



         17     prominent, but to actually opt-out, there's no button



         18     for that.  You have to go to "Manage Cookies" and go



         19     through a complex, adversarial process; right?  So



         20     GPC is wonderful in that it helps alleviate a lot of



         21     those kind of user interface issues.



         22                But what I want to spend most of my time



         23     talking about is other ways that GPC helps,



         24     specifically related to timing and ambiguity problems



         25     that websites face.  So I'm going to be using one of
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          1     my favorite websites, Penny Arcade, as an example.



          2     It's a web comic.  And if you pay attention to this



          3     screenshot, you'll see a couple of important things.



          4     So Penny Arcade is ad-supported; right?  There's a



          5     big advertisement on the right-hand side of the page.



          6     But at the bottom, as a good citizen trying to comply



          7     with the law, they have a cookie banner.  This one



          8     doesn't have any dark patterns there's a button for



          9     "allow," and there's a button for "use necessary



         10     cookies only," which is presumably the way the user



         11     is supposed to opt-out.  So in theory, the user, if



         12     they want to opt-out, is supposed to click that



         13     button, and then the publisher, in this case Penny



         14     Arcade, is supposed to react.  They're supposed to



         15     stop selling and sharing data to third parties to



         16     comply with the law.



         17                There's a couple of different ways they



         18     can implement that.  Option one is to simply not do



         19     it at all, maybe remove advertising and tracking from



         20     the website entirely.  Another option is to continue



         21     using third parties, but don't sell or share data to



         22     them.  This is more of a data minimization approach.



         23     Or option three is that the website can continue



         24     contacting third parties, it can even send sensitive



         25     data to them, but it can put them into a restrictive
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          1     service provider mode.  This is sort of a data-use



          2     restriction approach.  All of these are fine and



          3     would comply with the user's desire to opt-out.



          4                So this all seems good in theory.  User



          5     clicks button, data is treated differently, but the



          6     technical details really matter.  And as it turns



          7     out, there's a lot of ways that this can go wrong and



          8     the user's choice can not be honored.  So this brings



          9     us to some of these issues with opt-out compliance.



         10     I'll go through an example of web page construction



         11     in a minute, but it's important to understand that a



         12     website is not a monolith.  It's actually composed of



         13     hundreds of different objects that load one by one in



         14     order, and it's the sum total of those objects that



         15     compose a website.



         16                We've already been introduced to the



         17     concept of consent management platform, or consent



         18     management software.  This is often one of these



         19     components that gets downloaded and inserted into web



         20     pages while they're loaded.  And the idea behind the



         21     consent management software is that it's supposed to



         22     implement a lot of this CCPA compliance



         23     functionality, so it's often what presents these



         24     banners to the user.  If the user interacts with the



         25     banner, that consent manager is supposed to collect
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          1     and store a consent signal, i.e. the user's choice to



          2     opt-out, and then it's also then responsible for



          3     acting on that consent signal, so stopping the



          4     selling and sharing of data or restricting data



          5     flows.



          6                There's two particular problems with this



          7     kind of overall approach that I want to highlight.



          8     So one is, when is the consent signal available, the



          9     timing component?  The second is, where is the



         10     consent signal located?  This question of ambiguity.



         11                So let's take it from the top.  Websites



         12     are not monoliths, they're composed of many small



         13     objects, and they load incrementally.  So while it



         14     may appear that the website is available in the blink



         15     of an eye, in reality there's a process going on.  So



         16     what typically starts with -- if you go and visit a



         17     website, the first thing you'll get is the HTML.



         18     That gives you kind of the overall structure of the



         19     page and a lot of the content, like the text, but not



         20     much else.  Then you might start loading different



         21     images, right, maybe then some other resources start



         22     to load, like fonts, or third-party analytics, things



         23     to track what you do on the site, look for bugs, that



         24     kind of stuff.  Then advertisements might load.



         25                So now your browser is contacting
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          1     real-time bidding services, different ad networks,



          2     ultimately contacting an advertiser, showing an ad.



          3     And then eventually maybe the consent management



          4     platform loads, and you get this cookie banner.  So



          5     eventually you have the whole website, but the timing



          6     really matters here.  And as you might have guessed,



          7     I've constructed this example in a way to highlight a



          8     particular issue.  The third-party analytics and the



          9     advertisement got loaded before the consent manager.



         10     That is a problem that is all too common in reality.



         11                So let's look at this in terms of a



         12     timeline.  On the bottom here, we have time going



         13     from left to right.  Your browser starts by



         14     downloading the HTML of the web page.  At some point



         15     down the road, the consent management software loads.



         16     From that point on, the user is able to click a



         17     button and make a choice.  And from there on out,



         18     this consent signal is available.  So in theory, any



         19     third-party software, like analytics or advertising,



         20     that loads after the signal is available can



         21     potentially honor the user's opt-out request.  The



         22     data is there if they are able to get it, read it,



         23     and act on it.  But if all of that third-party



         24     analytics and tracking and advertising code loads



         25     before the consent manager, it's actually very hard,
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          1     in some cases impossible, for them to comply.  The



          2     information they need for compliance just isn't



          3     there.  So this is a real problem for users.



          4                There's a number of different ways that



          5     personal data gets shared and sold.  As soon as your



          6     browser starts sending HTTP requests to different



          7     third parties, right off the bat, information that is



          8     sensitive is almost certainly getting shared with



          9     them.  Every one of those HTTP requests can include



         10     cookies that include pseudonymous identifiers.  Other



         11     personal data can be included as well.  Once your



         12     browser has finished contacting those third parties,



         13     they can start executing JavaScript in the browser,



         14     they can read and set more cookies, they can compute



         15     probabilistic fingerprints.  They're also able to do



         16     things like scrape personal data out of the web page.



         17     So, increasingly, third parties will look for things



         18     like your email address or a phone number, and



         19     they'll use that to construct a pseudonymous



         20     identifier that is stable.



         21                The previous speaker was talking about



         22     things like identifier matching, cookie syncing.



         23     That happens automatically as soon as the third



         24     parties start to load.  So it's not just one party,



         25     but now multiple parties who all get this information
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          1     and are synchronizing it.  I mean, basically, once



          2     you have a third party loaded in a scenario like



          3     this, all bets are off.  The data is shared and sold.



          4                So how does GPC help alleviate these



          5     kinds of timing problems?  Because GPC exists in the



          6     user agent itself, in your browser, it's available



          7     immediately from the moment the page begins to load.



          8     By the time that your browser is getting HTML and



          9     parsing it, GPC is already available.  It's actually



         10     already been sent to the publisher.  It's very easy



         11     now for the publisher, in JavaScript, to check:  Has



         12     this person opted out via GPC?  That is all the code



         13     is required to check to see if someone has opted out.



         14                From there on out, the publisher can act



         15     accordingly.  One option is to just not load ad tech



         16     at all.  Another viable option is to continue loading



         17     analytics and advertising, but to put it in a



         18     restricted service provider mode by sending specific



         19     parameters to them.  So GPC is very helpful in this



         20     regard.  There's no waiting around for this signal,



         21     it's just there all the time.



         22                So the other problem I want to highlight



         23     is this question of signal ambiguity.  Coming back to



         24     the consent management software, you have a website,



         25     it's showing this banner, the user clicks the button,
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          1     they say they want to opt-out.  That information,



          2     that the person opted out, has to be distributed to



          3     third parties so that they can act on it



          4     appropriately.  You click, and that signal needs to



          5     go out somehow to everybody else.  The problem is how



          6     to do that.



          7                Different consent managers and different



          8     implementations try to distribute this consent



          9     information in different ways.  Sometimes it's placed



         10     in a cookie or in something like local storage in the



         11     browser, and the expectation is that third-party code



         12     will just be able to find it and read it.  Many of



         13     the consent management platforms have their own



         14     bespoke APIs.  And there's not just one consent



         15     manager, there are many of them, and their APIs are



         16     different.  The Interactive Advertising Bureau, they



         17     have their own APIs that they've tried to standardize



         18     across the industry.  But they have at least two, and



         19     their APIs are complex and not particularly well



         20     adopted.



         21                So if you're a well-meaning third party,



         22     you are in sort of a pickle.  You've been loaded into



         23     a website.  You would like to comply by reading the



         24     consent information, but where is it?  It could be



         25     any of these places.  So GPC also helps solve this
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          1     problem.  GPC is one simple standard API.  There's no



          2     need to go hunting around for cookies or weird



          3     consent manager APIs.  Every HTTP request coming out



          4     of the browser should include the GPC header, so



          5     you're being told explicitly GPC is enabled.  Or you



          6     can look for the navigator object in the DOM, in



          7     JavaScript, and just check, has the user made a



          8     choice one API.  No ambiguity.



          9                So one of the things that we've been



         10     doing lately is actually looking to see if third



         11     parties are using the GPC APIs, and it turns out they



         12     are.  So we see at least 223 different third parties



         13     calling the GPC APIs in the browser.  101 of them are



         14     exclusively using the GPC API.  We don't ever see



         15     them trying to contact the consent manager or use the



         16     IAB APIs.  They just go directly to GPC.  The other



         17     122 use GPC and other APIs, so they're taking sort of



         18     a multifaceted approach.  But this is really nice to



         19     see, that these third parties are already a little



         20     bit ahead of the curve, in my opinion, and trying to



         21     comply proactively.



         22                So just to wrap up, it's my belief that



         23     GPC is crucial for the success of the CCPA in



         24     California.  It ameliorates a lot of these technical



         25     problems.  "When is the signal available?"  Well,
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          1     with GPC it's just available all the time,



          2     immediately.  And "where is the signal?"  Well, GPC



          3     just has the one simple API, so there's not a lot of



          4     ambiguity.



          5                I'll also highlight that I really believe



          6     the browser, or the operating system, is the right



          7     place for this functionality to be built.  Because



          8     that is the right place to implement the user



          9     interface.  There's no need to find and navigate a



         10     million banners.  You can make this choice once and



         11     it becomes available everywhere.  With consent



         12     banners, if you clear your cookies, all of a sudden



         13     your choices are lost, but that's not true with



         14     something like GPC.  And of course, there's no dark



         15     patterns here.  When this is implemented by your



         16     browser, there's no incentive to try to manipulate



         17     users.  So, there's just a lot to really like about



         18     GPC.



         19                With that, I will conclude.  I thank the



         20     Board very much, and I am happy to take questions.



         21                CHAIR URBAN:  Thank you very much,



         22     Dr. Wilson.  Again, a really edifying and helpful



         23     presentation, which I'm sure I speak for everyone in



         24     saying that we appreciate it greatly.  I think we do



         25     have some questions for you, and we'll start with
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          1     Board Member Liebert.



          2                MR. LIEBERT:  Thank you for that great



          3     presentation.  How does the -- what appears to be the



          4     evolving world towards an agentic AI marketplace, if



          5     you will, in the ad context, how does that, if at



          6     all, change your thinking about this and how we can



          7     be most successful?  Because it sure seems that's the



          8     direction we're headed; correct?



          9                DR. WILSON:  Yeah.  I mean, so I think



         10     GPC helps in this regard as well.  You know, the fact



         11     that it's easier for a person to manage their



         12     preferences and distribute them also makes it easier



         13     for agents to distribute those preferences.  I can



         14     give the agent the preference and it can continue to



         15     promulgate it.  You know, there have been studies



         16     where people try to get agents to do things like



         17     click on banners for them.  And it kind of works, but



         18     it falls into the same traps as a person trying to



         19     interact with those systems; right?  Let's just



         20     eliminate the ambiguity.  You know, part of the



         21     beauty of agents is that they automate things.  GPC



         22     is also about automation and standardization.  So in



         23     my opinion, they work together really well.



         24                CHAIR URBAN:  Thank you.



         25                Other questions?
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          1                Board Member Ozer, please.



          2                MS. OZER:  I just have a question about



          3     both sort of the scope of where GPC is currently



          4     available for use.  And also from a technical



          5     standpoint, how is GPC sort of different in how it



          6     functions or how it's available from something like



          7     Privacy Badger or sort of other browser extensions.



          8                DR. WILSON:  Yeah.  So I'll take that in



          9     two parts.  Thanks to the new law in California, GPC



         10     should be included in all major web browsers version.



         11     So that is awesome.  There is some ambiguity there,



         12     and I don't know how the law or the regs are going to



         13     deal with this.  But it is often true that apps will



         14     embed browsers, and this is often done to display



         15     advertisements.  And this is kind of a weird



         16     scenario.  This is not Chrome or Brave or Firefox on



         17     your desktop.  This is now just an, an invisible



         18     window within an app that's using browser technology,



         19     but without any of the buttons, the menus, the



         20     interface, none of that.  So it is not entirely clear



         21     to me how a user is supposed to express a GPC signal



         22     in an embedded browser context like that.



         23                This gets to kind of the second point,



         24     which is mobile operating systems.  I don't think



         25     there's any requirement yet that Android or IOS or
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          1     any of the big mobile operating systems to adopt GPC



          2     unilaterally.  That is not good in my opinion.  I



          3     mean, the vast majority of web browsing is now done



          4     on mobile devices.  So when a person is on their



          5     phone in a web browser, they will have this right.



          6     But when they're on their phone in an app, they won't



          7     necessarily be protected in the same way.  Sebastian



          8     also mentions this.  You know, there are kind of self



          9     regulatory regimes around the ad IDs on the mobile



         10     devices, but that is not a substitute for actual



         11     regulation.



         12                You know, the other context I will



         13     highlight is devices.  So there's now a whole bunch



         14     of studies looking at, you know, voice assistants



         15     like Amazon, Alexis, smart TVs.  We have a new study



         16     coming out in a couple of months looking at connected



         17     cars.  They all include ad tech now.  But it's not



         18     browser based.  So none of those devices are



         19     necessarily going to have GPC, but yet they are still



         20     collecting this information.  So trying to extend



         21     this kind of uniformity and simplicity of opt-out



         22     into the device space, I think it's going to be



         23     really important.



         24                CHAIR URBAN:  Thank you.  Board Member



         25     Ozer anticipated my question a bit as well.  This is
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          1     Jennifer Urban.  I was going to ask you to expand, if



          2     you felt comfortable and could, on the mention you



          3     made near the very end of your presentation, of



          4     operating systems and browsers.  And then you spoke



          5     of browsers.  And I understand from the examples that



          6     you're giving now that in the mobile space, for



          7     example, the browser may not be sufficient, in your



          8     view.  Do you have a view on signals and operating



          9     systems more generally?  And could you expand on that



         10     for us?



         11                DR. WILSON:  Yeah.  So I do think it is



         12     important for operating systems to start adopting



         13     universal opt-out technology.  I mean, to a large



         14     extent, I think Apple has led the way on this.  You



         15     know, any app that wants to do tracking has to ask



         16     for permission.  You know, that's largely enforced



         17     either technically by preventing access to



         18     identifiers by the OS, as well as by app store



         19     policy.  So if you continue to do things, and you



         20     sell and share data, then you risk being delisted.  I



         21     think that's a pretty strong model.  I would love to



         22     see that turned into more affirmative regulation for



         23     all the operating -- in all the major operating



         24     systems.



         25                CHAIR URBAN:  Thank you.  Any additional
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          1     questions or comments?



          2                Okay.  Thank you so much, Dr. Wilson.



          3     And as with the other speakers, you're most welcome



          4     to say.  Ms. Schesser is going to be speaking next,



          5     and then we will have public comments.  And of



          6     course, if you can't stay, we completely understand.



          7     And all of the public comment will be available in



          8     recording in a transcript for you.  Thank you again



          9     very much for that very helpful presentation.



         10                Please bear with us for a few minutes



         11     while we get set up for our next speaker, and then I



         12     will introduce her.



         13                All right.  Our final presenter for this



         14     information session is Ms. Stacy Schesser,



         15     supervising deputy attorney general for the privacy



         16     unit in the consumer protection section of the office



         17     of the California Attorney General.  Supervising



         18     Deputy Attorney General Schesser leads the team that



         19     enforces the CCPA at the California Attorney



         20     General's Office.  She began her career at the



         21     attorney general's office in 2007 in its criminal



         22     division and has worked in the privacy unit since its



         23     inception in 2012.  In 2014, she was named the



         24     California privacy lawyer of the year.



         25                And in -- what.  I'm just reading what I
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          1     got.



          2                So in 2024, she was named -- which I



          3     was -- probably my typo.  So we'll -- I'll be honest.



          4     She was named California Privacy Lawyer of the Year.



          5     And in 2019, was recognized as one of the Recorder's



          6     Women Leaders in Tech Law, the only public sector



          7     recipient of this award.  So we are just replete with



          8     award winning attorneys from whom to learn today.



          9                Today, Ms. Schesser will highlight the



         10     California Attorney General's enforcement of the



         11     CCPA's opt-out preference signal requirements,



         12     focusing on lessons learned from recent



         13     investigations.  She will also cover the Attorney



         14     General's settlements involving the Global Privacy



         15     Control, related agency enforcement actions, and



         16     coordinated enforcement efforts with other attorneys



         17     general.



         18                Welcome Ms. Schesser.  And please begin



         19     when you're ready.



         20                MS. SCHESSER:  Thank you.  Good



         21     afternoon, Chair Urban, Board Members Ozer, Hamer,



         22     and Liebert, Executive Director Kemp, and the



         23     outstanding staff of Cal Privacy, and members of the



         24     public.  As Chair Urban said, my name is Stacy



         25     Schesser.  It's my honor to be here to speak to you
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          1     today.  I have the privilege of leading a team of



          2     exceptional attorneys on the privacy enforcement team



          3     at DOJ, a role I've held since 2016.  I am sharing my



          4     views only, and they should not be attributed to the



          5     attorney general.  My remarks are limited to our



          6     public enforcement actions, and I have to be mindful



          7     about the confidentiality of our current



          8     investigations.



          9                With that said, I'm honored to speak to



         10     you today about the hallmark of the CCPA, the



         11     consumer's right to opt-out, and the expression of



         12     that right via opt-out preference signal.  This to me



         13     is the most important aspect of the CCPA, and the



         14     most critical one to think about being intentional,



         15     broad, and protective of the consumer's right to stop



         16     the proliferation of their data in the online



         17     ecosystem and marketplace.



         18                The GPC -- as speakers here today have



         19     been very inspiring and very comprehensive in how



         20     they've explained it.  GPC uses existing web



         21     infrastructure and technologies to solve many of the



         22     timing and technical challenges presented by ad tech



         23     and the data industry that instantly and invisibly



         24     sell and share consumers' personal information.  It



         25     is an incredibly important tool that gives the
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          1     consumer the power to automate privacy with the same



          2     force and pervasiveness as those seeking to monetize



          3     data.  It also expresses one powerful sentiment:



          4     Stop.  Stop selling my data.  Stop sharing it for the



          5     purposes of cross-contextual behavioral advertising.



          6     Stop trading it with third parties.  Stop giving it



          7     to data brokers.  Stop tracking me.  Just stop.



          8                But I would like to provide some



          9     background as to when we first wrote the initial



         10     regulations establishing a user-enabled Global



         11     Privacy Control.  We wrote the language to be as



         12     intentional as possible, with every word having



         13     meaning.  And these words include "the consumer if



         14     known," and it was developed in consultation with our



         15     long-standing brilliant contract technologist Nathan



         16     Good.  It was solidified in our Disney enforcement



         17     action, recently filed in February 2026, which



         18     Mr. Goldberg discussed and I'm going to discuss a



         19     little bit more at length in a few moments.



         20                We also understood, and continue to



         21     enforce, this right to be one that is broad,



         22     investigating its implementation and effectuation to



         23     include downstream entities, and conceptualized it as



         24     a persistent privacy choice.  A consumer sets it and



         25     forgets it, and even one that could be expressed by a

�                                                                   82











          1     consumer who chose a privacy product that built GPC



          2     in by default.  And finally, we wanted to mandate



          3     that user-enabled Global Privacy Control is one



          4     that's deeply protective of the right to opt-out.



          5                Originally, a consumer would have to



          6     click the "do not sell my personal information" link



          7     on every website, on every browser, and every device.



          8     But with the regulations enshrining the right to



          9     opt-out via a user-enabled Global Privacy Control,



         10     the mechanism by which a user expresses this right



         11     became global and persistent, all while reducing



         12     burden on the consumer.  When GPC was introduced, it



         13     was supposed to be as easy, immediate, and pervasive



         14     as ad tech. It's supposed to be a constant signal



         15     that interrupts the system of real-time bidding an



         16     average consumer has no idea happens in the



         17     background and in microseconds when they land on a



         18     website page.  And while GPC is currently only



         19     available on web browsers, the law requires that a



         20     business applies a consumer's opt-out to that



         21     consumer, and thus to apps running on their phone, to



         22     smart TVs, and other connected devices.  Again



         23     intentional, broad, protective.



         24                While the GPC is an amazing tool to



         25     protect consumers, it succeeds because it has legal
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          1     teeth behind it.  But even the best law on paper is



          2     nothing without robust enforcement.  And it is



          3     because of our offices, DOJ, and Cal Privacy's



          4     consistent and rigorous enforcement of these



          5     requirements that GPC and consumers' CCPA rights have



          6     meaning and impact.  We take consumer privacy very



          7     seriously.



          8                And I also want to note that it went from



          9     a concept that was in regulation, and informed much



         10     to be the product based on input that was from



         11     academics, much like today's session, to drive



         12     enforcement.  And today, as I'm sitting here and



         13     listening, I also want to say it's provided a good



         14     deal of inspiration for future-looking enforcement.



         15     But today, I'm going to discuss three enforcement



         16     actions that cement important takeaways that we want



         17     businesses to understand for compliance.



         18                And so there's three major themes that



         19     I'm going to discuss.  Number one, that businesses



         20     are required to accept and process the GPC.  Number



         21     two, that they are required to ensure that GPC is



         22     technically implemented correctly.  And number three,



         23     that when you apply GPC requests, they are applied to



         24     the consumer, and not just the individual devices or



         25     browsers where the signal is detected.  Before I dive
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          1     into these actions, I want to emphasize the



          2     enforcement of GPC is an ongoing priority for DOJ and



          3     has been from its inception.  On the first day that



          4     CCPA became enforceable, July 1st, 2020, we sent



          5     letters out.  We hit the ground running hard.  After



          6     the regulations became final, GPC was referenced by



          7     then Attorney General Xavier Becerra on Data Privacy



          8     Day in 2021, when he said, and quote, "CCPA opened



          9     the door to developing a technical standard like the



         10     GPC, which satisfies the legal requirement and



         11     protects privacy."



         12                We've also conducted several sweeps that



         13     investigate how companies are complying with CCPA's



         14     requirements, and we always double check for the GPC.



         15     Now when we conduct sweeps, the regulated community



         16     pays attention.  They conform their practices so that



         17     when we do come knocking and take a look under the



         18     hood, they are solid on some of the areas that we



         19     have swept in previous investigations.  This is a



         20     good thing.  We want businesses to comply, and we



         21     want to hear that when we find issues, they are on



         22     it, and that they are on it quickly.  That is the



         23     type of response that we expect as enforcers and



         24     consider when exercising our discretion.  But it is



         25     our filed actions, and in particular our complaints
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          1     and judgments, that has best communicated to the



          2     industry how we enforce GPC to ensure Californians'



          3     maximum protection of their opt-out rights.



          4                Our first action involving GPC was in



          5     August 2022 and involved Sephora, led by



          6     now-supervising Deputy Attorney General Ronnie



          7     Pomerantz.  Sephora came about as part of a 2021



          8     enforcement sweep investigating how large retailers



          9     sell personal information and how they are responding



         10     to a consumer signaling their opt-out via the GPC.



         11     We specifically articulated how we tested whether



         12     traffic changed after enabling the GPC, finding that



         13     in Sephora's case, data continued to flow to



         14     third-party companies, including advertising and



         15     analytics providers.  In operating its online website



         16     and selling products, Sephora collected and amassed



         17     information about consumers, including the products



         18     that consumers view and purchase, their geolocation



         19     data, cookies, and other user identifiers, and



         20     technical information about operating systems and



         21     browser types.



         22                At first blush, Sephora disclosed in its



         23     privacy policy that it shared consumers' geolocation



         24     and internet or other electronic network activities



         25     with third parties, including ad networks, business
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          1     partners, data analytic providers, and others.  But



          2     it did not offer the right to opt-out, even though



          3     Sephora made this data available to these companies



          4     by installing or permitting the installation of



          5     third-party tracking technologies, including cookies,



          6     pixels, SDKs, and other technologies, and they did so



          7     in return for advertising or analytic services.  In



          8     return, Sephora knew that it would receive discounted



          9     or higher-quality analytics and other services



         10     derived from the data about consumers' online



         11     activities, including the option to later target an



         12     advertisement to consumers that had merely browsed



         13     for their products online.  Yet, when a California



         14     consumer signaled their opt-out using the GPC,



         15     nothing changed to block or flag the transmission of



         16     personal information.



         17                In short, they completely ignored the



         18     GPC.  After receiving a notice from the attorney



         19     general alleging that it had sold consumer data



         20     without offering the right to opt-out, Sephora failed



         21     to cure these violations within 30 days, at the time



         22     when there was a cure period in effect.  And in our



         23     settlement, we negotiated with the company that it



         24     would be bound to comply with the law, and



         25     specifically mandated that it process consumer
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          1     requests to opt-outs signaled via a GPC.



          2                I also want to highlight another case,



          3     Healthline, led by Deputy Attorney General Mike



          4     Osgood.  Healthline offers many takeaways to the



          5     industry, but it was an important opportunity that



          6     the attorney general described why GPC is so



          7     important for consumers.  Specifically, our complaint



          8     stated, "Because the online trackers used to



          9     facilitate cross-contextual behavioral advertising



         10     operate invisibly, ubiquitously, and nearly



         11     instantaneously in the background of web pages, the



         12     GPC meets this challenge by operating invisibly and



         13     continually in the background to tell each business's



         14     website that the consumer is opting out."  In



         15     Healthline, even for a consumer who had triple opted



         16     out via a do-not-sell link, clicking reject in the



         17     cookie banner, and transmitting the GPC, Healthline



         18     continued to sell personal information to third



         19     parties for online advertising.



         20                Unlike Sephora, Healthline had



         21     implemented a response to the GPC.  But it had done



         22     so incorrectly.  Not properly configuring their



         23     software tools to recognize GPC, not doing auditing



         24     or testing, and continuing to do so, is an actionable



         25     violation.  And that's what Healthline importantly
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          1     stood for.  When businesses choose to implement



          2     complex technologies to sell and share consumer data,



          3     it is the business's obligation to ensure GPC stops



          4     selling.  It is only a set-it-and-forget-it for



          5     consumers, it is not for businesses.  Because after



          6     all, these are rights as determined by our



          7     legislature and later affirmed by the electorate.



          8                Finally, I want to walk through our most



          9     recent enforcement action, that we've already



         10     discussed a little bit today, in Disney, which was



         11     filed in February 2026, led by Deputy Attorney



         12     General Maneesh Sharma.  As with each of our



         13     enforcement actions, we sought to make something



         14     crystal clear, and that is that opt-outs, including



         15     by the GPC, apply to the person, not the devices.  We



         16     are, after all, enforcing the California Consumer



         17     Privacy Act, not the California Device Privacy Act.



         18     Our investigation into Disney was part of an annual



         19     Data Privacy Day investigative sweep during the year



         20     that we focused on streaming.



         21                Disney streaming services required that a



         22     consumer have an account and log in before watching



         23     content.  This meant that each time a consumer



         24     watched a movie, a show, or a sporting event, Disney



         25     knew who was watching, and the gadgets and gizmos
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          1     aplenty that they used, whether it was a connected



          2     TV, laptop, cell phone, or tablet.  Disney leveraged



          3     their ability to identify consumers across devices



          4     into a profitable advertising business by touting its



          5     ability to deliver targeted ads across services and



          6     devices to the consumer.  But while Disney and



          7     similar companies are able to instantly deliver



          8     targeted ads to the many connected devices we use, we



          9     found that they did not push out and implement a



         10     consumer's opt-out across those same devices.  It



         11     underscored that there's a disconnect between how



         12     industry has approached privacy compliance as opposed



         13     to how they've built their data collection and



         14     monetization systems.



         15                For decades, companies have been



         16     implementing and relying on a web-focused consent



         17     model that relies on cookies and other non-persistent



         18     tools that is often limited to a single device or



         19     browser.  As a result, consumers face a never-ending



         20     story of consent pop-ups and cookie banners, and are



         21     even told that their opt-out requests will have to be



         22     resubmitted if they clear cookies.  In contrast, on



         23     the data side, industry has massively invested in an



         24     identity-based model that allows businesses to



         25     quickly track, combine, and monetize consumer data
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          1     collected across various devices, and locate a



          2     specific consumer on their specific device to show



          3     them a perfectly targeted ad or message.  And despite



          4     the business community claiming commitment to



          5     privacy-by-design principles, our enforcement



          6     investigations have shown that these identity-based



          7     tools were not designed to properly integrate with



          8     companies' existing privacy compliance tools.  With



          9     our enforcement action in Disney, we were able to



         10     reinforce that the CCPA and privacy compliance



         11     entered a whole new world.  That's the last one.



         12                When businesses can associate a



         13     consumer's device for advertising purposes, they can



         14     and they must associate those devices to honor that



         15     consumer's opt-out.  We were able to emphasize that



         16     the CCPA does not permit a business to limit the



         17     GPC's reach to only web browsers where GPC is



         18     currently available.  Since CCPA went into effect,



         19     and with the very first iteration of the CCPA



         20     regulations and in every rulemaking that followed,



         21     our technologists and Cal Privacy experts have



         22     recognized that businesses have multiple ways of



         23     identifying consumers across the web, and require



         24     that GPC be treated as a valid request to opt-out if



         25     known and for the consumer.  This requirement means
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          1     that once a company has connected any device to a



          2     consumer's identity, whether pseudonymous or not, the



          3     business is obligated to opt-out that identity,



          4     including all devices associated with the identity.



          5     This requirement is important to ensure that an



          6     opt-out preference signal meets the goal of being a



          7     simple, single step to opt-out, whether across



          8     multiple businesses or within one large business.



          9                Ensuring that the opt-out preference



         10     signal applies to consumers is especially relevant,



         11     because consumers are constantly interacting with



         12     businesses online through their computers, but also



         13     phones, tablets, and connected TVs, and we heard from



         14     Dr. Wilson now their cars, where GPC is not currently



         15     available.  Notably, Disney is not unique in having



         16     multiple touch points with consumers, and in relying



         17     on a privacy compliance technology that no longer



         18     matches how companies sell, share, and use consumer



         19     data.  We have heard over and over that off-the-shelf



         20     vendor technology is not keeping pace with the



         21     requirements of the CCPA, and that real compliance



         22     requires customized solutions.  But businesses that



         23     have the resources to update their data monetization



         24     structure must also invest in resources to match



         25     privacy compliance, so consumers can easily stop all
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          1     sales and sharing of their data without having to



          2     individually opt-out with multiple businesses and



          3     multiple devices.



          4                In addition to Sephora, Healthline, and



          5     Disney, and as I'm sure you're well aware, GPC is



          6     being robustly enforced by Cal Privacy as ratified in



          7     recent settlements with Tractor Supply and PlayOn,



          8     where businesses failed to recognize and honor



          9     opt-out preference signals on their web properties.



         10     And we applaud Cal Privacy's extensive enforcement



         11     work there as well.  I would also like to point out



         12     that even though my remarks today are about companies



         13     that did not comply with GPC, we are seeing companies



         14     who are endeavoring towards compliance.  Companies



         15     are integrating and updating their systems for GPC



         16     even as we continue to maintain pressure through



         17     enforcement.  We should continue to maintain that



         18     pressure on developing GPC for mobile and



         19     beyond-browser integration.



         20                Indeed, it is exciting that we will soon



         21     enforce new requirements set forth in AB566,



         22     requiring companies to build in opt-out preference



         23     signal functionality within their browser, thanks to



         24     the Agency's stellar legislative advocacy and the



         25     work of Maureen Mahoney.  Mobile devices and the very
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          1     sensitive data that comes along with them need to



          2     develop better tools for consumers and for opt-out



          3     preference signals.  While both Android and iPhone



          4     provide controls to delete ad IDs or request apps not



          5     to track, ad tech companies regularly attempt to



          6     circumvent them to continue tracking users.



          7     Consumers want and need robust and comprehensive



          8     privacy solutions, and I say this with deep



          9     appreciation that I'm speaking during the first week



         10     in which data brokers will begin processing requests



         11     via DROP.



         12                Please continue to keep opt-out



         13     preference signals the robust tool that it is.  I



         14     caution the Board about considering adding more



         15     language to the regulatory text, as it could allow



         16     companies the opportunity to sometimes blur the line



         17     for compliance.  Continued enforcement will



         18     effectively telegraph the requirements of the law for



         19     businesses that fail to fully effectuate a consumer's



         20     right under the CCPA.



         21                I want to close with noting that



         22     California sets the standard for the rest of the



         23     country.  As former Attorney General Kamala Harris



         24     said, "As California goes, so goes the nation."  It



         25     is because of our innovation here, both legal and
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          1     technological, that consumers enjoy robust privacy



          2     protections.  It is because of our standards and



          3     demands for better privacy rights that states are now



          4     following in our footsteps, with many more states



          5     providing rights for their own constituents to



          6     exercise their rights via opt-out preference signals.



          7     I have found also, in reviewing federal privacy laws



          8     and federal privacy bills, that Congress has included



          9     references to opt-out preference signals, but has



         10     erroneously required further study or pausing its



         11     immediate effect language that we should continue to



         12     oppose.  Because GPC is working, and it will continue



         13     to work in California, as it has for over six years



         14     now.  Please continue to support opt-out preference



         15     signals as a robust tool for consumers, and I will



         16     continue to do my job to enforce the law so that this



         17     tool only becomes stronger, even more protective,



         18     intentional, and broad for consumers.  Thank you.



         19                CHAIR URBAN:  Thank you.  Thank you very



         20     much, Ms. Schesser.  And of course, the Board and the



         21     Agency greatly appreciate all of the attorney



         22     general's leadership in this space as well.  And we



         23     have been very pleased to see the cooperation that



         24     the two agencies have undertaken with regards to



         25     enforcement.  Which is, as you say, more guidance for
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          1     businesses.  As we publish enforcement actions.  I



          2     have -- I'm going to ask you if you have views that



          3     you think would be helpful to the Board when it comes



          4     to regulations or other guidance that would be



          5     responsive to Mr. Goldberg's question?



          6                So I heard you loud and clear.  Privacy



          7     protects people, not devices.  And if somebody is



          8     known, even if they're pseudonymous, then the GPC



          9     signal should propagate and should be respected.  Do



         10     you have views on the probabilistic identifier



         11     challenge that Mr. Goldberg identified for us or



         12     described for us?  If there is a mushy middle, or you



         13     don't think there is a mushy middle, or if there's a



         14     mushy middle, if there's something that you think



         15     that we could do to make that easily actionable.



         16                MS. SCHESSER:  I don't have specific



         17     views.  And I heard the complexity of that question



         18     that you had asked Mr. Goldberg, which I thought he



         19     tried to answer as -- you know, as best as he could,



         20     given the complexity of the question.  The only thing



         21     I will say is that when thinking about these things,



         22     you know, I don't want to speak too much because this



         23     may be something that could come up in the context of



         24     enforcement.  It could come up in the context of an



         25     investigation, and it could be something that, based
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          1     on how companies are responding to opt-outs, could



          2     even go beyond CCPA and, you know, potentially become



          3     an unfair business practice, something that is



          4     deceptive as well.  And so I want to be very careful



          5     about, you know, speaking specifically on potential



          6     text or regulation that targets that, because it



          7     could also be something that we interpret through the



          8     lens of enforcement.



          9                CHAIR URBAN:  Absolutely.  Yes.  All



         10     right.  Thank you very much.



         11                Are there questions or comments from



         12     other board members?



         13                Board Member Hamer?



         14                MS. HAMER:  Yeah.  No.  You actually said



         15     what I was going to say, so thank you for that.  But



         16     thank you for your work.  It is a really interesting



         17     overview.  Appreciate it.



         18                CHAIR URBAN:  Thank you.



         19                Board member Liebert?



         20                MR. LIEBERT:  Yes.  You are a legend in



         21     the privacy world.  I thank you for all your great



         22     work.  It sure seems like we're on the precipice of a



         23     true revolution in the ad tech world when it comes to



         24     the evolution now of AI and AI platform and what



         25     they're signaling, that those two are going to be the
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          1     means by which we are targeted with advertisements



          2     and given advertisements.  And I'm wondering to what



          3     extent now the GPC world needs to evolve in that



          4     regard because right now, of course, they're not, I



          5     believe, covered by the law in regards to that



          6     process.  So to what extent are, are we going to face



          7     those issues?



          8                MS. SCHESSER:  I will just say that while



          9     the conversation was happening, I was scribbling



         10     notes and having different thoughts, and I would like



         11     to just reserve the ability to continue to think



         12     about that and how it would apply in the context of



         13     CCPA.



         14                CHAIR URBAN:  All right, Counsel.  You



         15     can reserve your time, and we'll bring you back for



         16     another session.



         17                Other comments or questions from the



         18     Board?



         19                Thank you again, Ms. Schesser.  Fantastic



         20     presentation.  I very much appreciate it.



         21                That concludes the informational session



         22     presentation to the Board.  And I would like to



         23     welcome public comments on any of the topics that we



         24     have discussed so far today through the presentation.



         25     If there's anyone here in person who would like to
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          1     make public comment, please proceed to the podium,



          2     and I will call on you when ready.



          3                And if there's anyone on Zoom who would



          4     like to make public comment, please raise your hand



          5     using the raise your hand function in your Zoom



          6     application, if you're using that.  If you are using



          7     your phone to call into the Zoom, I believe it is



          8     star-six to raise your hand.  And I am going to check



          9     with Ms. Carwile to be sure I got that right.



         10     Star-nine.  I flipped it.  Okay.  Apologies to



         11     everybody on zoom by phone.  If you would like to



         12     make a public comment, please press star-nine.  And



         13     Ms. Carwile will call on Zoom participants when we



         14     are ready and unmute them.  And then she will mute



         15     you again when you are done.



         16                For folks in the room, I will ask you to



         17     speak into the microphone for purposes of the record.



         18     And we will start with our first comment in the room.



         19     As a reminder, you have three minutes.  Thank you



         20     very much.



         21                MR. KATHLACABE:  Thank you.  My name is



         22     Mike Kathlacabe, and I'm here in my personal capacity



         23     as a consumer in California.



         24                So first, let me say that I'm glad I live



         25     in California where we have a California Privacy
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          1     Protection Agency, and we have a California



          2     Department of Justice that actually enforces the



          3     rules.  On the other hand, I see the efforts to



          4     protect privacy relying on opt-out as kind of a game



          5     of wack-a-mole; right?  Advertisers and the market of



          6     surveillance capitalism is constantly trying to find



          7     ways around the protections that we put in place.  It



          8     shouldn't be incumbent on the consumer to opt-out of



          9     all of the various things in order to protect their



         10     privacy.  It should be opt-in.



         11                Now, I realize you're working with the



         12     law as it exists and perhaps not as we would like.



         13     So that's incumbent upon me as a consumer and a voter



         14     in California to try to change that law.  But one of



         15     the things as a consumer and obtaining information



         16     about myself from data brokers is realizing that as



         17     someone who is very interested in privacy, I take all



         18     of the measures I can to protect my privacy.  And yet



         19     when I get reports about myself from data brokers, I



         20     am amazed that they are able to tie my physical



         21     credit card transactions to my online persona and



         22     multiple email addresses.  And again, like I said,



         23     I'm using all the privacy browser settings.  I'm



         24     using privacy add-ons.  I'm using ad blockers, all of



         25     those things.  But even for me -- and I consider
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          1     myself relatively sophisticated when it comes to



          2     protecting my privacy -- it's a game of wack-a-mole



          3     for me, and I'm not successful.  Please keep this in



          4     mind in going forward.



          5                And Department of Justice, keep on doing



          6     your thing.  It would be great if instead of settling



          7     with some of these companies, we could actually cause



          8     actual consequences for them.  I know you can't put a



          9     company in jail yet, but just allowing them to pay



         10     their way out of violating our privacy doesn't seem



         11     like an adequate solution.  So once again, thank you



         12     for this.  I very much appreciate it.  And good luck,



         13     because I think we all need it.



         14                CHAIR URBAN:  Thank you so much.  We



         15     really appreciate the public comments and you joining



         16     us today in person.  Are there any other public



         17     comments here or on Zoom?



         18                MS. CARWILE:  Yes, we do have somebody on



         19     zoom, and that's Ben Tobin.  I'm going to unmute you



         20     at this time.  You'll have three minutes to make your



         21     comments.  So please begin when you are ready.



         22                MR. TOBIN:  Oh, I had to hit the button.



         23     Good afternoon, Chair Urban, Board Members Hamer,



         24     Liebert, Mactaggart, Ozer, and Executive Director



         25     Kemp.  My name is Ben Tobin.  I run Surveil, a
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          1     California company.



          2                So what do we do?  We search the index



          3     internet, including data broker sites, to verify



          4     whether a person's information's exposed online.  And



          5     I do have a commercial interest in this.  No one has



          6     sent me, and I am speaking for myself.  I'm here to



          7     address recommendations one and two.  And I think



          8     there's somewhat of the same problem.  And I'll start



          9     with something in your own regulation.



         10                So specifically, Section 7022, that's



         11     7022, says, "A business complies with the request to



         12     delete by erasing the information or de-identifying



         13     it or aggregating it."  And this is kind of the



         14     kicker, the business gets to choose.  And it only has



         15     to notify the consumer whether it complied and not



         16     which action it took.  So let's say me, the consumer,



         17     asked to be deleted.  I'm told "yes," but I never



         18     actually learn which of the three options were



         19     executed.



         20                And then I kind of want to drive home on



         21     the third one, aggregation in this kind of agentic AI



         22     model building space that we're dealing with now.



         23     Aggregation is not technically a destruction.  It's a



         24     change of form.  The information is technically gone



         25     as a record, but it's present as a training set.  And
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          1     a training set can still produce actionable insights



          2     about the person that it came from, whether ever



          3     needing that person's name again.  That is



          4     recommendation to a profile that acts on someone



          5     without having to identify them.  The deletion is



          6     real.  The compliance is real, and nothing really



          7     about that person's exposure has changed.



          8                Now, what we're doing is we're kind of



          9     introducing friction here through the CCPA.  And in a



         10     world with a fixed appetite where data brokers are



         11     concerned, that would be appropriate.  However, data



         12     that becomes a model never really decays, and it



         13     doesn't have to be reacquired.  It can basically just



         14     sit around until it's used, these models, and then



         15     produce results.  And now, I do want to be careful



         16     here.  I'm not saying anyone's actively doing this,



         17     but what I am saying is that your own rules do permit



         18     it and nothing actively requires anyone to disclose



         19     it, and nothing technically would show it.



         20                So the words I suggest should carry more



         21     weight.  Opt-out should mean you do not get to watch



         22     me and delete me should mean just that.  Delete me.



         23     And on recommendation one, your own rule already



         24     knows this.  Section 7025 promises a consumer can



         25     opt-out with all businesses, but it then adds four
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          1     words, "they interact with online."  Those four words



          2     at the end of a sentence, nobody outside of this room



          3     necessarily has read.  The consumer hears all



          4     businesses, but the rule means the ones whose



          5     websites they've opened.



          6                MS. CARWILE:  Thank you.  That is three



          7     minutes.



          8                MR. TOBIN:  Have a good day.  Thank you



          9     for your time.



         10                MS. CARWILE:  If there are any other



         11     members of the public who'd like to speak at this



         12     time, please go ahead by using the raised hand



         13     feature or by using star-nine if you're joining us by



         14     phone.  Again, this is for Agenda Item 2.



         15                Madam Chair, I'm not seeing any other



         16     hands raised at this time.



         17                CHAIR URBAN:  Thank you very much.  And



         18     thank you for the public comment that we received on



         19     Zoom as well.



         20                Before we move to the next agenda item,



         21     we are going to take a break of about 15 minutes.



         22     It's 10 or 15 minutes.  Let's come back at 3:30.  Is



         23     that sufficient for everybody's purposes?  Okay.



         24     Wonderful.  So we will come back at 3:30, for those



         25     of you on Zoom.  And thanks again to our speakers and
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          1     to everyone for their attention, questions and



          2     comments.



          3                (Whereupon, a short recess was



          4                taken.)



          5                CHAIR URBAN:  Welcome back, everyone.



          6     Thank you for giving us some time to take a break.



          7     We will now turn to agenda Item Number 3, which is an



          8     item on preliminary rulemaking update and



          9     recommendations from staff on opt-out preference



         10     signals.  So we have been well prepared by the



         11     discussion that we just had.  It will be presented by



         12     Philip Laird, the general counsel of CPPA, Lisa Kim,



         13     senior privacy counsel and advisor to the Agency, and



         14     Rianna Grenda, senior legal analyst, CPPA.  I will



         15     ask the team to please go ahead when you're ready and



         16     everyone to turn to the materials in your packet for



         17     this agenda item.



         18                But I cannot let this moment pass without



         19     mentioning that we have yet another recipient of the



         20     California Lawyers Association Privacy Attorney of



         21     the Year award in the form of Ms. Lisa Kim.  So we



         22     really are being advised by the best, and we are very



         23     grateful for it.  Please go ahead.



         24                MR. LAIRD:  Thank you, Chair Urban, and



         25     members of the Board.  And actually, to start with
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          1     that point, I'd love to note that, in fact, all four



          2     recipients ever in the history of the Privacy Lawyer



          3     of the Year award are in this room right now.  So



          4     we're very, very excited to have a full --



          5                CHAIR URBAN:  I'm getting the last one



          6     tomorrow, so.



          7                MR. LAIRD:  Exactly.  And furthermore, I



          8     just want to take the opportunity to thank the



          9     speakers this afternoon.  We really appreciate them



         10     to taking time out of their days to be with us to



         11     present to the Board and staff and the public.  I



         12     found it very informative, and I hope you all did as



         13     well.



         14                CHAIR URBAN:  Actually, we're going to



         15     break protocol for a moment, because Board Member



         16     Liebert would like to say something very quick.



         17                MR. LIEBERT:  Wow.  Terrific program.  We



         18     all, as a board, decided together to pursue these



         19     informational hearings where you're educating us



         20     since you already understand all this.  And thank you



         21     so much.  It was really a terrific program and



         22     really, really appreciate how these are developing.



         23     They're excellent.



         24                MR. LAIRD:  Well, thank you.  And



         25     complements certainly go to the two to my right, who
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          1     were very much behind thinking through who would be



          2     the appropriate speakers to cover so much territory



          3     and so much important work being done.  So to begin,



          4     as a reminder, at our November 2025 board meeting,



          5     the Board directed staff to begin preliminary



          6     rulemaking on four topic areas.  One was opt-out



          7     preference signals, another was reducing friction in



          8     the exercise of privacy rights, a third was notices



          9     and disclosures, and a fourth was employee data.



         10     Just a few small topics.



         11                Today we will provide a preliminary



         12     rulemaking update, along with proposed rulemaking



         13     recommendations related to the first topic, opt-out



         14     preference signals.  But to preview for the Board



         15     today, we do plan to present updates to the Board on



         16     our work on both reducing friction in the exercise of



         17     privacy rights and notices and disclosures at the



         18     Board's November meeting of this year, and we are



         19     then planned in February to present our preliminary



         20     rulemaking updates on employee data.  So, the legal



         21     division has been hard at work carrying out the



         22     direction of this Board, and I'm pleased that we are



         23     moving at a good pace, and plan to have these



         24     presentations to you over the course of the next



         25     several meetings.
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          1                That said, if the Board has any concerns



          2     regarding the schedule, we of course welcome that



          3     feedback.  And with that all said, I will now turn to



          4     the professionals to my right, senior privacy counsel



          5     and adviser Lisa Kim and senior legal analyst Rianna



          6     Grenda, who will walk you through today's preliminary



          7     rulemaking update and proposed recommendations



          8     related to opt-out preference signals.



          9                MS. KIM:  Great.  Thank you so much.  So



         10     as mentioned, over the past 10 months our OOPS team,



         11     our opt-out preference signal team, has been



         12     diligently evaluating whether additional OOPS



         13     regulations are necessary and would be beneficial to



         14     businesses and consumers.  So we appreciate the



         15     opportunity to present our recommendations to the



         16     Board today.



         17                This afternoon we're going to walk you



         18     through three items.  First, we'll provide some



         19     level-setting background on OOPS.  Second, we'll



         20     offer an overview of the preliminary rulemaking



         21     activities our team has undertaken.  And finally, we



         22     will present our recommendations for the Board's



         23     consideration.  See if I can get our slide up.



         24                That said, before we begin, I wanted to



         25     acknowledge a team member who wasn't able to join us
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          1     today.  Joe Brown, the Agency's former fellow,



          2     contributed meaningfully to this work before



          3     completing his fellowship and then moving on to



          4     permanent employment.  So I want to just do a little



          5     shout-out.  Joe, if you're watching, we just want to



          6     acknowledge and thank you for your efforts and the



          7     support you provided during this process.



          8                So, starting with the background on



          9     opt-out preference signals.  The informational



         10     session covered some of this, but we believe it's



         11     important to understand the context of how OOPS came



         12     about, as we talk about recommendations.  As set



         13     forth in the regulations, "The purpose of an opt-out



         14     preference signal is to provide consumers with a



         15     simple and easy-to-use method by which consumers



         16     interacting with businesses online can automatically



         17     exercise the right to opt-out of sale and sharing.



         18     And through an opt-out preference signal, a consumer



         19     can opt-out of the sale and sharing of their personal



         20     information with all businesses they interact with



         21     online, without having to make individual requests



         22     with each business."  So opt-out preference signals



         23     align very well with our strategic goal of allowing



         24     consumers to exercise their rights at scale and in a



         25     simple and easy way.
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          1                Now, as Professor Zimmeck previewed



          2     earlier, opt-out preference signals were part of the



          3     very first iteration of the CCPA regulations well



          4     before the CPRA came out, and also before the Agency



          5     was created.  In August 2020, the attorney general



          6     adopted a forward-looking regulation to treat as a



          7     valid request to opt-out a user-enabled Global



          8     Privacy Control, such as a browser plug-in or privacy



          9     setting, device setting, or other mechanism that



         10     communicates or signals the consumer's choice.



         11                In response to that regulation, a group



         12     of privacy researchers, including Professor Zimmeck



         13     and our former executive director Ashkan Soltani,



         14     developed what became known as the Global Privacy



         15     Control, which was later introduced at the World Wide



         16     Web Consortium, W3C, in October 2020.  A month later,



         17     California voters voted on CPRA.  In early 2021, the



         18     attorney general publicly confirmed that GPC met the



         19     CCPA's requirements for a user-enabled opt-out



         20     mechanism.  And then a year and a half later, in



         21     August 2022, the AG announced its first CCPA



         22     settlement, with Sephora, which included allegations



         23     that Sephora had failed to honor GPC.  Now, CPRA



         24     amendments to the law went into effect shortly after



         25     that, using the term OOPS instead of global privacy
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          1     controls.



          2                And so, to clear up any confusion between



          3     the CCPA regulations and the CPRA's new amendments to



          4     the law, the Agency adopted regulations that



          5     reiterated the requirements set forth in the original



          6     CCPA regulations to ensure consistency between the



          7     old and current regulations.  After that, enforcement



          8     of OOPS requirements and the GPC has continued



          9     steadily by both the AG's office and Cal Privacy.



         10     Healthline, Tractor Supply, PlayOn Sports, and most



         11     recently Disney all involved businesses who failed to



         12     honor GPC.  And then most recently, the legislature



         13     passed AB566, an Agency-sponsored bill requiring



         14     browser developers to offer OOPS functionality.  And



         15     that law will go into effect in January 2027.



         16                Now, I go through this background because



         17     I believe it helps illustrate how OOPS has grown over



         18     time, and it provides a helpful foundation for



         19     understanding the preliminary rulemaking activities



         20     we carried out next.  And I'm going to turn the



         21     presentation over to Rianna Grenda, the senior legal



         22     analyst on our OOPS team, who will walk you through



         23     those.



         24                MS. GRENDA:  Thank you, Lisa.



         25                Good afternoon, members of the Board and
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          1     members of the public.  I am going to walk us through



          2     some of the work that our team has done up to this



          3     point, work that has helped inform our



          4     recommendations that we're going to go over later in



          5     this presentation.



          6                Part of our preliminary work included



          7     stakeholder outreach.  This included engagement with



          8     our partners, including the Attorney General's



          9     Office, our own enforcement team, as well as our



         10     legislative division.  We also drew on the expertise



         11     of our technologists, who unpack the technically



         12     complex parts of opt-out preference signals, or OOPS,



         13     and we found their insights to be very valuable.  We



         14     also engaged with the business community, consumer



         15     advocate organizations, as well as academics and



         16     thought leaders.  Overall, these conversations helped



         17     us better understand operational realities with



         18     opt-out preference signals and consumer protection



         19     concerns.



         20                In addition to stakeholder engagement, we



         21     conducted our own research.  We completed a



         22     state-by-state survey of all adopted and pending



         23     universal opt-out mechanism laws to identify trends,



         24     common approaches, and areas of divergence.  We also



         25     reviewed a wide set of materials, including academic
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          1     studies, white papers, news reports, related



          2     legislation, and we also closely examined the AG's



          3     rulemaking package on SB976, the Protecting Our Kids



          4     from Social Media Addiction Act, particularly the age



          5     verification components.



          6                Lastly, we did an in-depth review and



          7     analysis of the comments that were submitted to us



          8     during our preliminary written comment period.  Which



          9     brings me to the next couple of slides, where I will



         10     briefly summarize the written comments that we



         11     received.  So we received 43 written comments,



         12     totaling 376 pages.  These comments related not only



         13     to our team's work, but also the reducing friction



         14     group's work.  These commenters represented business



         15     and trade organizations, consumers and consumer



         16     advocate organizations, data brokers, authorized



         17     agents, academics, and legal practitioners.  The



         18     diversity of this input really helped us identify



         19     areas of alignment, areas of tension, and where



         20     further clarification or direction may be needed as



         21     we move toward rulemaking.



         22                On this slide, you will see a high-level



         23     summary of the themes that we saw across the written



         24     comments.  We received a wide variety of comments.



         25     Some were very substantive, others were less relevant
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          1     to the rulemaking.  For example, a few companies did



          2     talk about their own privacy products, and some



          3     commenters raised concerns about the underlying law



          4     rather than the regulations themselves.  But when we



          5     filtered through all of the comment submissions,



          6     there were a few themes that emerged, and those are



          7     reflected here.



          8                One major theme involved issues with



          9     processing GPC, including how it applies to



         10     pseudonymous profiles, known consumers, and



         11     situations where GPC conflicts with a user's privacy



         12     settings.  Another recurring theme was timing issues,



         13     such as when GPC interacts with the firing of



         14     cookies.  We also saw interest in recognizing



         15     additional mechanisms or signals as OOPS.  Some



         16     commenters emphasized the need for



         17     competition-neutral safeguards in applying OOPS



         18     uniformly, which would largely require statutory



         19     revisions to balance third-party versus first-party



         20     data rights.  There were also a few items that only



         21     came from one or two commenters, such as AI handling



         22     of GPC as well as age-signal interoperability.  These



         23     weren't widely raised, but they are worth noting as



         24     emerging ideas that may become more prominent over



         25     time.  Overall, this feedback helped us identify
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          1     where stakeholders are aligned, where there's



          2     confusion, and where additional clarity may be needed



          3     as we develop regulations.



          4                Okay, and now I'm going to go ahead and



          5     hand this back to Lisa Kim, who will walk us through



          6     the recommendations that we are considering.



          7                MS. KIM:  Okay.  The fun part.  Based



          8     upon our work, staff have four recommendations for



          9     the Board, and they are:  First, explicitly



         10     identifying GPC as an OOPS; number two, including



         11     examples clarifying how OOPS applies to pseudonymous



         12     profiles; third, requiring the reporting of OOPS



         13     metrics; and four, including examples clarifying



         14     timing issues regarding GPC and the sale and sharing



         15     tracking technologies we see in the marketplace.



         16                So I'll start with the first one,



         17     explicitly identifying GPC.  Our first recommendation



         18     is that the Board explicitly identify GPC as an



         19     example of an OOPS.  As the history we covered



         20     already shows, GPC has functioned as an OOPS since



         21     the earliest iterations of the CCPA regulations.  So



         22     including GPC by name in the regulation would reflect



         23     its established role over the years, while also



         24     reinforcing existing enforcement standards and



         25     supporting the ongoing work of the attorney general
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          1     as well as the enforcement division of Cal Privacy.



          2     In addition, explicitly identifying GPC would help



          3     support consistent implementation across states with



          4     universal opt-out requirements.  As you may know, 13



          5     other states have passed legislation related to



          6     universal opt-out mechanisms, and several of those



          7     states include language requiring their own OOPS or



          8     universal opt-out mechanisms to align with similar



          9     tools that are recognized under other federal -- or



         10     state laws.  So for us to clarify in California



         11     regulations that GPC is a valid OOPS would actually



         12     make it easier for other states to recognize GPC as



         13     meeting California's standard, and therefore



         14     ultimately promote greater uniformity and reduce



         15     compliance challenges throughout the country.



         16                Our second recommendation is that the



         17     Board consider adding examples illustrating how OOPS



         18     applies to pseudonymous profiles.  While the



         19     regulations already explicitly make clear that OOPS



         20     applies to pseudonymous profiles, the informational



         21     session highlighted that many businesses are still



         22     not meeting this requirement, and there are areas for



         23     further guidance.  In addition, several written



         24     comments have also requested further guidance.  So



         25     staff recommends adding an example that highlights
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          1     the normative standard demonstrated in the Disney



          2     matter, particularly with respect to tracking



          3     technologies used for cross-context behavioral



          4     advertising.  When a business associates consumer



          5     data across devices and identifiers for advertising



          6     purposes, it should apply the opt-out with the



          7     corresponding breadth.  I think that's the most basic



          8     example we can start off with.  Providing an example



          9     will offer additional clarity for businesses.  It



         10     would reinforce the existing normative standard



         11     reflected in the Disney matter, and it would also



         12     respond to commenters' requests for guidance.



         13     Importantly, framing it as an example rather than a



         14     new rule would underscore how this is already part of



         15     existing law, and it would avoid constraining current



         16     or future enforcement efforts.



         17                To our third topic, as you know, current



         18     regulations require businesses that process the



         19     personal information of at least 10 million consumers



         20     to annually disclose in their privacy policy metrics



         21     regarding the CCPA requests that they receive,



         22     respond to, etc.  So these metrics include requests



         23     to opt-out of sale and sharing.  Staff recommend two



         24     amendments to this provision.  First, we recommend



         25     requiring businesses to specify how many opt-out
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          1     requests were submitted through OOPS, including those



          2     initiated via GPC.  And second, we recommend



          3     replacing the existing 10-million-consumer reporting



          4     threshold with a standard that applies to any



          5     business whose processing of personal information



          6     poses a significant risk to consumer security or



          7     privacy.  As you may recall, that is the explicit



          8     standard that would trigger a cybersecurity audit or



          9     risk assessment.



         10                The benefits of these changes are



         11     three-fold.  First, they would strengthen consumer



         12     trust by providing a single and consistent location



         13     in the privacy policy where consumers can confirm



         14     large-scale compliance with OOPS-based opt-out



         15     requests.  Second, they would assist enforcement



         16     efforts by making key CCPA metrics easily accessible



         17     for corroboration by regulators and the public.  And



         18     third, they apply CCPA reporting obligations to all



         19     businesses whose processing activities present



         20     significant security and privacy risks, as reflected



         21     by their inclusion in the mandatory cybersecurity



         22     audit and risk assessment requirements, thereby



         23     aligning reporting with the CCPA's risk-based



         24     approach.



         25                To the extent that the Board is concerned
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          1     with the cost to businesses for complying with these



          2     two provisions, our preliminary estimates, drawing



          3     upon the cybersecurity audit and risk assessment



          4     analysis that we did previously, would indicate that



          5     the burden is relatively modest.  This is because



          6     businesses are already required to keep records of



          7     the CCPA requests that they receive and how they



          8     respond to them for at least 24 months, and all



          9     businesses are required to update their privacy



         10     policies on a yearly basis.  So, under a conservative



         11     assumption that all businesses subject to CCPA would



         12     have to now publish their metrics, the total



         13     estimated cost is roughly around $1.53 million.  This



         14     figure reflects half an hour of administrator or



         15     developer time, at a blended rate per hour, to update



         16     their website disclosures.  While this estimate may



         17     need to be refreshed to account for current wage



         18     levels and updated business counts, it is likely



         19     overstated, because many businesses are already



         20     providing these disclosures on their website.



         21                Finally, our last recommendation concerns



         22     timing issues.  The CCPA regulations make clear that



         23     businesses must stop selling and sharing personal



         24     information as soon as feasibly possible after



         25     receiving a consumer's opt-out request, and no later
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          1     than 15 business days.  In addition, if a business



          2     continues to sell or share personal information



          3     during the period before it fully processes the



          4     request, it must notify all third parties that



          5     received that information so those sales and shares



          6     can be remedied.  So, this framework applies equally



          7     to online environments, where sales and sharing of



          8     personal information often occur within milliseconds



          9     of a page loading or cookie firing, as highlighted



         10     during the informational session.  However, many



         11     businesses do not check for GPC before deploying



         12     their tracking technologies that sell or share



         13     personal information.  This results in non-compliance



         14     with both OOPS obligations and the timing



         15     requirements already set forth in the regulations.



         16     Several commenters, including privacy attorneys,



         17     consent management platforms, and industry



         18     participants, have raised similar concerns during the



         19     public comment period.



         20                So accordingly, staff recommend adding an



         21     example that demonstrates proper compliance,



         22     specifically detecting and honoring GPC before



         23     deploying cookies or other tracking technologies that



         24     sell or share personal information.  Given the speed



         25     at which online sales and shares are occurring,
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          1     detecting and honoring OOPS at the outset is both



          2     feasible and essential.  Otherwise, businesses risk



          3     immediately selling or sharing personal information



          4     and later facing the difficult and impractical task



          5     of attempting to remedy those disclosures under the



          6     regulation, section 7026(f)(2).  So providing this



          7     clarification through an example, rather than a new



          8     regulatory amendment, ensures that the Agency does



          9     not inadvertently suggest that the existing law is



         10     unclear, or undermine current or future enforcement



         11     actions.  And to be clear, this example would reflect



         12     existing requirements.  The example simply offers



         13     additional guidance to help businesses comply.



         14                So together, these four recommendations



         15     are intended to address issues raised by the public,



         16     to provide clear guidance to businesses, and to



         17     strengthen compliance with existing law and reinforce



         18     the effectiveness of OOPS as a tool for consumers.



         19     With that, I'm happy to hear your thoughts and any



         20     questions you may have.



         21                CHAIR URBAN:  Thank you, Ms. Kim.  Thank



         22     you, Ms. Grenda.  That was both -- that was very



         23     clear and helpful.  Thank you both.



         24                Does staff recommend that the Board take



         25     action today to direct staff to develop the materials
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          1     to be ready to commence a formal rulemaking in our



          2     next meeting?  Is that the process-based



          3     recommendation here?



          4                MS. KIM:  I think the process would be



          5     to, yes, direct us to get ready to engage with formal



          6     rulemaking.  Of course, once we have draft language



          7     and text, that would come back to the Board for the



          8     Board to review and finally approve.



          9                CHAIR URBAN:  Yes.  But staff are ready



         10     to go ahead and prepare the draft language, the



         11     initial statement of reasons, and so forth for the



         12     Board to consider.



         13                MS. KIM:  Yes.



         14                CHAIR URBAN:  Okay.  Right.  I just



         15     wanted to be sure we all knew what we were thinking



         16     about from a process perspective as we go into any



         17     comments or questions from the Board.



         18                Are there any?



         19                Board Member Hamer?



         20                MS. HAMER:  Yeah.  Thank you.  It was a



         21     very clear presentation.  There we go.  Thank you for



         22     a very clear presentation.  One of the items in the



         23     summary was AI handling of GPC.  So was there a



         24     thought given to that, because that's going to be



         25     kind of like a landslide at some point, and I think
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          1     it'd be good to get ahead of it?



          2                MS. KIM:  Yes.  Thank you for that



          3     question.  We did think through and consider whether



          4     or not that topic was right for consideration for



          5     rulemaking or regulation, in particular.  I think we



          6     need some additional time to truly understand how



          7     that AI or agentic AI works on a high level.  I think



          8     what we see in the marketplace right now is not -- is



          9     more with regard to browsers having AI features that



         10     go and search for information and then summarize and



         11     provide to the consumer.  So the consumer's actually



         12     not going anywhere.  They're staying within that



         13     platform discussion.  And in light of that, we still



         14     need to do more factual understanding as to how our



         15     law applies to that factual scenario and whether it's



         16     applicable here.



         17                But that said, it's certainly something



         18     that we're carefully watching and engaging with and



         19     thinking through.  I would say at this time, we don't



         20     think it's right for a regulation at this moment.



         21                MR. LAIRD:  And I'll just bolster that to



         22     say.  One thing we kind of kept coming back to is,



         23     the beauty of CCPA is how agnostic it is to the



         24     technology it's potentially regulating.  And so in



         25     many regards, I think we also thought through this,
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          1     and you come back to, well, the rules as written



          2     apply sort of regardless.  You know, a developer of



          3     AI technology, you know, a business you engaged to



          4     use AI technology still has -- is obliged by the same



          5     opt-out requirements of sale and sharing as any other



          6     business.  And so in some regard, I think to Ms.



          7     Kim's point, what we're waiting to observe is if



          8     there is an alternative use that somehow brings into



          9     question exactly how those rules apply.  But



         10     otherwise, we also think there's some simplicity here



         11     that businesses should be able to translate on its



         12     face.  Simply put, they cannot sell or share your



         13     personal information, whether it's through an AI tool



         14     you are using on -- through them or otherwise, if



         15     you're given that signal -- if you've given that



         16     direction.



         17                CHAIR URBAN:  Thank you.



         18                Please, do you have follow up, Ms. Hamer.



         19                MS. HAMER:  Perhaps even an example being



         20     added might help clarify that it actually does apply,



         21     because I doubt that developers think it does.  I



         22     think a lot of the language is specific around



         23     browsers, and we have some issues around other types



         24     of devices and smart devices.  And AI is already



         25     doing things, probably, that are contrary to what --
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          1     that they should be doing.



          2                MR. LAIRD:  Yeah.  That's absolutely



          3     helpful feedback.  And I don't disagree that belt and



          4     suspenders is also helpful always when it comes to



          5     regulation.  So I mean, I think it's certainly



          6     something we could explore at the staff level



          7     further, even if we feel like it's a restatement of



          8     plain meaning of the law.  I take the point



          9     certainly, that that doesn't hurt and could help more



         10     compliance.



         11                CHAIR URBAN:  Thank you.



         12                Board Member Liebert?



         13                MR. LIEBERT:  Okay.  Thank you.  I'm



         14     looking at our wonderful website privacy.CA.gov.  And



         15     I see some great helpful information on how Drop



         16     works.  And I'm wondering if we should consider doing



         17     something similar in regards to OOPS and GPC that,



         18     you know, educate -- we have some actually good



         19     educating materials I've seen on the site for



         20     businesses, but I don't know that we do -- and maybe



         21     I'm just missing it -- in regards to consumers.



         22                MS. KIM:  I think perhaps Tom might be



         23     the best person to respond to this.



         24                MR. KEMP:  Yeah.  Sure.  So we have put



         25     forth about ten privacy tips, and that's one of the
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          1     top privacy tips --



          2                MR. LIEBERT:  Okay.



          3                MR. KEMP:  -- we have.  And then I did a



          4     couple blog posts on that as well.  And -- but



          5     really, the big focus will be in January when the



          6     browser vendors support it.  And so we're going to go



          7     really hard.  And I think Ms. White will talk more



          8     about this --



          9                MR. LIEBERT:  Okay.



         10                MR. KEMP:  -- tomorrow.  So I'm not going



         11     to say anything more because that's a topic.  But



         12     you'll get a good feel for what's happening as it



         13     relates to further promotion of this directly to



         14     consumers.



         15                And the other thing I'll add is, is that



         16     we've built up an incredible mailing list for



         17     newsletter subscribers.  And so this gives us a great



         18     opportunity come January to promote the fact that now



         19     with all these major browsers, here are the specific



         20     directions that you can use to turn it on.



         21                So in summary, content does exist.  I



         22     think we also created a video for consumers as well.



         23     But the big push will happen come January.



         24                MR. LIEBERT:  And that content, then, it



         25     sounds like, will be put on the website, as well.
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          1                MR. KEMP:  Oh, absolutely.  There is



          2     content now under the privacy tips.  Also, if you



          3     look at the senior scammers, we are teaching senior



          4     citizens how to turn that on as well when we do those



          5     events.  And so it's been integrated.  It's one of



          6     our top -- the easiest one is Drop.  The second



          7     suggestion that we have is to turn on OOPS.  And so



          8     the thought process is, if you spend 5, 6, 7 minutes



          9     on Drop, you spend 30 seconds.  If it's a browser



         10     that supports it, or you download a third-party



         11     extension, maybe you spend another minute or two.



         12     And that's kind of the 20/80 rule that you get a lot



         13     of great coverage with third parties with Drop, and



         14     then the opt-out of sale and sharing with first party



         15     interactions as well.  But it really makes sense come



         16     January, when we can explicitly tell people on



         17     Chrome, go to this, this, this.  Same thing with



         18     Safari, same thing with Edge.  And so we will be very



         19     prescriptive, and that will be a big focus of our



         20     campaigns come January.



         21                CHAIR URBAN:  Thank you.  Additional



         22     comments or questions?



         23                All right.  So maybe this will prompt



         24     some or maybe not.  So taking into account the



         25     substantive recommendations from staff and what I
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          1     understand the process to be, I will request a motion



          2     to direct staff to prepare all documents and



          3     materials necessary to open formal rulemaking for the



          4     regulatory changes staff recommended today and in



          5     alignment with today's discussion, and to bring draft



          6     text implementing those recommendations before the



          7     Board, again, before commencing the 45-day public



          8     comment period.



          9                Mr. Laird, did I cover the necessary?



         10                MR. LAIRD:  Yes.  Perfect.



         11                CHAIR URBAN:  Okay.  Great.  So that will



         12     be the motion I will request.  And at this point, I



         13     would like to ask if there's any public comments on



         14     this item.



         15                MS. CARWILE:  This is for Agenda Item 3,



         16     Preliminary Rulemaking Update and Recommendations on



         17     Opt-Out Preference Signals.  If you'd like to make a



         18     comment at this time, please raise your hand using



         19     the raised hand feature or by pressing star-nine if



         20     you are joining us by phone.  This is for Agenda Item



         21     3.



         22                Madam Chair, I'm not seeing any hand



         23     raised at this time.



         24                CHAIR URBAN:  Okay.  Thank you, Ms.



         25     Carwile.
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          1                And with that, I will request from the



          2     Board the motion as stated.  Is anyone ready to make



          3     the motion?



          4                Mr. Liebert makes the motion.  Is there a



          5     second?



          6                MS. OZER:  Second.



          7                CHAIR URBAN:  Thank you.  I have a motion



          8     on the table and a second motion from Mr. Liebert,



          9     second from Ms. Ozer.



         10                Ms. Carwile, would you please conduct the



         11     roll call vote?



         12                MS. CARWILE:  Yes, this is a roll call



         13     for the motion as stated by the Chair.



         14                Board Member Hamer?



         15                MS. HAMER:  Aye.



         16                MS. CARWILE:  Board Member Liebert?



         17                MR. LIEBERT:  Aye.



         18                MS. CARWILE:  Board Member Mactaggart?



         19                Board Member Ozer?



         20                MS. OZER:  Aye.



         21                MS. CARWILE:  Chair Urban.



         22                CHAIR URBAN:  Aye.



         23                MS. CARWILE:  Madam Chair, you have four



         24     yeses and one not voting.



         25                CHAIR URBAN:  Thank you very much, Ms.
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          1     Carwile.  And thanks everyone on the Board and of



          2     course, to our wonderful staff for that very



          3     thoughtful and efficient presentation.  The motion



          4     has been approved by a vote of four to zero.



          5                We will now move on to Agenda Item 4,



          6     which is Discussion and Possible Action to Amend



          7     Regulations Section 7500 Conflict of Interest Code,



          8     Including Possible Adoption of Proposed Text.  You



          9     have materials before you with the proposed text.



         10     And as a reminder to the Board, we discussed this in



         11     our last meeting.  This is bringing our legally



         12     required conflict of interest code up to code,



         13     because we now have about 70/75 people.  And when we



         14     first adopted it in our very first board meeting, we



         15     had none.  And anticipate an executive director and



         16     something.  So to cast you back into what we have



         17     already discussed.  That's what's up today.



         18                And I will ask Mr. Laird, who's going to



         19     present this, to go ahead.



         20                MR. LAIRD:  Thank you, Chair Urban.  And



         21     I agree, this should be a relatively quick



         22     discussion.  This, if this looks familiar, it's



         23     because it's the exact same text you saw at our last



         24     meeting, but that was to get your approval to begin



         25     the comment period.  We have since held the comment
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          1     period.  We received no comments from the public



          2     during that time.  We did make the edit that Ms. Ozer



          3     pointed out -- there, the extraneous 'that' has been



          4     removed.  And at this point we are asking for your



          5     adoption of these amendments.  And the process, just



          6     for your awareness, would be:  If you adopt, then



          7     it'll go back to the Fair Political Practices



          8     Commission for their final approval, and then be



          9     filed and take effect within 90 days of its filing



         10     with the Office of Administrative Law.



         11                CHAIR URBAN:  Thank you very much,



         12     Mr. Laird.  Any Board questions or comments on this?



         13                All right.  And then I will request the



         14     motion to adopt the conflict of interest code



         15     amendments as proposed and to direct staff to take



         16     all steps necessary to complete the rule making



         17     process, including filing the final rulemaking



         18     package with the Office of Administrative Law, the



         19     amendment of any documents within the rulemaking



         20     package other than the text of the rules as necessary



         21     to ensure clarity, accuracy, and compliance with the



         22     Administrative Procedures Act, and authorizing the



         23     executive director to make any non-substantive



         24     changes to the proposed regulations, and to further



         25     authorize staff to withdraw the rulemaking and
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          1     file -- in whole or in part -- in consideration by



          2     the Office Of Administrative Law at any time if in



          3     their opinion, the legal risks associated with



          4     disapproval of these regulations warrant further



          5     consideration by the Board.  That will be the motion



          6     that I will request in case you were wondering, which



          7     I'm sure you were not.  I had that one written down.



          8                And I will ask if there's any public



          9     comment.



         10                MS. CARWILE:  This is for Agenda Item 4,



         11     Discussion and Possible Action to Amend Regulation



         12     Section 7500 Conflict of Interest Code, Including



         13     Possible Adoption of Proposed Text.  If you'd like to



         14     make a comment at this time, please raise your hand



         15     using the raised hand feature or by pressing



         16     star-nine if you're joining us by phone.  This is for



         17     Agenda Item 4.



         18                Madam Chair, I'm not seeing any hands



         19     raised at this time.



         20                CHAIR URBAN:  Thank you, Ms. Carwile.



         21                In that case, may I have the motion as



         22     stated?  Thank you.  I have a motion from Ms. Hamer.



         23     May I have a second?



         24                MR. LIEBERT:  Second.



         25                CHAIR URBAN:  Thank you.  The motion as
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          1     stated is made by Miss Hamer, seconded by Mr.



          2     Liebert, Ms. Carwile, would you please conduct the



          3     roll call vote?



          4                MS. CARWILE:  Yes, this is a roll call



          5     for the motion as stated by the Chair.



          6                Board Member Hamer?



          7                MS. HAMER:  Aye.



          8                MS. CARWILE:  Board Member Liebert?



          9                MR. LIEBERT:  Aye.



         10                MS. CARWILE:  Board Member Mactaggart?



         11                Board Member Ozer?



         12                MS. OZER:  Aye.



         13                MS. CARWILE:  Chair Urban.



         14                CHAIR URBAN:  Aye.



         15                MS. CARWILE:  Madam Chair, you have four



         16     yeses and one not voting.



         17                CHAIR URBAN:  Thank you very much.  The



         18     motion has been approved by a vote of four to zero.



         19     I thank the staff for all your work to keep us up to



         20     date and everyone for making their disclosures, so



         21     the public is able to judge what we are doing by



         22     those disclosures.  Very much appreciated.  And thank



         23     you for the efficient process today.  Thanks again to



         24     our speakers who, again, were incredibly informative



         25     and helpful.  And to the team who put together the
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          1     informational session for us.  We have found these



          2     very valuable.  And as Mr. Liebert suggested earlier,



          3     I think we're very much looking forward to the others



          4     as well.  Before we end for today and start back



          5     tomorrow, I believe our executive director, Mr. Kemp,



          6     has something to say.



          7                Okay.  Mr. Laird?



          8                MR. LAIRD:  I think we were just going to



          9     note, knowing that it's a full agenda tomorrow, I



         10     didn't know if the Board wanted to consider taking



         11     any of the items for tomorrow, specifically,



         12     potentially future agenda items.  We could still wait



         13     till tomorrow as well, but.



         14                CHAIR URBAN:  Okay.  Yes.  I was trying



         15     to be kind, but it does mean being mean tomorrow.  So



         16     I will ask the Board what their preference is.



         17                Would you like to discuss future agenda



         18     items now, or would you like to wait until tomorrow?



         19                MS. HAMER:  I would prefer to wait until



         20     tomorrow for one.



         21                CHAIR URBAN:  Okay.  All right.  In that



         22     case, let's go ahead and be in recess until 9:00



         23     tomorrow morning, August 7th, when we will continue



         24     with the agenda as posted on our website and here in



         25     San Francisco.  Thank you all very much.  The Board
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          1     is now in recess.



          2                (End of audio recording.)
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