
CALIFORNIA PRIVACY PROTECTION AGENCY 

TITLE 11. LAW 

DIVISION 6. CALIFORNIA PRIVACY PROTECTION AGENCY 

CHAPTER 1. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS 

INITIAL STATEMENT OF REASONS 

Subject Matter of Proposed Regulations: Updates to existing CCPA regulations; Cybersecurity 

Audits; Risk Assessments; Automated Decision making Technology, and Insurance Companies. 

Sections Affected: California Code of Regulations (CCR), Title 11, sections 7001, 7002, 7003, 

7004,7010, 7011, 7012,7013,7014, 7015, 7020,7021, 7022, 7023, 7024,7025, 7026, 7027, 

7028,7050, 7051, 7053,7060,7062, 7063, 7070, 7080, 7102, 7120, 7121,7122, 7123, 7124, 

7150, 7151, 7152, 7153, 7154, 7155, 7156, 7157, 7200, 7201, 7220, 7221, 7222, 7270, 7271, 

7300, and 7302. 

PROBLEM STATEMENT 

In November 2020, voters approved the California Privacy Rights Act of 2020 ("CPRA"), 

amending and building on the California Consumer Privacy Act of 2018 ("CCPA"). The CPRA 

established a new agency, the California Privacy Protection Agency ("Agency"), to implement 

and enforce the CCPA. (Civ. Code,§ 1798.199.10.)1 The Agency is directed to adopt regulations

to further the purposes of the Act, including promulgating regulations on 22 specific topics. 

(§ 1798.185.) The proposed regulations do the following things: (1) update existing CCPA

regulations; (2) clarify when insurance companies must comply with the CCPA; (3)

operationalize requirements to complete an annual cybersecurity audit; (4) operationalize

requirements to conduct a risk assessment; and (5) operationalize consumers' rights to access

and to opt-out of businesses' use of automated decisionmaking technology ("ADMT").

More specifically, the proposed regulations: 

• Add a category to the definition of sensitive personal information. (§ 1798.185, subd.

(a)(l)) and add several definitions of terms that are used in the new cybersecurity audit,

risk assessment, and ADMT articles.

• Update rules and procedures that facilitate and govern the submission of a request to

opt-out of sale/sharing and a request to limit, and to govern a business's compliance

with a consumer's request. (§ 1798.185, subd. (a)(4).)

• Update rules, procedures, and any exceptions necessary to ensure that the notices and

information that businesses are required to provide under the CCPA are provided in a

1 All references are to the Civil Code unless otherwise indicated.
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