CALIFORNIA
PRIVACY
PROTECTION
AGENCY

STRATEGIC PLAN DRAFT

JANUARY 2024



CPPA STRATEGIC PLAN APPROACH

Phase 1: Phase 2: Phase 3: Develop Phase 4: Publish Phase 5:
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PHASE 1: DISCOVERY

* Four (4) individual Board
Member Key Informant
Interviews

e Ten (10) individual Executive
Staff Key Informant Interviews

e Eleven (11) staff survey
responses

* Analyze & summarize feedback




PHASE 2:
ENVIRONMENTAL SCAN

* Reviewed & Shared
Discovery Findings

e |dentified Goals &
Objectives

e |dentified Core Values




FINDINGS TOPICS:

» Mission statement feedback

» Current culture

» Agency strengths

» Opportunities for improvement
» Trends on the horizon

» Top priorities for the next 3 years
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FEEDBACK ON CPPA MISSION

Overall:

Board members, CPPA executives and staff believe the CCPA mission
statement below accurately reflects the work of the agency:
“...protect consumer privacy, ensure that businesses and consumer are

well-informed about their rights and obligations and vigorously enforce
the law against businesses that violate consumers’ privacy rights.”

Source: Proposition 24, Sec 2. Paragraph L
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CPPAS STRENGTHS

CALIBER & COMMITMENT OF TEAM POLITICAL SUPPORT

Yokk . . . . . "
Expertise related to legal policy and technical in We are getting the political support we need.
privacy domain.
AGENCY NIMBLENESS @) OPEN LINES OF COMMUNICATION
(i pad

We have a startup mentality and are able to Within the agency and through partnerships
work effectively in a virtual environment. We're with other agencies that we rely on.
not steeped in bureaucracy.

\0‘\ AUTHORITIES WE HAVE WITHIN STATUTE
Strong law and mission. We have space to do
significant work.



04 Clarify Roles and Responsibilities

i  Need Additional Staff

Mature Organizational Processes and Practices

.‘o
Do
/0

OPPORTUNITIES
FOR %  Communication
IMPROVEMENT

.’T} Work-Life Balance
%%  Build Relationships

\/ Establish Criteria for Supporting Legislative Bills



TRENDS FACING
THE AGENCY IN
THE NEXT 3-5
YEARS

Changes at the
federal level that
may impact the
agency’s
authority and
work

Dynamic nature
of privacy and
technology

Increased
awareness of
privacy issues

Increased
recognition from
the State

legislature
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@ Successful Enforcement

\é Public Awareness & Guidance

[

@ Finalize Regulations

@ Build Organizational Capacity
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PHASE 3: DEVELOP
PRELIMINARY STRATEGIC
PLAN

* Drafted Preliminary Plan

e Gathered Feedback —
Executive Team

e Gather Feedback —
Board/Public Comment
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CPPA VISION
S__ RAT E G | C Privacy Protection for All Californians.
D

AN
YRAFT MISSION STATEMENT

Protect consumers’ privacy, ensure that businesses and consumers are
well-informed about their rights and obligations, and vigorously enforce
the law against businesses that violate consumers’ privacy rights.
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DRAFT VALUES

CPPA

VALUES

Our core values reflect how we show up for each other and our
stakeholders. They guide our daily behaviors and our decision making and

enable us to deliver on our shared mission.

Excellence

We set a high bar for ourselves; we bring
exceptional quality and integrity to all we do. We
cultivate a culture of belonging and invite staff to
maximize their potentional.

Innovation

We are flexible, resourceful, and invite diverse
ideas; we take new approaches to solve important
problems in service to Californians.

Communication

We foster an erwironment of honesty and
openness; we communicate with purpose and

clarity.

Fairness

We treat each other with respect and kindness;
we value teamwork; and we enforce the law im-
partially to protect consumers' privacy.

soretlo:
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DRAFT GOALS & OBJECTIVE 1

Strengthen Public
Education, Outreach, and
Engagement

This goal aims to provide resources,
tools, and support for delivering
relevant, timely, and accurate
information to consumers and
businesses.

CPPA

. Develop a statewide public education campaign, utilizing various communication channels,

to increase awareness of Californians’ privacy rights.

. Conduct tailored outreach campaigns to vulnerable and underserved communities,

including students, immigrants, senior citizens, low-income communities, and at-risk groups.

. Develop strategic partnerships with stakeholders, members of the media, and other

community groups to amplify awareness of privacy rights and responsibilities.

. Facilitate compliance through supplemental business guidance.
. Educate the privacy community about the Agency’s efforts through speaking

engagements, earned media, and Agency-owned communications channels.
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DRAFT GOALS & OBJECTIVE 2

VI gorous |y Enf orce P riv acy . Advance strategic enforcement priorities that will provide the greatest impact to
Californians.
Laws

. Establish a foundation of successful enforcement actions and protect consumers through
This goal aims to protect consumers quality, diligent, and timely investigations.

from violations of their privacy rights
through engagement with the regulated

community, timely investigations, and ; —_
enforcement actions. 4. Develop strategic enforcement partnerships with government partners.

. ldentify trends through complaint data and adjust audit and enforcement protocols to
mitigate consumer harm.
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DRAFT GOALS & OBJECTIVE 3

Strengthen Californians’
Privacy Rights

This goal aims to advance the privacy
rights of all Californians by ensuring
that statutes, regulations, policies, and
procedures support and further the
mandates and mission of the Agency.

CPPA

. In partnership with the Legislature and the Administration, protect and advance California’s

privacy laws.

. Standardize coordination, monitoring, and assessment of state and national legislation

engagement and implementation to ensure compliance with statutory requirements.

. Enhance subject matter expertise to ensure rulemaking refines and advances privacy

protections.

. Foster harmonization through regular stakeholder and inter-governmental coordination.
. Meaningfully respond to changing privacy threats to consumers.
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DRAFT GOALS & OBJECTIVE 4

0pe rational Excellence . Build organizational capacity with a focus on positive culture that empowers employees to
enhance recruitment and retention, and to promote workplace respect, inclusiveness, and

This goal aims to ensure an efficient professionalism.
and effective approach to . Ensure policies and procedures are documented, in compliance with state laws and

organizational development, including regulations, and accessible to all staff.
the implementation of policies, . Continue to develop Agency functions and programs with clear organizational governance.

programs, and regulations. . Provide employees with information, tools, and support to thrive.

. Provide training and mentorship opportunities to assist with ongoing staff development
and foster a culture of learning.

CPPA 17 sorello:
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NEXT STEPS

Synthesize Implement
Feedback Plan

CPPA 18 sorello:

DDDDDDDD



CPPA

SOLUTIONS



	California Privacy Protection agency
	CPPA Strategic Plan Approach
	Phase 1: Discovery
	Phase 2: Environmental scan
	Findings topics: 
	Feedback on CPPA Mission
	Cppa’s strengths
	Opportunities for improvement
	Trends facing the agency in the next 3-5 years
	Top Priorities for next 3 years
	Phase 3: Develop preliminary strategic plan
	CPPA�Strategic plan �draft
	Draft values
	Draft goals & Objective 1
	Draft goals & Objective 2
	Draft goals & Objective 3
	Draft goals & Objective 4
	Next Steps
	Thank you




Accessibility Report





		Filename: 

		20240112_agenda_item_4_strat_plan.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

